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Introduction

UNi1x is simple and coherent, but it takes a genius
(or at any rate a programmer) to understand

and appreciate the simplicity.

— Dennis Ritchie

Note from the authors: Yes, we have lost our minds.
Be forewarned: You will lose yours too.
— Benny Goodheart & James Cox

UNi1x is distinguished by a simple, coherent, and elegant design — truly remarkable features that have
enabled the system to influence the world for more than a quarter of a century. And especially thanks
to the growing presence of Linux, the idea is still picking up momentum, with no end of the growth
in sight.

Unix and Linux carry a certain fascination, and the two quotations above hopefully capture the spirit of
this attraction. Consider Dennis Ritchie’s quote: Is the coinventor of UNix at Bell Labs completely right

in saying that only a genius can appreciate the simplicity of Un1x? Luckily not, because he puts himself
into perspective immediately by adding that programmers also qualify to value the essence of UN1x.

Understanding the meagerly documented, demanding, and complex sources of UNIx as well as of Linux
is not always an easy task. But once one has started to experience the rich insights that can be gained from
the kernel sources, it is hard to escape the fascination of Linux. It seems fair to warn you that it’s easy
to get addicted to the joy of the operating system kernel once starting to dive into it. This was already
noted by Benny Goodheart and James Cox, whose preface to their book The Magic Garden Explained
(second quotation above) explained the internals of UN1x System V. And Linux is definitely also capable
of helping you to lose your mind!

This book acts as a guide and companion that takes you through the kernel sources and sharpens your
awareness of the beauty, elegance, and — last but not least — esthetics of their concepts. There are, how-
ever, some prerequisites to foster an understanding of the kernel. C should not just be a letter; neither
should it be a foreign language. Operating systems are supposed to be more than just a ““Start” button, and
a small amount of algorithmics can also do no harm. Finally, it is preferable if computer architecture is not
just about how to build the most fancy case. From an academic point of view, this comes closest to the
lectures “’Systems Programming,” ““Algorithmics,” and ““Fundamentals of Operating Systems.” The pre-
vious edition of this book has been used to teach the fundamentals of Linux to advanced undergraduate
students in several universities, and I hope that the current edition will serve the same purpose.

Discussing all aforementioned topics in detail is outside the scope of this book, and when you consider
the mass of paper you are holding in your hands right now (or maybe you are not holding it, for this
very reason), you'll surely agree that this would not be a good idea. When a topic not directly related to
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the kernel, but required to understand what the kernel does, is encountered in this book, I will briefly
introduce you to it. To gain a more thorough understanding, however, consult the books on computing
fundamentals that I recommend. Naturally, there is a large selection of texts, but some books that I found
particularly insightful and illuminating include C Programming Language, by Brian W. Kernighan and
Denis M. Ritchie [KR88]; Modern Operating Systems, by Andrew S. Tanenbaum [Tan07] on the basics of
operating systems in general; Operating Systems: Design and Implementation, by Andrew S. Tanenbaum and
Albert S. Woodhull [TWO06] on Unix (Minix) in particular; Advanced Programming in the Unix Environment,
by W. Richard Stevens and Stephen A. Rago [SR05] on userspace programming; and the two volumes
Computer Architecture and Computer Organization and Design, on the foundations of computer architecture
by John L. Hennessy and David A. Patterson [HP06, PHO07]. All have established themselves as classics
in the literature.

Additionally, Appendix C contains some information about extensions of the GNU C compiler that are
used by the kernel, but do not necessarily find widespread use in general programming.

When the first edition of this book was written, a schedule for kernel releases was more or less nonexis-
tent. This has changed drastically during the development of kernel 2.6, and as I discuss in Appendix F,
kernel developers have become pretty good at issuing new releases at periodic, predictable intervals. I
have focused on kernel 2.6.24, but have also included some references to 2.6.25 and 2.6.26, which were
released after this book was written but before all technical publishing steps had been completed. Since a
number of comprehensive changes to the whole kernel have been merged into 2.6.24, picking this release
as the target seems a good choice. While a detail here or there will have changed in more recent kernel
versions as compared to the code discussed in this book, the big picture will remain the same for quite
some time.

In the discussion of the various components and subsystems of the kernel, I have tried to avoid over-
loading the text with unimportant details. Likewise, I have tried not to lose track of the connection with
source code. It is a very fortunate situation that, thanks to Linux, we are able to inspect the source of a
real, working, production operating system, and it would be sad to neglect this essential aspect of the
kernel. To keep the book’s volume below the space of a whole bookshelf, I have selected only the most
crucial parts of the sources. Appendix F introduces some techniques that ease reading of and working
with the real source, an indispensable step toward understanding the structure and implementation of
the Linux kernel.

One particularly interesting observation about Linux (and UNIx in general) is that it is well suited to
evoke emotions. Flame wars on the Internet and heated technical debates about operating systems may be
one thing, but for which other operating system does there exist a handbook (The Unix-Haters Handbook,
edited by Simson Garfinkel et al. [GWS94]) on how best to hate it? When I wrote the preface to the first
edition, I noted that it is not a bad sign for the future that a certain international software company
responds to Linux with a mixture of abstruse accusations and polemics. Five years later, the situation
has improved, and the aforementioned vendor has more or less officially accepted the fact that Linux has
become a serious competitor in the operating system world. And things are certainly going to improve
even more during the next five years. . . .

Naturally (and not astonishingly), I admit that I am definitely fascinated by Linux (and, sometimes, am
also sure that I have lost my mind because of this), and if this book helps to carry this excitement to the
reader, the long hours (and especially nights) spent writing it were worth every minute!

Suggestions for improvements and constrictive critique can be passed to wm@linux-kernel.net, or via

www . wrox . com. Naturally, I'm also happy if you tell me that you liked the book!

XXviii



Introduction

What This Book Covers

This book discusses the concepts, structure, and implementation of the Linux kernel. In particular, the
individual chapters cover the following topics:

Q

Q

Chapter 1 provides an overview of the Linux kernel and describes the big picture that is investi-
gated more closely in the following chapters.

Chapter 2 talks about the basics of multitasking, scheduling, and process management, and
investigates how these fundamental techniques and abstractions are implemented.

Chapter 3 discusses how physical memory is managed. Both the interaction with hardware and
the in-kernel distribution of RAM via the buddy system and the slab allocator are covered.

Chapter 4 proceeds to describe how userland processes experience virtual memory, and the
comprehensive data structures and actions required from the kernel to implement this view.

Chapter 5 introduces the mechanisms required to ensure proper operation of the kernel on
multiprocessor systems. Additionally, it covers the related question of how processes can com-
municate with each other.

Chapter 6 walks you through the means for writing device drivers that are required to add sup-
port for new hardware to the kernel.

Chapter 7 explains how modules allow for dynamically adding new functionality to the kernel.

Chapter 8 discusses the virtual filesystem, a generic layer of the kernel that allows for supporting
a wide range of different filesystems, both physical and virtual.

Chapter 9 describes the extended filesystem family, that is, the Ext2 and Ext3 filesystems that are
the standard workhorses of many Linux installations.

Chapter 10 goes on to discuss procfs and sysfs, two filesystems that are not designed to store
information, but to present meta-information about the kernel to userland. Additionally, a num-
ber of means to ease writing filesystems are presented.

Chapter 11 shows how extended attributes and access control lists that can help to improve sys-
tem security are implemented.

Chapter 12 discusses the networking implementation of the kernel, with a specific focus on IPv4,
TCP, UDP, and netfilter.

Chapter 13 introduces how systems calls that are the standard way to request a kernel action
from userland are implemented.

Chapter 14 analyzes how kernel activities are triggered with interrupts, and presents means of
deferring work to a later point in time.

Chapter 15 shows how the kernel handles all time-related requirements, both with low and high
resolution.

Chapter 16 talks about speeding up kernel operations with the help of the page and buffer
caches.

Chapter 17 discusses how cached data in memory are synchronized with their sources on persis-
tent storage devices.

Chapter 18 introduces how page reclaim and swapping work.

XXiX



Introduction

0  Chapter 19 gives an introduction to the audit implementation, which allows for observing in
detail what the kernel is doing.

0  Appendix A discusses peculiarities of various architectures supported by the kernel.

0  Appendix B walks through various tools and means of working efficiently with the kernel
sources.

QO  Appendix C provides some technical notes about the programming language C, and also
discusses how the GNU C compiler is structured.

0  Appendix D describes how the kernel is booted.

(]

Appendix E gives an introduction to the ELF binary format.

0  Appendix F discusses numerous social aspects of kernel development and the Linux kernel
community.



Introduction and Overview

Operating systems are not only regarded as a fascinating part of information technology, but are
also the subject of controversial discussion among a wide public.! Linux has played a major role
in this development. Whereas just 10 years ago a strict distinction was made between relatively

simple academic systems available in source code and commercial variants with varying perfor-
mance capabilities whose sources were a well-guarded secret, nowadays anybody can download
the sources of Linux (or of any other free systems) from the Internet in order to study them.

Linux is now installed on millions of systems and is used by home users and professionals alike
for a wide range of tasks. From miniature embedded systems in wristwatches to massively parallel
mainframes, there are countless ways of exploiting Linux productively. And this makes the sources
so interesting. A sound, well-established concept (Un1x) melded with powerful innovations and a
strong penchant for dealing with problems that do not arise in academic teaching systems — this is
what makes Linux so fascinating.

This book describes the central functions of the kernel, explains its underlying structures, and exam-
ines its implementation. Because complex subjects are discussed, I assume that the reader already
has some experience in operating systems and systems programming in C (it goes without saying
that I assume some familiarity with using Linux systems). I touch briefly on several general concepts
relevant to common operating system problems, but my prime focus is on the implementation of the
Linux kernel. Readers unfamiliar with a particular topic will find explanations on relevant basics in
one of the many general texts on operating systems; for example, in Tanenbaum’s outstanding

1t is not the intention of this book to participate in ideological discussions such as whether Linux can be regarded as a
full operating system, although it is, in fact, just a kernel that cannot function productively without relying on other com-
ponents. When I speak of Linux as an operating system without explicitly mentioning the acronyms of similar projects
(primarily the GNU project, which despite strong initial resistance regarding the kernel reacts extremely sensitively when
Linux is used instead of GNU/Linux), this should not be taken to mean that I do not appreciate the importance of the
work done by this project. Our reasons are simple and pragmatic. Where do we draw the line when citing those involved
without generating such lengthy constructs as GNU/IBM/RedHat/HP/KDE/Linux? If this footnote makes little sense, refer to
www.gnu.org/gnu/linux-and-gnu.html, where you will find a summary of the positions of the GNU project.

After all ideological questions have been settled, I promise to refrain from using half-page footnotes in the rest of this book.
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introductions ([TWO06] and [Tan07]). A solid foundation of C programming is required. Because the
kernel makes use of many advanced techniques of C and, above all, of many special features of the GNU
C compiler, Appendix C discusses the finer points of C with which even good programmers may not
be familiar. A basic knowledge of computer structures will be useful as Linux necessarily interacts very
directly with system hardware — particularly with the CPU. There are also a large number of introduc-
tory works dealing with this subject; some are listed in the reference section. When I deal with CPUs
in greater depth (in most cases I take the IA-32 or AMD64 architecture as an example because Linux is
used predominantly on these system architectures), I explain the relevant hardware details. When I dis-
cuss mechanisms that are not ubiquitous in daily live, I will explain the general concept behind them,
but expect that readers will also consult the quoted manual pages for more advice on how a particular
feature is used from userspace.

The present chapter is designed to provide an overview of the various areas of the kernel and to illustrate
their fundamental relationships before moving on to lengthier descriptions of the subsystems in the
following chapters.

Since the kernel evolves quickly, one question that naturally comes to mind is which version is cov-
ered in this book. I have chosen kernel 2.6.24, which was released at the end of January 2008. The
dynamic nature of kernel development implies that a new kernel version will be available by the time
you read this, and naturally, some details will have changed — this is unavoidable. If it were not the
case, Linux would be a dead and boring system, and chances are that you would not want to read

the book. While some of the details will have changed, concepts will not have varied essentially. This is
particularly true because 2.6.24 has seen some very fundamental changes as compared to earlier versions.
Developers do not rip out such things overnight, naturally.

1.1 Tasks of the Kernel

On a purely technical level, the kernel is an intermediary layer between the hardware and the software.
Its purpose is to pass application requests to the hardware and to act as a low-level driver to address
the devices and components of the system. Nevertheless, there are other interesting ways of viewing the
kernel.

Q  The kernel can be regarded as an enhanced machine that, in the view of the application, abstracts
the computer on a high level. For example, when the kernel addresses a hard disk, it must decide
which path to use to copy data from disk to memory, where the data reside, which commands
must be sent to the disk via which path, and so on. Applications, on the other hand, need only
issue the command that data are to be transferred. How this is done is irrelevant to the appli-
cation — the details are abstracted by the kernel. Application programs have no contact with
the hardware itself 2 only with the kernel, which, for them, represents the lowest level in the
hierarchy they know — and is therefore an enhanced machine.

Q  Viewing the kernel as a resource manager is justified when several programs are run concurrently
on a system. In this case, the kernel is an instance that shares available resources — CPU time,
disk space, network connections, and so on — between the various system processes while at the
same time ensuring system integrity.

2The CPU is an exception since it is obviously unavoidable that programs access it. Nevertheless, the full range of possible instruc-
tions is not available for applications.
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O  Another view of the kernel is as a library providing a range of system-oriented commands. As is
generally known, system calls are used to send requests to the computer; with the help of the C
standard library, these appear to the application programs as normal functions that are invoked
in the same way as any other function.

1.2 Implementation Strategies

Currently, there are two main paradigms on which the implementation of operating systems is based:

1. Microkernels — In these, only the most elementary functions are implemented directly
in a central kernel — the microkernel. All other functions are delegated to autonomous
processes that communicate with the central kernel via clearly defined communication
interfaces — for example, various filesystems, memory management, and so on. (Of
course, the most elementary level of memory management that controls communication
with the system itself is in the microkernel. However, handling on the system call level is
implemented in external servers.) Theoretically, this is a very elegant approach because
the individual parts are clearly segregated from each other, and this forces programmers
to use “clean” programming techniques. Other benefits of this approach are dynamic
extensibility and the ability to swap important components at run time. However, owing
to the additional CPU time needed to support complex communication between the
components, microkernels have not really established themselves in practice although they
have been the subject of active and varied research for some time now.

2. Monolithic Kernels — They are the alternative, traditional concept. Here, the entire code
of the kernel — including all its subsystems such as memory management, filesystems, or
device drivers — is packed into a single file. Each function has access to all other parts of
the kernel; this can result in elaborately nested source code if programming is not done with
great care.

Because, at the moment, the performance of monolithic kernels is still greater than that of microkernels,

Linux was and still is implemented according to this paradigm. However, one major innovation has been
introduced. Modules with kernel code that can be inserted or removed while the system is up-and-running
support the dynamic addition of a whole range of functions to the kernel, thus compensating for some of
the disadvantages of monolithic kernels. This is assisted by elaborate means of communication between

the kernel and userland that allows for implementing hotplugging and dynamic loading of modules.

1.3 Elements of the Kernel

This section provides a brief overview of the various elements of the kernel and outlines the areas we will
examine in more detail in the following chapters. Despite its monolithic approach, Linux is surprisingly
well structured. Nevertheless, it is inevitable that its individual elements interact with each other; they
share data structures, and (for performance reasons) cooperate with each other via more functions than
would be necessary in a strictly segregated system. In the following chapters, I am obliged to make
frequent reference to the other elements of the kernel and therefore to other chapters, although I have
tried to keep the number of forward references to a minimum. For this reason, I introduce the individual
elements briefly here so that you can form an impression of their role and their place in the overall
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concept. Figure 1-1 provides a rough initial overview about the layers that comprise a complete Linux
system, and also about some important subsystems of the kernel as such. Notice, however, that the
individual subsystems will interact in a variety of additional ways in practice that are not shown in the
figure.

| Applications |
Userspace

’ t atworing > s D>

| C Library | A

b

f s D> T Fesystems

Devi A A

Z | drivers v v

Kernel space Iz Memory mgmt | Process mgmt
| Hardware | Architecture specific code

Figure 1-1: High-level overview of the structure of the Linux kernel and the
layers in a complete Linux system.

1.3.1 Processes, Task Switching, and Scheduling

Applications, servers, and other programs running under UN1x are traditionally referred to as processes.
Each process is assigned address space in the virtual memory of the CPU. The address spaces of the indi-
vidual processes are totally independent so that the processes are unaware of each other — as far as each
process is concerned, it has the impression of being the only process in the system. If processes want to
communicate to exchange data, for example, then special kernel mechanisms must be used.

Because Linux is a multitasking system, it supports what appears to be concurrent execution of several
processes. Since only as many processes as there are CPUs in the system can really run at the same
time, the kernel switches (unnoticed by users) between the processes at short intervals to give them the
impression of simultaneous processing. Here, there are two problem areas:

1. The kernel, with the help of the CPU, is responsible for the technical details of task switch-
ing. Each individual process must be given the illusion that the CPU is always available. This
is achieved by saving all state-dependent elements of the process before CPU resources are
withdrawn and the process is placed in an idle state. When the process is reactivated, the
exact saved state is restored. Switching between processes is known as task switching.

2. The kernel must also decide how CPU time is shared between the existing processes. Impor-
tant processes are given a larger share of CPU time, less important processes a smaller share.
The decision as to which process runs for how long is known as scheduling.

1.3.2 Unix Processes

Linux employs a hierarchical scheme in which each process depends on a parent process. The kernel
starts the init program as the first process that is responsible for further system initialization actions
and display of the login prompt or (in more widespread use today) display of a graphical login interface.
init is therefore the root from which all processes originate, more or less directly, as shown graphically
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by the pstree program. init is the top of a tree structure whose branches spread further and further
down.

wolfgang@meitner> pstree

init-+-acpid
| -bonobo-activati
| -cron
| -cupsd
| -2* [@bus-daemon]
| -dbus-1launch
| -dcopserver
| -dhcped
| -esd
| -ethl
| -events/0
| -gam_server
| -gconfd-2
| -gdm---gdm-+-X
| '-startkde-+-kwrapper
\ '-ssh-agent
| -gnome-vfs-daemo
| -gpg-agent
| -hald-addon-acpi
| -kaccess
| -kded
\—kdeinit—+—amarokapp———2*[amarokapp]

| -evolution-alarm

\

\ | -kinternet
\ |-kio_file

\ | -klauncher
\ | -konqueror
\ | -konsole---bash-+-pstree
| | ' -xemacs
\ | -kwin

| | -nautilus

\ '—netapplet
| -kdesktop

| -kgpg

| -khelper

| -kicker

| -klogd

| ~kmix

| -knotify

| -kpowersave

| -kscd

| -ksmserver

| -ksoftirqgd/0

| ~kswapd0

| -kthread-+-aio/0

| |-ata/0

| | -kacpid

| | -kblockd/0

| | ~-kgameportd
| | -khubd
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| | -kseriod
| | -2* [pdflush]
| '-reiserfs/0

How this tree structure spreads is closely connected with how new processes are generated. For this
purpose, UNIx uses two mechanisms called fork and exec.

1. fork — Generates an exact copy of the current process that differs from the parent process
only in its PID (process identification). After the system call has been executed, there are two
processes in the system, both performing the same actions. The memory contents of the ini-
tial process are duplicated — at least in the view of the program. Linux uses a well-known
technique known as copy on write that allows it to make the operation much more efficient
by deferring the copy operations until either parent or child writes to a page — read-only
accessed can be satisfied from the same page for both.

A possible scenario for using fork is, for example, when a user opens a second browser win-
dow. If the corresponding option is selected, the browser executes a fork to duplicate its
code and then starts the appropriate actions to build a new window in the child process.

2. exec — Loads a new program into an existing content and then executes it. The memor
prog g y
pages reserved by the old program are flushed, and their contents are replaced with new
data. The new program then starts executing.

Threads

Processes are not the only form of program execution supported by the kernel. In addition to heavy-weight
processes — another name for classical UNIx processes — there are also threads, sometimes referred to as
light-weight processes. They have also been around for some time, and essentially, a process may consist of
several threads that all share the same data and resources but take different paths through the program
code. The thread concept is fully integrated into many modern languages — Java, for instance. In simple
terms, a process can be seen as an executing program, whereas a thread is a program function or routine
running in parallel to the main program. This is useful, for example, when Web browsers need to load
several images in parallel. Usually, the browser would have to execute several fork and exec calls to
generate parallel instances; these would then be responsible for loading the images and making data
received available to the main program using some kind of communication mechanisms. Threads make
this situation easier to handle. The browser defines a routine to load images, and the routine is started
as a thread with multiple strands (each with different arguments). Because the threads and the main
program share the same address space, data received automatically reside in the main program. There is
therefore no need for any communication effort whatsoever, except to prevent the threads from stepping
onto their feet mutually by accessing identical memory locations, for instance. Figure 1-2 illustrates the
difference between a program with and without threads.

D Address Space
—> (ontrol Flow

W/0 Threads With Threads
Figure 1-2: Processes with and without threads.
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Linux provides the clone method to generate threads. This works in a similar way to fork but enables a
precise check to be made of which resources are shared with the parent process and which are generated
independently for the thread. This fine-grained distribution of resources extends the classical thread
concept and allows for a more or less continuous transition between thread and processes.

Namespaces

During the development of kernel 2.6, support for namespaces was integrated into numerous subsystems.
This allows different processes to have different views of the system. Traditionally, Linux (and UNIx in
general) use numerous global quantities, for instance, process identifiers: Every process in the system is
equipped with a unique identifier (ID), and this ID can be employed by users (or other processes) to refer
to the process — by sending it a signal, for instance. With namespaces, formerly global resources are
grouped differently: Every namespace can contain a specific set of PIDs, or can provide different views
of the filesystem, where mounts in one namespace do not propagate into different namespaces.

Namespaces are useful; for example, they are beneficial for hosting providers: Instead of setting up
one physical machine per customer, they can instead use containers implemented with namespaces to
create multiple views of the system where each seems to be a complete Linux installation from within
the container and does not interact with other containers: They are separated and segregated from each
other. Every instance looks like a single machine running Linux, but in fact, many such instances can
operate simultaneously on a physical machine. This helps use resources more effectively. In contrast to
full virtualization solutions like KVM, only a single kernel needs to run on the machine and is responsible
to manage all containers.

Not all parts of the kernel are yet fully aware of namespaces, and I will discuss to what extent support is
available when we analyze the various subsystems.

1.3.3 Address Spaces and Privilege Levels

Before we start to discuss virtual address spaces, there are some notational conventions to fix. Through-
out this book I use the abbreviations KiB, MiB, and GiB as units of size. The conventional units KB, MB,
and GB are not really suitable in information technology because they represent decimal powers (10%,
10°, and 10%) although the binary system is the basis ubiquitous in computing. Accordingly KiB stands
for 219, MiB for 229, and GiB for 23 bytes.

Because memory areas are addressed by means of pointers, the word length of the CPU determines the
maximum size of the address space that can be managed. On 32-bit systems such as IA-32, PPC, and
m68k, these are 232 = 4 GiB, whereas on more modern 64-bit processors such as Alpha, Sparc64, 1A-64,
and AMD64, 2% bytes can be managed.

The maximal size of the address space is not related to how much physical RAM is actually available,
and therefore it is known as the virtual address space. One more reason for this terminology is that every
process in the system has the impression that it would solely live in this address space, and other pro-
cesses are not present from their point of view. Applications do not need to care about other applications
and can work as if they would run as the only process on the computer.

Linux divides virtual address space into two parts known as kernel space and userspace as illustrated in
Figure 1-3.
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232 respectively 264
Kernel-
space
TASK_SIZE
Userspace
0

Figure 1-3: Division of virtual
address space.

Every user process in the system has its own virtual address range that extends from 0 to TASK_SIZE.
The area above (from TASK_SIZE to 232 or 2%%) is reserved exclusively for the kernel — and may not be
accessed by user processes. TASK_SIZE is an architecture-specific constant that divides the address space
in a given ratio — in IA-32 systems, for instance, the address space is divided at 3 GiB so that the virtual
address space for each process is 3 GiB; 1 GiB is available to the kernel because the total size of the virtual
address space is 4 GiB. Although actual figures differ according to architecture, the general concepts do
not. I therefore use these sample values in our further discussions.

This division does not depend on how much RAM is available. As a result of address space virtualization,
each user process thinks it has 3 GiB of memory. The userspaces of the individual system processes are
totally separate from each other. The kernel space at the top end of the virtual address space is always
the same, regardless of the process currently executing.

Notice that the picture can be more complicated on 64-bit machines because these tend to use less than
64 bits to actually manage their huge principal virtual address space. Instead of 64 bits, they employ

a smaller number, for instance, 42 or 47 bits. Because of this, the effectively addressable portion of the
address space is smaller than the principal size. However, it is still larger than the amount of RAM that
will ever be present in the machine, and is therefore completely sufficient. As an advantage, the CPU can
save some effort because less bits are required to manage the effective address space than are required
to address the complete virtual address space. The virtual address space will contain holes that are not
addressable in principle in such cases, so the simple situation depicted in Figure 1-3 is not fully valid. We
will come back to this topic in more detail in Chapter 4.

Privilege Levels

The kernel divides the virtual address space into two parts so that it is able to protect the individual
system processes from each other. All modern CPUs offer several privilege levels in which processes can
reside. There are various prohibitions in each level including, for example, execution of certain assembly
language instructions or access to specific parts of virtual address space. The IA-32 architecture uses a
system of four privilege levels that can be visualized as rings. The inner rings are able to access more
functions, the outer rings less, as shown in Figure 1-4.

Whereas the Intel variant distinguishes four different levels, Linux uses only two different modes —
kernel mode and user mode. The key difference between the two is that access to the memory area above
TASK_SIZE — that s, kernel space — is forbidden in user mode. User processes are not able to manipulate
or read the data in kernel space. Neither can they execute code stored there. This is the sole domain
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of the kernel. This mechanism prevents processes from interfering with each other by unintentionally
influencing each other’s data.

Less
Privileges

Kernel-

mode

_—
Figure 1-4: Ring system of privilege levels.

The switch from user to kernel mode is made by means of special transitions known as system calls; these
are executed differently depending on the system. If a normal process wants to carry out any kind of
action affecting the entire system (e.g., manipulating I/O devices), it can do this only by issuing a request
to the kernel with the help of a system call. The kernel first checks whether the process is permitted to
perform the desired action and then performs the action on its behalf. A return is then made to user mode.

Besides executing code on behalf of a user program, the kernel can also be activated by asynchronous
hardware interrupts, and is then said to run in interrupt context. The main difference to running in process
context is that the userspace portion of the virtual address space must not be accessed. Because interrupts
occur at random times, a random userland process is active when an interrupt occurs, and since the
interrupt will most likely be unconnected with the cause of the interrupt, the kernel has no business
with the contents of the current userspace. When operating in interrupt context, the kernel must be more
cautious than normal; for instance, it must not go to sleep. This requires extra care when writing interrupt
handlers and is discussed in detail in Chapter 2. An overview of the different execution contexts is given
in Figure 1-5.

Besides normal processes, there can also be kernel threads running on the system. Kernel threads are also
not associated with any particular userspace process, so they also have no business dealing with the
user portion of the address space. In many other respects, kernel threads behave much more like regular
userland applications, though: In contrast to a kernel operating in interrupt context, they may go to sleep,
and they are also tracked by the scheduler like every regular process in the system. The kernel uses them
for various purposes that range from data synchronization of RAM and block devices to helping the
scheduler distribute processes among CPUs, and we will frequently encounter them in the course of this
book.

Notice that kernel threads can be easily identified in the output of ps because their names are placed
inside brackets:

wolfgang@meitner> ps fax

PID TTY STAT TIME COMMAND
2 7 S< 0:00 [kthreadd]
3 ? S< 0:00 _ [migration/0]
4 2 S< 0:00 _ [ksoftirgd/0]
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57 S< 0:00 _ [migration/1]
6 2 S< 0:00 _ [ksoftirgd/1l]
702 S< 0:00 _ [migration/2]
8 ? S< 0:00 _ [ksoftirgd/2]
9 2 S< 0:00 _ [migration/3]
10 »? S< 0:00 _ [ksoftirgd/3]
11 2 S< 0:00 _ [events/0]
12 2 S< 0:00 _ [events/1l]
13 7 S< 0:00 _ [events/2]
14 ? S< 0:00 _ [events/3]
15 ? S< 0:00 _ [khelper]
15162 2 S< 0:00 _ [jfsCommit]
15163 2 S< 0:00 _ [jfsSync]
Kernel <« -
Must not be
User accessed

<« P
System call Return from l@ Interrupt (<) Arrows indicate that
system call CPU executes here

Figure 1-5: Execution in kernel and user mode. Most of the time, the CPU executes
code in userspace. When the application performs a system call, a switch to kernel
mode is employed, and the kernel fulfills the request. During this, it may access the
user portion of the virtual address space. After the system call completes, the CPU
switches back to user mode. A hardware interrupt also triggers a switch to kernel
mode, but this time, the userspace portion must not be accessed by the kernel.

On multiprocessor systems, many threads are started on a per-CPU basis and are restricted to run on
only one specific processor. This is represented by a slash and the number of the CPU that are appended
to the name of the kernel thread.

Virtual and Physical Address Spaces

10

In most cases, a single virtual address space is bigger than the physical RAM available to the system. And
the situation does not improve when each process has its own virtual address space. The kernel and CPU
must therefore consider how the physical memory actually available can be mapped onto virtual address
areas.

The preferred method is to use page tables to allocate virtual addresses to physical addresses. Whereas
virtual addresses relate to the combined user and kernel space of a process, physical addresses are used
to address the RAM actually available. This principle is illustrated in Figure 1-6.

The virtual address spaces of both processes shown in the figure are divided into portions of equal size
by the kernel. These portions are known as pages. Physical memory is also divided into pages of the
same size.
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Figure 1-6: Virtual and physical addresses.

The arrows in Figure 1-6 indicate how the pages in the virtual address spaces are distributed across the
physical pages. For example, virtual page 1 of process A is mapped to physical page 4, while virtual
page 1 of process B is mapped to the fifth physical page. This shows that virtual addresses change their
meaning from process to process.

Physical pages are often called page frames. In contrast, the term page is reserved for pages in virtual
address space.

Mapping between virtual address spaces and physical memory also enables the otherwise strict sep-
aration between processes to be lifted. Our example includes a page frame explicitly shared by both
processes. Page 5 of A and page 1 of B both point to the physical page frame 5. This is possible because
entries in both virtual address spaces (albeit at different positions) point to the same page. Since the ker-
nel is responsible for mapping virtual address space to physical address space, it is able to decide which
memory areas are to be shared between processes and which are not.

The figure also shows that not all pages of the virtual address spaces are linked with a page frame. This
may be because either the pages are not used or because data have not been loaded into memory because
they are not yet needed. It may also be that the page has been swapped out onto hard disk and will be
swapped back in when needed.

Finally, notice that there are two equivalent terms to address the applications that run on behalf of the
user. One of them is userland, and this is the nomenclature typically preferred by the BSD community for
all things that do not belong to the kernel. The alternative is to say that an application runs in userspace. It
should be noted that the term userland will always mean applications as such, whereas the term userspace
can additionally not only denote applications, but also the portion of the virtual address space in which
they are executed, in contrast to kernel space.

1.3.4 Page Tables

Data structures known as page tables are used to map virtual address space to physical address space. The
easiest way of implementing the association between both would be to use an array containing an entry
for each page in virtual address space. This entry would point to the associated page frame. But there is
a problem. IA-32 architecture uses, for example, 4 KiB pages — given a virtual address space of 4 GiB,
this would produce an array with a million entries. On 64-bit architectures, the situation is much worse.
Because each process needs its own page tables, this approach is impractical because the entire RAM of
the system would be needed to hold the page tables.

11
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As most areas of virtual address spaces are not used and are therefore not associated with page frames, a
far less memory-intensive model that fulfills the same purpose can be used: multilevel paging.

To reduce the size of page tables and to allow unneeded areas to be ignored, the architectures split each
virtual address into multiple parts, as shown in Figure 1-7 (the bit positions at which the address is split
differ according to architecture, but this is of no relevance here). In the example, I use a split of the virtual
address into four components, and this leads to a three-level page table. This is what most architectures
offer. However, some employ four-level page tables, and Linux also adopts four levels of indirection. To
simplify the picture, I stick to a three-level variant here.

Virtual
PGD PMD PTE Offset Address
\ \
+ A +
Global Page Middle Page Page Table Page Frame
Table Table

Figure 1-7: Splitting a virtual address.

The first part of the virtual address is referred to as a page global directory or PGD. It is used as an index
in an array that exists exactly once for each process. Its entries are pointers to the start of further arrays
called page middle directories or PMD.

Once the corresponding array has been found by reference to the PGD and its contents, the PMD is used
as an index for the array. The page middle directory likewise consists of pointers to further arrays known
as page tables or page directories.

The PTE (or page table entry) part of the virtual address is used as an index to the page table. Mapping
between virtual pages and page frames is achieved because the page table entries point to page frames.

The last part of the virtual address is known as an offset. It is used to specify a byte position within the
page; after all, each address points to a uniquely defined byte in address space.

A particular feature of page tables is that no page middle tables or page tables need be created for areas of
virtual address space that are not needed. This saves a great deal of RAM as compared to the single-array
method.

Of course, this method also has a downside. Each time memory is accessed, it is necessary to run through
the entire chain to obtain the physical address from the virtual address. CPUs try to speed up this process
in two ways:

1. A special part of the CPU known as a memory management unit (MMU) is optimized to per-
form referencing operations.
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2.  The addresses that occur most frequently in address translation are held in a fast CPU cache
called a Translation Lookaside Buffer (TLB). Translation is accelerated because the address data
in the cache are immediately available without needing to access the page tables and there-
fore the RAM.

While caches are operated transparently on many architectures, some require special
attention from the kernel, which especially implies that their contents must be invalidated
whenever the contents of the page tables have been changed. Corresponding calls must be
present in every part of the kernel that manipulates page tables. If the kernel is compiled for
an architecture that does not require such operations, it automatically ensures that the calls
are represented by do-nothing operations.

Interaction with the CPU

The IA-32 architecture uses a two-level-only method to map virtual addresses to physical addresses.
The size of the address space in 64-bit architectures (Alpha, Sparc64, IA-64, etc.) mandates a three-level
or four-level method, and the architecture-independent part of the kernel always assumes a four-level
page table.

The architecture-dependent code of the kernel for two- and three-level CPUs must therefore emulate the
missing levels by dummy page tables. Consequently, the remaining memory management code can be
implemented independently of the CPU used.

Memory Mappings

Memory mappings are an important means of abstraction. They are used at many points in the kernel and
are also available to user applications. Mapping is the method by which data from an arbitrary source
are transferred into the virtual address space of a process. The address space areas in which mapping
takes place can be processed using normal methods in the same way as regular memory. However, any
changes made are transferred automatically to the original data source. This makes it possible to use
identical functions to process totally different things. For example, the contents of a file can be mapped
into memory. A process then need only read the contents of memory to access the contents of the file,
or write changes to memory in order to modify the contents of the file. The kernel automatically ensures
that any changes made are implemented in the file.

Mappings are also used directly in the kernel when implementing device drivers. The input and output
areas of peripheral devices can be mapped into virtual address space; reads and writes to these areas are
then redirected to the devices by the system, thus greatly simplifying driver implementation.

1.3.5 Allocation of Physical Memory

When it allocates RAM, the kernel must keep track of which pages have already been allocated and which
are still free in order to prevent two processes from using the same areas in RAM. Because memory
allocation and release are very frequent tasks, the kernel must also ensure that they are completed as
quickly as possible. The kernel can allocate only whole page frames. Dividing memory into smaller
portions is delegated to the standard library in userspace. This library splits the page frames received
from the kernel into smaller areas and allocates memory to the processes.

13
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The Buddy System

14

Numerous allocation requests in the kernel must be fulfilled by a continuous range of pages. To quickly
detect where in memory such ranges are still available, the kernel employs an old, but proven technique:
The buddy system.

Free memory blocks in the system are always grouped as two buddies. The buddies can be allocated
independently of each other; if, however, both remain unused at the same time, the kernel merges them
into a larger pair that serves as a buddy on the next level. Figure 1-8 demonstrates this using an example
of a buddy pair consisting initially of two blocks of 8 pages.
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Figure 1-8: The buddy system.

All buddies of the same size (1, 2, 4, 8, 16, ... pages) are managed by the kernel in a special list. The
buddy pair with two times 8 (16) pages is also in this list.

If the system now requires 8 page frames, it splits the block consisting of 16 page frames into two buddies.
While one of the blocks is passed to the application that requested memory, the remaining 8 page frames
are placed in the list for 8-page memory blocks.

If the next request requires only 2 contiguous page frames, the block consisting of 8 blocks is split into
2 buddies, each comprising 4 page frames. One of the blocks is put back into the buddy lists, while the
other is again split into 2 buddies consisting of 2 blocks of two pages. One is returned to the buddy
system, while the other is passed to the application.
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When memory is returned by the application, the kernel can easily see by reference to the addresses
whether a buddy pair is reunited and can then merge it into a larger unit that is put back into the buddy
list — exactly the reverse of the splitting process. This increases the likelihood that larger memory blocks
are available.

When systems run for longer periods — it is not unusual for servers to run for several weeks or even
months, and many desktop systems also tend to reach long uptime — a memory management problem
known as fragmentation occurs. The frequent allocation and release of page frames may lead to a situation
in which several page frames are free in the system but they are scattered throughout physical address
space — in other words, there are no larger contiguous blocks of page frames, as would be desirable for
performance reasons. This effect is reduced to some extent by the buddy system but not completely
eliminated. Single reserved pages that sit in the middle of an otherwise large continuous free range can
eliminate coalescing of this range very effectively. During the development of kernel 2.6.24, some effec-
tive measures were added to prevent memory fragmentation, and I discuss the underlying mechanisms
in more detail in Chapter 3.

The Slab Cache

Often the kernel itself needs memory blocks much smaller than a whole page frame. Because it cannot use
the functions of the standard library, it must define its own, additional layer of memory management that
builds on the buddy system and divides the pages supplied by the buddy system into smaller portions.
The method used not only performs allocation but also implements a generic cache for frequently used
small objects; this cache is known as a slab cache. It can be used to allocate memory in two ways:

1. For frequently used objects, the kernel defines its own cache that contains only instances of
the desired type. Each time one of the objects is required, it can be quickly removed from the
cache (and returned there after use); the slab cache automatically takes care of interaction
with the buddy system and requests new page frames when the existing caches are full.

2.  For the general allocation of smaller memory blocks, the kernel defines a set of slab caches
for various object sizes that it can access using the same functions with which we are familiar
from userspace programming; a prefixed k indicates that these functions are associated with
the kernel: kmalloc and kfree.

While the slab allocator provides good performance across a wide range of workloads, some scalability
problems with it have arisen on really large supercomputers. On the other hand of the scale, the overhead
of the slab allocator may be too much for really tiny embedded systems. The kernel comes with two drop-
in replacements for the slab allocator that provide better performance in these use cases, but offer the
same interface to the rest of the kernel such that it need not be concerned with which low-level allocator
is actually compiled in. Since slab allocation is still the standard methods of the kernel, I will, however,
not discuss these alternatives in detail. Figure 1-9 summarizes the connections between buddy system,
slab allocator, and the rest of the kernel.

Swapping and Page Reclaim

Swapping enables available RAM to be enlarged virtually by using disk space as extended memory.
Infrequently used pages can be written to hard disk when the kernel requires more RAM. Once the data
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are actually needed, the kernel swaps them back into memory. The concept of page faults is used to make
this operation transparent to applications. Swapped-out pages are identified by a special entry in the
page table. When a process attempts to access a page of this kind, the CPU initiates a page fault that is
intercepted by the kernel. The kernel then has the opportunity to swap the data on disk into RAM. The
user process then resumes. Because it is unaware of the page fault, swapping in and out of the page is

totally invisible to the process.
Generic kernel
code

| Buddy allocator Small boxes indicate

OO0 0o oo page frames

Figure 1-9: Page frame allocation is performed
by the buddy system, while the slab allocator
is responsible for small-sized allocations and
generic kernel caches.

Page reclaim is used to synchronize modified mappings with underlying block devices — for this reason,
it is sometimes referred to simply as writing back data. Once data have been flushed, the page frame
can be used by the kernel for other purposes (as with swapping). After all, the kernel data structures
contain all the information needed to find the corresponding data on the hard disk when they are again
required.

3.6 Timing

The kernel must be capable of measuring time and time differences at various points — when scheduling
processes, for example. Jiffies are one possible time base. A global variable named jiffies_64 and its
32-bit counterpart jiffies are incremented periodically at constant time intervals. The various timer
mechanisms of the underlying architectures are used to perform these updates — each computer archi-
tecture provides some means of executing periodic actions, usually in the form of timer interrupts.

Depending on architecture, jiffies is incremented with a frequency determined by the central constant
HZ of the kernel. This is usually on the range between 1,000 and 100; in other words, the value of jiffies
is incremented between 1,000 and 100 times per second.

Timing based on jiffies is relatively coarse-grained because 1,000 Hz is not an excessively large fre-
quency nowadays. With high-resolution timers, the kernel provides additional means that allows for
keeping time in the regime of nanosecond precision and resolution, depending on the capabilities of
the underlying hardware.

It is possible to make the periodic tick dynamic. When there is little to do and no need for frequent periodic
actions, it does not make sense to periodically generate timer interrupts that prevent the processor from
powering down into deep sleep states. This is helpful in systems where power is scarce, for instance,
laptops and embedded systems.
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1.3.7 System Calls

System calls are the classical method of enabling user processes to interact with the kernel. The POSIX
standard defines a number of system calls and their effect as implemented on all POSIX-compliant sys-
tems including Linux. Traditional system calls are grouped into various categories:

0  Process Management — Creating new tasks, querying information, debugging
0  Signals — Sending signals, timers, handling mechanisms

Q  Files — Creating, opening, and closing files, reading from and writing to files, querying infor-
mation and status

Q  Directories and Filesystem — Creating, deleting, and renaming directories, querying informa-
tion, links, changing directories

Q  Protection Mechanisms — Reading and changing UIDs/GIDs, and namespace handling

d  Timer Functions — Timer functions and statistical information

Demands are placed on the kernel in all these functions. They cannot be implemented in a normal user
library because special protection mechanisms are needed to ensure that system stability and/or security
are not endangered. In addition, many calls are reliant on kernel-internal structures or functions to yield
desired data or results — this also dictates against implementation in userspace. When a system call is
issued, the processor must change the privilege level and switch from user mode to system mode. There
is no standardized way of doing this in Linux as each hardware platform offers specific mechanisms.
In some cases, different approaches are implemented on the same architecture but depend on processor
type. Whereas Linux uses a special software interrupt to execute system calls on IA-32 processors, the
software emulation (iBCS emulator) of other UNix systems on IA-32 employs a different method to
execute binary programs (for assembly language aficionados: the 1call7 or 1call27 gate). Modern
variants of IA-32 also have their own assembly language statement for executing system calls; this was
not available on old systems and cannot therefore be used on all machines. What all variants have in
common is that system calls are the only way of enabling user processes to switch in their own incentive
from user mode to kernel mode in order to delegate system-critical tasks.

1.3.8 Device Drivers, Block and Character Devices

The role of device drivers is to communicate with I/O devices attached to the system; for example, hard
disks, floppies, interfaces, sound cards, and so on. In accordance with the classical UNIx maxim that
“everything is a file,” access is performed using device files that usually reside in the /dev directory and
can be processed by programs in the same way as regular files. The task of a device driver is to support
application communication via device files; in other words, to enable data to be read from and written to
a device in a suitable way.

Peripheral devices belong to one of the following two groups:

1. Character Devices — Deliver a continuous stream of data that applications read sequen-
tially; generally, random access is not possible. Instead, such devices allow data to be read
and written byte-by-byte or character-by-character. Modems are classical examples of char-
acter devices.

17
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2. Block Devices — Allow applications to address their data randomly and to freely select the
position at which they want to read data. Typical block devices are hard disks because appli-
cations can address any position on the disk from which to read data. Also, data can be read
or written only in multiples of block units (usually 512 bytes); character-based addressing, as
in character devices, is not possible.

Programming drivers for block devices is much more complicated than for character devices
because extensive caching mechanisms are used to boost system performance.

1.3.9 Networks

Network cards are also controlled by device drivers but assume a special status in the kernel because
they cannot be addressed using device files. This is because data are packed into various protocol layers
during network communication. When data are received, the layers must be disassembled and analyzed
by the kernel before the payload data are passed to the application. When data are sent, the kernel must
first pack the data into the various protocol layers prior to dispatch.

However, to support work with network connections via the file interface (in the view of applications),
Linux uses sockets from the BSD world; these act as agents between the application, file interface, and
network implementation of the kernel.

1.3.10 Filesystems

Linux systems are made up of many thousands or even millions of files whose data are stored on hard
disks or other block devices (e.g., ZIP drives, floppies, CD-ROMs, etc.). Hierarchical filesystems are used;
these allow stored data to be organized into directory structures and also have the job of linking other
meta-information (owners, access rights, etc.) with the actual data. Many different filesystem approaches
are supported by Linux — the standard filesystems Ext2 and Ext3, ReiserFS, XFS, VFAT (for reasons of
compatibility with DOS), and countless more. The concepts on which they build differ drastically in part.
Ext2 is based on inodes, that is, it makes a separate management structure known as an inode available
on disk for each file. The inode contains not only all meta-information but also pointers to the associated
data blocks. Hierarchical structures are set up by representing directories as regular files whose data
section includes pointers to the inodes of all files contained in the directory. In contrast, ReiserFS makes
extensive use of tree structures to deliver the same functionality.

The kernel must provide an additional software layer to abstract the special features of the various low-
level filesystems from the application layer (and also from the kernel itself). This layer is referred to as
the VFS (virtual filesystem or virtual filesystem switch). It acts as an interface downward (this interface must
be implemented by all filesystems) and upward (for system calls via which user processes are ultimately
able to access filesystem functions). This is illustrated in Figure 1-10.

1.3.11 Modules and Hotplugging

Modules are used to dynamically add functionality to the kernel at run time — device drivers, filesys-
tems, network protocols, practically any subsys’tem3 of the kernel can be modularized. This removes
one of the significant disadvantages of monolithic kernels as compared with microkernel variants.

SWith the exception of basic functions, such as memory management, which are always needed.

18
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Modules can also be unloaded from the kernel at run time, a useful aspect when developing new kernel
components.

Applications and Libc

vA System calls
| Virtual file system |

VA vA vA
| Ban | [ xks | | Procks | <= Tarious subsystems>
vA \&
|| Page cache ZIBuffercache||
vA

| Block layer |Z| Device drivers | P 8 Hard disks

Figure 1-10: Overview of how the virtual filesystem layer,
filesystem implementations, and the block layer
interoperate.

Basically, modules are simply normal programs that execute in kernel space rather than in userspace.
They must also provide certain sections that are executed when the module is initialized (and terminated)
in order to register and de-register the module functions with the kernel. Otherwise, module code has
the same rights (and obligations) as normal kernel code and can access all the same functions and data as
code that is permanently compiled into the kernel.

Modules are an essential requisite to support for hotplugging. Some buses (e.g., USB and FireWire) allow
devices to be connected while the system is running without requiring a system reboot. When the sys-
tem detects a new device, the requisite driver can be automatically added to the kernel by loading the
corresponding module.

Modules also enable kernels to be built to support all kinds of devices that the kernel can address without
unnecessarily bloating kernel size. Once attached hardware has been detected, only the requisite modules
are loaded, and the kernel remains free of superfluous drivers.

A long-standing issue in the kernel community revolves around the support of binary-only modules,
that is, modules for which no source code is available. While binary-only modules are omnipresent

on most proprietary operating systems, many kernel developers see them (at least!) as an incarnation
of the devil: Since the kernel is developed as open-source software, they believe that modules should
also be published as open source, for a variety of both legal and technical reasons. There are, indeed,
strong arguments to support this reasoning (and besides, I also follow these), but they are not shared by
some commercial companies that tend to think that opening up their driver sources would weaken their
business position.

It is currently possible to load binary-only modules into the kernel, although numerous restrictions apply
for them. Most importantly, they may not access any functions that are explicitly only made available to
GPL-licensed code. Loading a binary-only module faints the kernel, and whenever something bad occurs,
the fault is naturally attributed to the tainting module. If a kernel is tainted, this will be marked on crash
dumps, for instance, and kernel developers will be very unsupportive in solving the issue that led to

the crash — since the binary module could have given every part of the kernel a good shaking, it cannot
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be assumed that the kernel still works as intended, and support is better left to the manufacturer of the
offending module.

Loading binary-only modules is not the only possibility for tainting a kernel. This happens also when,
for instance, the machine has experienced certain bad exceptions, when a SMP system is built with CPUs
that do not officially support multiprocessing by their specification, and other similar reasons.

3.12 Caching

The kernel uses caches to improve system performance. Data read from slow block devices are held

in RAM for a while, even if they are no longer needed at the time. When an application next accesses
the data, they can be read from fast RAM, thus bypassing the slow block device. Because the kernel
implements access to block devices by means of page memory mappings, caches are also organized into
pages, that is, whole pages are cached, thus giving rise to the name page cache.

The far less important buffer cache is used to cache data that are not organized into pages. On traditional
UNi1x systems, the buffer cache serves as the main system cache, and the same approach was used by
Linux a long, long time ago. By now, the buffer cache has mostly been superseded by the page cache.

3.13 List Handling

A recurring task in C programs is the handling of doubly linked lists. The kernel too is required to handle
such lists. Consequently, I will make frequent mention of the standard list implementation of the kernel
in the following chapters. At this point, I give a brief introduction to the list handling API.

Standard lists as provided by the kernel can be used to link data structures of any type with each other.
It is explicitly not type-safe. The data structures to be listed must contain an element of the 1ist_head
type; this accommodates the forward and back pointers. If a data structure is to be organized in several
lists — and this is not unusual — several 1ist_head elements are needed.

<list.h>
struct list_head {
struct list_head *next, *prev;

}i
This element could be placed in a data structure as follows:
struct task_struct {
.-struct list_head run_list;
b
The starting point for linked lists is again an instance of 1ist_head that is usually declared and initial-
ized by the LIST_HEAD (1ist_name) macro. In this way, the kernel produces a cyclic list, as shown in

Figure 1-11. It permits access to the first and last element of a list in O(1), that is, in always the same,
constant time regardless of the list size.
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Figure 1-11: Doubly linked standard list.

struct list_headis called a list element when it is held in a data structure. An element that serves as the

starting point for a list is called a list head.

Pointers that connect head and tail elements of a list tend to clutter up images and
often obstruct the principal intention of a figure, namely, to briefly summarize the
connections of various kernel data structures. I thus usually omit the connection
between list head and list tail in figures. The above list is in the remainder of this
book therefore represented as shown in Figure 1-12. This allows for concentrating
on the essential details without having to waste space for irrelevant list pointers.
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Figure 1-12: Simplified illustration of a doubly
linked list. Notice that the connection between
list head and list tail is not displayed, although
it is present in kernel memory.

There are several standard functions for handling and processing lists. We will come across them again
and again in the following chapters (the data type of their arguments is struct 1ist_head).

a
H]

(]

list_add(new, head) inserts new right after the existing head element.

list_add_tail (new, head) inserts new right before the element specified by head. If the list head
is specified for head, this causes the new element to be inserted at the end of the list because of
the cyclic nature of the list (this gives the function its name).

list_del (entry) deletes an entry from a list.

list_empty (head) checks if a list is empty, that is, if it does not contain any elements.

list_splice(list, head) combines two lists by inserting the list in 1ist after the head element

of an existing list.

list_entry must be used to find a list element; at first glance, its call syntax appears to be quite
complicated: list_entry (ptr, type, member). ptr is a pointer to the 1ist_head instance of the

21



Chapter 1: Introduction and Overview

1.

data structure, type is its type, and member is the element name used for the list element. The
following sample call would be needed to find a task_struct instance of a list:

struct task_struct = list_entry(ptr, struct task_struct, run_list)

Explicit type specification is required because list implementation is not type-safe. The list ele-
ment must be specified to find the correct element if there are data structures that are included
in several lists.*

a list_for_each(pos, head) must be used to iterate through all elements of a list. pos indicates
the current position in the list, while head specifies the list head.

struct list_head *p;
list_for_each(p, &list)
if (condition)

return list_entry(p, struct task_struct, run_list);
return NULL;

3.14 Object Management and Reference Counting

All over the kernel, the need to keep track of instances of C structures arises. Despite the fact that these
objects will be used in the most varying forms, some operations are very similar across subsystems — just
consider reference counting. This leads to code duplication. Since this is a bad thing, the kernel has
adopted generic methods to manage kernel objects during the development of 2.5. The framework is,
however, not just required to prevent code duplication. It also allows for providing a coherent view on
objects managed by different parts of the kernel, and this information can be brought to good use in
many parts of the kernel, for instance, for power management.

The generic kernel object mechanism can be used to perform the following operations on objects:

0  Reference counting

0  Management of lists (sets) of objects
O  Locking of sets
a

Exporting object properties into userspace (via the sysfs filesystem)

Generic Kernel Objects

The following data structure that is embedded in other data structures is used as a basis.

<kobject.h>
struct kobject {

const char * k_name;
struct kref kref;
struct list_head entry;
struct kobject * parent;
struct kset * kset;
struct kobj_type * ktype;
struct sysfs_dirent * sd;

Y

22

4Even if there is only one list element in the structure, this entry is used to find the correct start address of the instance by means of
pointer arithmetic; the address is translated into the required data type by means of type conversion. I deal with this in more detail
in the appendix on C programming.
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It is essential that kobjects are not linked with other data structures by means of
pointers but are directly embedded. Managing the kernel object itself amounts to
managing the whole containing object this way. Since struct kobject is embedded
into many data structures of the kernel, the developers take care to keep it small.
Adding a single new element to this data structure results in a size increase of many
other data structures. Embedded kernel objects look as follows:

struct sample {
struct kobject kobj;

b g

The meanings of the individual elements of struct kobject are as follows:

O  k_nameis a text name exported to userspace using sysfs. Sysfs is a virtual filesystem that allows
for exporting various properties of the system into userspace. Likewise sd supports this connec-
tion, and I will come back to this in Chapter 10.

0  kref holds the general type struct kref designed to simplify reference management. I discuss
this below.

0  entryisastandard list element used to group several kobjects in a list (known as a set in this
case).

0  ksetis required when an object is grouped with other objects in a set.

Q  parent is a pointer to the parent element and enables a hierarchical structure to be established
between kobjects.

Q  ktype provides more detailed information on the data structure in which a kobject is
embedded. Of greatest importance is the destructor function that returns the resources of the
embedding data structure.

The similarity between the name kobject and the object concept of, well, object-oriented languages
like C++ or Java is by no means coincidental: The kobject abstraction indeed allows for using object-
oriented techniques in the kernel, but without requiring all the extra mechanics (and bloat, and overhead)
of C++.

Table 1-1 lists the standard operations provided by the kernel to manipulate kobject instances, and
therefore effectively act on the embedding structure.

The layout of the kref structure used to manage references is as follows:

<kref.h>
struct kref {
atomic_t refcount;

Y

refcount is an atomic data type to specify the number of positions in the kernel at which an object is
currently being used. When the counter reaches 0, the object is no longer needed and can therefore be
removed from memory.
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Table 1-1: Standard Methods for Processing kobjects

Function Meaning

kobject_get, kobject_put Increments or decrements the reference counter of a kobject

kobject_ (un)register Registers or removes obj from a hierarchy (the object is added to the
existing set (if any) of the parent element; a corresponding entry is cre-
ated in the sysfs filesystem).

kobject_init Initializes a kobject; that is, it sets the reference counter to its initial
value and initializes the list elements of the object.

kobect_add Initializes a kernel object and makes it visible in sysfs

kobject_cleanup Releases the allocated resources when a kobject (and therefore the
embedding object) is no longer needed

Encapsulation of the single value in a structure was chosen to prevent direct manipulation of the value.
kref_init must always be used for initialization. If an object is in use, kref_get must be invoked
beforehand to increment the reference counter. kref_put decrements the counter when the object is no
longer used.

Sets of Objects

In many cases, it is necessary to group different kernel objects into a set — for instance, the set of all
character devices or the set of all PCI-based devices. The data structure provided for this purpose is
defined as follows:

<kobject.h>
struct kset {

struct kobj_type * ktype;
struct list_head list;
struct kobject kobj;

struct kset_uevent_ops * uevent_ops;

Y

Interestingly, the kset serves as the first example for the use of kernel objects. Since the management
structure for sets is nothing other than a kernel object, it can be managed via the previously discussed
struct kobj. Indeed, an instance is embedded via kobj. It has nothing to do with the kobjects collected
in the set, but only serves to manage the properties of the kset object itself.

The other members have the following meaning;:

0  ktype points to a further object that generalizes the behavior of the kset.
0  1listisused to build a list of all kernel objects that are a member of the set.

0  uevent_ops provides several function pointers to methods that relay information about the state
of the set to userland. This mechanism is used by the core of the driver model, for instance, to
format messages that inform about the addition of new devices.
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Another structure is provided to group common features of kernel objects. It is defined as follows:

<kobject.h>
struct kobj_type {

struct sysfs_ops * gysfs_ops;
struct attribute ** default_attrs;
Y

Note that a kobj_type is not used to collect various kernel objects — this is already managed by ksets.
Instead, it provides an interface to the sysfs filesystem (discussed in Section 10.3). If multiple objects
export similar information via the filesystem, then this can be simplified by using a single ktype to pro-
vide the required methods.

Reference Counting

Reference counting is used to detect from how many places in the kernel an object is used. Whenever one
part of the kernel needs information contained in one object, it increments the reference count, and when
it does not need the information anymore, the count is decremented. Once the count has dropped to 0,
the kernel knows that the object is not required anymore, and that it is safe to release it from memory.
The kernel provides the following data structure to handle reference counting;:

<kref.h>
struct kref {
atomic_t refcount;

Y

The data structure is really simple in that it only provides a generic, atomic reference count. “Atomic”’
means in this context that incrementing and decrementing the variable is also safe on multiprocessor
systems, where more than one code path can access an object at the same time. Chapter 5 discusses the
need for this in more detail.

The auxiliary methods kref_init, kref_get, and kref_put are provided to initialize, increment, or
decrement the reference counter. This might seem trivial at a first glance. Nevertheless, it helps to avoid
excessive code duplication because such reference counts together with the aforementioned operations
are used all over the kernel.

Although manipulating the reference counter this way is safe against concurrency
issues, this does not imply that the surrounding data structure is safe against
concurrent access! Kernel code needs to employ further means to ensure that access
to data structures does not cause any problems when this can happen from multiple
processors simultaneously, and I discuss these issues in Chapter 5.

Finally, notice that the kernel contains some documentation related to kernel objects in Documentation/
kobject. txt.

1.3.15 Data Types

Some issues related to data types are handled differently in the kernel in comparison to userland
programs.
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Type Definitions

The kernel uses typedef to define various data types in order to make itself independent of architecture-
specific features because of the different bit lengths for standard data types on individual processors.
The definitions have names such as sector_t (to specify a sector number on a block device), pid_t (to
indicate a process identifier), and so on, and are defined by the kernel in architecture-specific code in such
a way as to ensure that they represent the applicable value range. Because it is not usually important to
know on which fundamental data types the definitions are based, and for simplicity’s sake, I do not
always discuss the exact definitions of data types in the following chapters. Instead, I use them without
further explanation — after all, they are simply non-compound standard data types under a different
name.

typedef’d variables must not be accessed directly, but only via auxiliary functions
that I introduce when we encounter the type. This ensures that they are properly
manipulated, although the type definition is transparent to the user.

At certain points, the kernel must make use of variables with an exact, clearly defined number of bits —
for example, when data structures need to be stored on hard disk. To allow data to be exchanged between
various systems (e.g., on USB sticks), the same external format must always be used, regardless of how
data are represented internally in the computer.

To this end, the kernel defines several integer data types that not only indicate explicitly whether they
are signed or unsigned, but also specify the exact number of bits they comprise. __s8 and __u8 are, for
example, 8-bit integers that are either signed (__s8) or unsigned (__u8). __ulé and __sl16, _ u32 and
__s32,and __u64 and __s64 are defined in the same way.

Byte Order
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To represent numbers, modern computers use either the big endian or little endian format. The format
indicates how multibyte data types are stored. With big endian ordering, the most significant byte is
stored at the lowest address and the significance of the bytes decreases as the addresses increase. With
little endian ordering, the least significant byte is stored at the lowest address and the significance of
the bytes increases as the addresses increase (some architectures such as MIPS support both variants).
Figure 1-13 illustrates the issue.
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Figure 1-13: Composition of elementary data
types depending on the endianness of the
underlying architecture.
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The kernel provides various functions and macros to convert between the format used by the CPU and
specific representations: cpu_to_le64 converts a 64-bit data type to little endian format, and 1e64_to_cpu
does the reverse (if the architecture works with little endian format, the routines are, of course, no-ops;
otherwise, the byte positions must be exchanged accordingly). Conversion routines are available for all
combinations of 64, 32, and 16 bits for big and little endian.

Per-CPU Variables

A particularity that does not occur in normal userspace programming is per-CPU variables. They are
declared with DEFINE_PER_CPU (name, type), where name is the variable name and type is the data type
(e.g., int[3], struct hash, etc.). On single-processor systems, this is not different from regular variable
declaration. On SMP systems with several CPUs, an instance of the variable is created for each CPU. The
instance for a particular CPU is selected with get_cpu (name, cpu), where smp_processor_id (), which
returns the identifier of the active processor, is usually used as the argument for cpu.

Employing per-CPU variables has the advantage that the data required are more likely to be present
in the cache of a processor and can therefore be accessed faster. This concept also skirts round several
communication problems that would arise when using variables that can be accessed by all CPUs of a
multiprocessor system.

Access to Userspace

At many points in the source code there are pointers labeled __user; these are also unknown in userspace
programming. The kernel uses them to identify pointers to areas in user address space that may not be
de-referenced without further precautions. This is because memory is mapped via page tables into the
userspace portion of the virtual address space and not directly mapped by physical memory. Therefore
the kernel needs to ensure that the page frame in RAM that backs the destination is actually present — I
discuss this in further detail in Chapter 2. Explicit labeling supports the use of an automatic checker tool
(sparse) to ensure that this requirement is observed in practice.

1.3.16 ... and Beyond the Infinite

Although a wide range of topics are covered in this book, they inevitably just represent a portion of
what Linux is capable of: It is simply impossible to discuss all aspects of the kernel in detail. I have
tried to choose topics that are likely to be most interesting for a general audience and also present a
representative cross-section of the whole kernel ecosystem.

Besides going through many important parts of the kernel, one of my concerns is also to equip you
with the general idea of why the kernel is designed as it is, and how design decisions are made by
interacting developers. Besides a discussion of numerous fields that are not directly related to the
kernel (e.g., how the GNU C compiler works), but that support kernel development as such, I have
also included a discussion about some nontechnical but social aspects of kernel development in
Appendix F.

Finally, please note Figure 1-14, which shows the growth of the kernel sources during the last couple
of years.

Kernel development is a highly dynamical process, and the speed at which the kernel acquires new
features and continues to improve is sometimes nothing short of miraculous. As a study by the Linux
Foundation has shown [KHCM], roughly 10,000 patches go into each kernel release, and this massive
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amount of code is created by nearly 1,000 developers per release. On average, 2.83 changes are integrated
every hour, 24 hours a day, and 7 days a week! This can only be handled with mature means of source
code management and communication between developers; I come back to these issues in Appendices B
and F.
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Figure 1-14: Evolution of the core kernel distribution’s size during the last years.

.4 Why the Kernel Is Special

The kernel is an amazing place — but after all, it is just a big C program with some assembler portions
(and a drop or two of black magic added sometimes). So what makes the kernel so fascinating? Several
factors contribute to this. First and foremost, the kernel is written by the best programmers in the world,
and this shows in the code. It is well structured, written with meticulous attention for detail, and contains
clever solutions all over the place. In one word: It is code as it ought to be. This, however, does not mean
that the kernel is the product of a textbook-style programming methodology: While it employs cleanly
designed abstractions to keep the code modular and manageable, it’s the mix with the other face of the
kernel that makes the code so interesting and unique: If it need be, the kernel does not back off from
reusing bit positions in a context-dependent manner, overloading structure elements multiple times,
squeezing yet another storage bit out of the aligned portion of pointers, using gotos freely, and numer-
ous other things that would make any structured programmer scream miserably in agony and pain.
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Techniques that would be unthinkable in many textbook solutions can not only be good, but are simply
required for a proper real-world working kernel. It’s the small path that keeps the balance between these
totally opposite faces of the kernel that makes the whole thing so interesting, challenging, and fun!

Having praised the kernel sources, there are a number of more sober issues distinct from userland
programs:

Q  Debugging the kernel is usually harder than debugging userland programs. While for the latter
a multitude of debuggers exist, this is much harder to realize for the kernel. There are various
mechanisms to employ debuggers in kernel development as discussed in Appendix B, but these
require more effort than their userland counterparts.

Q  The kernel provides numerous auxiliary functions that resemble the standard C library found in
userspace, but things are much more frugal in the kernel domain.

Q  Errors in userland applications lead to a segmentation fault or a core dump, but kernel errors
will take the whole system down. Or, what is even worse: They will keep the kernel happily
running, but manifest themselves in a weird system crash hours after the error occurred. Because
debugging in kernel space is harder than for userland applications as mentioned above, it is
essential that kernel code receives more thought and judicious consideration than userland code
before it is brought into use.

Q It must be taken into account that many architectures on which the kernel runs do not support
unaligned memory access without further ado. This also affects portability of data structures
across architectures because of padding that is inserted by the compiler. This issue is discussed
further in Appendix C.

Q  All kernel code must be protected against concurrency. Owing to the support of multiprocessor
machines, Linux kernel code must be both reentrant and thread-safe. That is, routines must allow
being executed simultaneously, and data must be protected against parallel access.

0  Kernel code must work both on machines with little and big endianness.

0  Most architectures do not allow performing floating-point calculations in the kernel without
further ado, so you need to find a way to do your calculations with integer types.

You will see how to deal with these issues in the further course of this book.

1.5 Some Notes on Presentation

Before we start to dive right into the kernel, I need to make some remarks on how I present the material,
and why I have chosen my particular approach.

Notice that this book is specifically about understanding the kernel. Examples of how to write code have
intentionally and explicitly been left out, considering that this book is already very comprehensive and
voluminous. The works by Corbet et al. [CRKHO05], Venkateswaran [Ven08], and Quade/Kunst [QK06]
fill in this gap and discuss how to create new code, especially for drivers, by countless practical examples.
While I discuss how the kernel build system, which is responsible to create a kernel that precisely suits
your needs works, I won’t discuss the plethora of configuration options in detail, especially because they
are mostly concerned with driver configuration. However, the book by Kroah-Hartman [KHO07] can be
a valuable aid here.
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Usually I start my discussion with a general overview about the concepts of the topic that I am going
to present, and then go down to data structures and their interrelation in the kernel. Code is usually
discussed last, because this requires the highest level of detail. I have chosen this top-down approach
because it is in our opinion the most accessible and easiest way to understand the kernel. Notice that it
would also be possible to discuss things from the bottom up, that is, start deep down in the kernel and
then work slowly up to the C library and userspace level. Notice, however, that presenting something
in inverse order does not automatically make it better. In my experience, more forward references are
required for a bottom-up than for a top-down strategy, so I stick to the latter throughout this book.

When I directly present C source code, I sometimes take the liberty to rewrite it slightly to highlight more
important elements and remove less important “’due diligence’”” work. For example, it is very important
for the kernel to check the return value of every memory allocation. While allocations will succeed in
nearly almost all cases, it is essential to take care of cases in which not enough memory is available for a
particular task. The kernel has to deal with this situation somehow, usually by returning an error return
code to userspace if a task is performed as a response to a request by an application, or by omitting a
warning message to the system log. However, details of this kind will in general obstruct the view of
what is really important. Consider the following code, which sets up namespaces for a process:

kernel/nsproxy.c
static struct nsproxy *create_new_namespaces (unsigned long flags,
struct task_struct *tsk, struct fs_struct *new_fs)
{
struct nsproxy *new_nsp;
int err;

new_nsp = clone_nsproxy (tsk->nsproxy) ;
if (!new_nsp)
return ERR_PTR (-ENOMEM) ;

new_nsp->mnt_ns = copy mnt_ns(flags, tsk->nsproxy->mnt_ns, new_f£fs);
if (IS_ERR(new_nsp->mnt_ns)) {

err = PTR_ERR (new_nsp->mnt_ns) ;

goto out_ns;

new_nsp->uts_ns = copy_utsname(flags, tsk->nsproxy->uts_ns);
if (IS_ERR(new_nsp->uts_ns)) {

err = PTR_ERR (new_nsp->uts_ns) ;

goto out_uts;

}

new_nsp->ipc_ns = copy_ipcs(flags, tsk->nsproxy->ipc_ns);
if (IS_ERR(new_nsp->ipc_ns)) {

err = PTR_ERR (new_nsp->ipc_ns);

goto out_ipc;

return new_nsp;
out_ipc:
if (new_nsp->uts_ns)
put_uts_ns(new_nsp->uts_ns) ;
out_uts:
if (new_nsp->mnt_ns)
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put_mnt_ns (new_nsp->mnt_ns) ;
out_ns:
kmem_cache_free (nsproxy_cachep, new_nsp) ;
return ERR_PTR (err) ;

What the code does in detail is irrelevant right now; I come back to this in the following chapter. What
is essential is that the routine tries to clone various parts of the namespace depending on some flags that
control the cloning operation. Each type of namespace is handled in a separate function, for instance, in
copy_mnt_ns for the filesystem namespace.

Each time the kernel copies a namespace, errors can occur, and these must be detected and passed

on to the calling function. Either the error is detected directly by the return code of a function, as for
clone_nsproxy, or the error is encoded in a pointer return value, which can be detected using the
ERR_PTR macro, which allows for decoding the error value (I also discuss this mechanism below). In many
cases, it is not sufficient to just detect an error and return this information to the caller. It is also essen-
tial that previously allocated resources that are not required anymore because of the error are released
again. The standard technique of the kernel to handle this situation is as follows: Jump to a special label
and free all previously allocated resources, or put down references to objects by decrementing the refer-
ence count. Handling such cases as this is one of the valid applications for the goto statement. There are
various possibilities to describe what is going on in the function:

Q  Talk the reader directly through the code in huge step-by-step lists:

1. create new namespace calls clone nsproxy. If this fails, return -ENOMEM; otherwise,
continue.

2. create new namespace then calls copy mnt_ns. If this fails, obtain the error value encoded
in the return value of copy_mnt_ns and jump to the label out_ns; otherwise, proceed.

3. create new namespace then calls copy utsname. If this fails, obtain the error value
encoded in the return value of copy_utsname and jump to the label out_ns; otherwise,
proceed.

4.

While this approach is favored by a number of kernel texts, it conveys only little information

in addition to what is directly visible from the source code anyway. It is appropriate to discuss
some of the most complicated low-level parts of the kernel this way, but this will foster an under-
standing of neither the big picture in general nor the code snippet involved in particular.

Q  Summarize what the function does with words, for instance, by remarking that “create_new_
namespaces is responsible to create copies or clones of the parent namespaces.” We use this
approach for less important tasks of the kernel that need to be done somehow, but do not pro-
vide any specific insights or use particularly interesting tricks.

Q  Use a flow diagram to illustrate what is going on in a function. With more than 150 code flow
diagrams in this book, this is one of my preferred ways of dealing with code. It is important to
note that these diagrams are not supposed to be a completely faithful representation of the opera-
tion. This would hardly simplify matters. Consider Figure 1-15, which illustrates how a faithful
representation of copy_namespaces could look. It is not at all simpler to read than the source
itself, so there is not much purpose in providing it.
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Figure 1-15: Example of a faithful, but unclear and convoluted code flow diagram.

Instead I employ code flow diagrams that illustrate the essential tasks performed by a function.
Figure 1-16 shows the code flow diagram that I would have employed instead of Figure 1-15.

| copy_namespaces I

| clone_nsproxy I

[ copz_me_e]
— T
—

Figure 1-16: Example of the style
of code flow diagrams used in
this book. They allow
immediately catching all
essential actions without being
distracted by nonessential
standard tasks.

The diagram omits several things, but this is on purpose, and also essential. By looking at the
figure, you will not see every detail of the function implementation, but you will instead imme-
diately realize that the kernel uses a specific routine to create a clone of each namespace, and
the function names provide a sufficient hint of which namespace is copied. This is much more
important!
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Handling error return codes is something that we assume goes without saying, and so we will
not pay particular attention to it. This does not imply that it is not an important thing to do, and
in fact it is: Linux would be a lousy kernel if it did not handle this issue properly. But handling
errors also obfuscates most operations without introducing any new insights, and does not make
it easier to understand the general principles of the kernel, so it’s usually better to sacrifice some
thoroughness for clarity. The kernel sources are always available for all the gory details!

Q  Itis also often important to discuss kernel code directly if it is packed with important deci-
sions, and I do so when I deem it necessary. However, I often take the liberty of omitting less
interesting or purely mechanical parts, so don’t be astonished if the code presented in the book
sometimes differs slightly from the code seen in the kernel.

With respect to the source code, this book is self-contained, but it certainly helps if it is not read on a
desolate island, but next to a computer where the Linux source code is available and can be inspected.
Besides that, being on a desolate island is not much fun anyway.

Since I base many machine-specific examples on IA-32 and AMD64, some words about these terms
are in order. “IA-32" includes all Intel-compatible CPUs such as Pentium, Athlon, and so on. AMD64
also includes the Intel variant EM64T. For the sake of simplicity, I use only the abbreviations IA-32 and
AMD64 in this book. Since Intel undoubtedly invented IA-32 and AMD came up first with the 64-bit
extensions, this seems a fair compromise. It is also interesting to note that starting with kernel 2.6.23,
both architectures are unified to the generic x86 architecture within the Linux kernel. This makes the
code easier to maintain for the developers because many elements can be shared between both variants,
but nevertheless still distinguishes between 32- and 64-bit capabilities of the processors.

1.6 Summary

The Linux kernel is one of the most interesting and fascinating pieces of software ever written, and I hope
this chapter has succeeded in whetting your appetite for the things to come in the following chapters,
where I discuss many subsystems in detail. For now, I have provided a bird’s eye view of the kernel to
present the big picture of how responsibilities are distributed, which part of the kernel has to deal with
which problems, and how the components interact with each other.

Since the kernel is a huge system, there are some issues related to the presentation of the complex mate-
rial, and I have introduced you to the particular approach chosen for this book.
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Process Management
and Scheduling

All modern operating systems are able to run several processes at the same time — at least, this
is the impression users get. If a system has only one processor, only one program can run on it at
a given time. In multiprocessor systems, the number of processes that can truly run in parallel is
determined by the number of physical CPUs.

The kernel and the processor create the illusion of multitasking — the ability to perform several
operations in parallel — by switching repeatedly between the different applications running on the
system at very rapid intervals. Because the switching intervals are so short, users do not notice the
intervening brief periods of inactivity and gain the impression that the computer is actually doing
several things at once.

This kind of system management gives rise to several issues that the kernel must resolve, the most
important of which are listed below.

Q  Applications must not interfere with each other unless this is expressly desired. For
example, an error in application A must not be propagated to application B. Because Linux
is a multiuser system, it must also be ensured that programs are not able to read or modify
the memory contents of other programs — otherwise, it would be extremely easy to access
the private data of other users.

QO  CPU time must be shared as fairly as possible between the various applications, whereby
some programs are regarded as more important than others.

I deal with the first requirement — memory protection — in Chapter 3. In the present chapter,

I focus my attention on the methods employed by the kernel to share CPU time and to switch
between processes. This twofold task is split into two parts that are performed relatively indepen-
dently of each other.
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The kernel must decide how much time to devote to each process and when to switch to the next
process. This begs the question as to which process is actually the next. Decisions of this kind are
not platform-dependent.

When the kernel switches from process A to process B, it must ensure that the execution envi-
ronment of B is exactly the same as when it last withdrew processor resources. For example, the
contents of the processor registers and the structure of virtual address space must be identical.

This latter task is extremely dependent on processor type. It cannot be implemented with C only,
but requires help by pure assembler portions.

Both tasks are the responsibility of a kernel subsystem referred to as the scheduler. How CPU time is allo-
cated is determined by the scheduler policy, which is totally separate from the task switching mechanism
needed to switch between processes.

2.1 Process Priorities

Not all processes are of equal importance. In addition to process priority, with which most readers will
be familiar, there are different criticality classes to satisfy differing demands. In a first coarse distinction,
processes can be split into real-time processes and non-real-time processes.
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Hard real-time processes are subject to strict time limits during which certain tasks must be com-
pleted. If the flight control commands of an aircraft are processed by computer, they must be
forwarded as quickly as possible — within a guaranteed period of time. For example, if an air-
craft is on its landing approach and the pilot wants to pull up the nose, it serves little purpose
if the computer forwards the command a few seconds later. By this time, the aircraft may well
be buried — nose first — in the ground. The key characteristic of hard real-time processes is that
they must be processed within a guaranteed time frame. Note that this does not imply that the
time frame is particularly short. Instead, the system must guarantee that a certain time frame is
never exceeded, even when unlikely or adverse conditions prevail.

Linux does not support hard real-time processing, at least not in the vanilla kernel. There are,
however, modified versions such as RTLinux, Xenomai, or RATI that offer this feature. The
Linux kernel runs as a separate ““process’ in these approaches and handles less important soft-
ware, while real-time work is done outside the kernel. The kernel may run only if no real-time
critical actions are performed.

Since Linux is optimized for throughput and tries to handle common cases as fast as possible,
guaranteed response times are only very hard to achieve. Nevertheless quite a bit of progress
has been made during the last years to decrease the overall kernel latency, that is, the time
that elapses between making a request and its fulfillment. The efforts include the preemptible
kernel mechanism, real-time mutexes, and the new completely fair scheduler discussed in
this book.

Soft real-time processes are a softer form of hard real-time processes. Although quick results are
still required, it is not the end of the world if they are a little late in arriving. An example of a
soft real-time process is a write operation to a CD. Data must be received by the CD writer at a
certain rate because data are written to the medium in a continuous stream. If system loading is
too high, the data stream may be interrupted briefly, and this may result in an unusable CD, far
less drastic than a plane crash. Nevertheless, the write process should always be granted CPU
time when needed — before all other normal processes.
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0 Most processes are normal processes that have no specific time constraints but can still be classified
as more important or less important by assigning priorities to them.

For example, a long compiler run or numerical calculations need only very low priority because
it is of little consequence if computation is interrupted occasionally for a second or two — users
are unlikely to notice. In contrast, interactive applications should respond as quickly as possible
to user commands because users are notoriously impatient.

The allocation of CPU time can be portrayed in much simplified form as in Figure 2-1. Processes are
spread over a time slice, and the share of the slice allocated to them corresponds to their relative impor-
tance. The time flow in the system corresponds to the turning of the circle, and the CPU is represented by
a “scanner’ at the circumference of the circle. The net effect is that important processes are granted more
CPU time than less important processes, although all eventually have their turn.

AL

Figure 2-1: Allocation of CPU time by means of
time slices.

In this scheme, known as preemptive multitasking, each process is allocated a certain time period during
which it may execute. Once this period has expired, the kernel withdraws control from the process and
lets a different process run — regardless of the last task performed by the previous process. Its runtime
environment — essentially, the contents of all CPU registers and the page tables — is, of course, saved
so that results are not lost and the process environment is fully reinstated when its turn comes around
again. The length of the time slice varies depending on the importance of the process (and therefore
on the priority assigned to it). Figure 2-1 illustrates this by allocating segments of different sizes to the
individual processes.

This simplified model does not take into account several important issues. For example, processes may
not be ready to execute at certain times because they have nothing to do. Because it is essential to use
CPU time as profitably as possible, such processes must be prevented from executing. This is not evident
in Figure 2-1 because it is assumed that all processes are always ready to run. Also ignored is the fact
that Linux supports different scheduling classes (completely fair scheduling between processes, and real-
time scheduling), and these must also be taken into consideration during scheduling. Neither is there an
option to replace the current process with an important process that has become ready to run.

Note that process scheduling causes very fervid and excited discussion among kernel developers, espe-
cially when it comes to picking the best possible algorithm. Finding a quantitative measure for the quality
of a scheduler is a very hard — if not impossible — task. It is also a very challenging task for a sched-
uler to fulfill the requirements imposed by the many different workloads that Linux systems have to
face: Small embedded systems for automated control usually have very different requirements than large
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number crunchers, while these in turn differ considerably from multimedia systems. In fact, the scheduler
code has seen two complete rewrites in recent years:

1. During the development series 2.5, a so-called O(1) scheduler replaced the previous sched-
uler. One particular property of this scheduler was that it could perform its work in constant
time independent of the number of processes that were running on a system. The design
broke quite radically with the previously employed scheduling architecture.

2.  The completely fair scheduler was merged during the development of kernel 2.6.23. The new
code again marked a complete departure from previous principles by abandoning, for
instance, many heuristics that were required in previous schedulers to ensure that
interactive tasks would respond quickly. The key feature of this scheduler is that it tries
to resemble ideal fair scheduling as close as possible. Besides, it cannot only schedule
individual tasks, but works with more general scheduling entities. This allows, for instance,
for distribution the available time between all processes of different users, and then among
the processes of each user.

I discuss the implementation of this scheduler below in detail.

Before we concern ourselves with how scheduling is implemented in the kernel, it is useful to discuss the
states that a process may have.

2.2 Process Life Cycle

A process is not always ready to run. Occasionally, it has to wait for events from external sources
beyond its control — for keyboard input in a text editor, for example. Until the event occurs, the process
cannot run.

The scheduler must know the status of every process in the system when switching between tasks; it
obviously doesn’t make sense to assign CPU time to processes that have nothing to do. Of equal impor-
tance are the transitions between individual process states. For example, if a process is waiting for data
from a peripheral device, it is the responsibility of the scheduler to change the state of the process from
waiting to runnable once the data have arrived.

A process may have one of the following states:

QO  Running — The process is executing at the moment.

QO  Waiting — The process is able to run but is not allowed to because the CPU is allocated to
another process. The scheduler can select the process, if it wants to, at the next task switch.

Q  Sleeping — The process is sleeping and cannot run because it is waiting for an external event.
The scheduler cannot select the process at the next task switch.

The system saves all processes in a process table — regardless of whether they are running, sleeping, or
waiting. However, sleeping processes are specially ““marked’ so that the scheduler knows they are not
ready to run (see how this is implemented in Section 2.3). There are also a number of queues that group
sleeping processes so that they can be woken at a suitable time — when, for example, an external event
that the process has been waiting for takes place.

38



Chapter 2: Process Management and Scheduling

Figure 2-2 shows several process states and transitions.
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Figure 2-2: Transitions between process states.

Let’s start our examination of the various transitions with a queued runnable process; the process is
ready to run but is not allowed to because the CPU is allocated to a different process (its state is therefore
“waiting”). It remains in this state until the scheduler grants it CPU time. Once this happens, its state
changes to “running’ (path 4).

When the scheduler decides to withdraw CPU resources from the process — I deal with the possible rea-
sons why shortly — the process state changes from “running” to “waiting’ (path 2), and the cycle starts
anew. There are, in fact, two “’sleeping’” states that differ according to whether they can be interrupted
by signals or not. At the moment, this difference is not important, but it is of relevance when we examine
implementation more closely.

If the process has to wait for an event, its state changes (path 1) from “running’ to ““sleeping.” However,
it cannot change directly from “sleeping’ to “running’’; once the event it was waiting for has taken place,
the process changes back to the “waiting’* state (path 3) and then rejoins the normal cycle.

Once program execution terminates (e.g., the user closes the the application), the process state changes
from “running’ to “stopped” (path 5).

A special process state not listed above is the “zombie’’state. As the name suggests, such processes are

defunct but are somehow still alive. In reality, they are dead because their resources (RAM, connections
to peripherals, etc.) have already been released so that they cannot and never will run again. However,

they are still alive because there are still entries for them in the process table.

How do zombies come about? The reason lies in the process creation and destruction structure under
UNIx. A program terminates when two events occur — first, the program must be killed by another
process or by a user (this is usually done by sending a SIGTERM or SIGKILL signal, which is equivalent
to terminating the process regularly); second, the parent process from which the process originates must
invoke or have already invoked the wait4 (read: wait for) system call when the child process terminates.
This confirms to the kernel that the parent process has acknowledged the death of the child. The system
call enables the kernel to free resources reserved by the child process.

A zombie occurs when only the first condition (the program is terminated) applies but not the second
(wait4). A process always switches briefly to the zombie state between termination and removal of its
data from the process table. In some cases (if, e.g., the parent process is badly programmed and does
not issue a wait call), a zombie can firmly lodge itself in the process table and remain there until the next
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2.

reboot. This can be seen by reading the output of process tools such as ps or top. This is hardly a problem
as the residual data take up little space in the kernel.

2.1 Preemptive Multitasking

The structure of Linux process management requires two further process state options — user mode and
kernel mode. These reflect the fact that all modern CPUs have (at least) two different execution modes,
one of which has unlimited rights while the other is subject to various restrictions — for example, access
to certain memory areas can be prohibited. This distinction is an important prerequisite for creating
locked ““cages,” which hold existing processes and prevent them from interfering with other parts of the
system.

Normally the kernel is in user mode in which it may access only its own data and cannot therefore inter-
fere with other applications in the system — it usually doesn’t even notice that there are other programs
besides itself.

If a process wants to access system data or functions (the latter manage the resources shared between all
processes, e.g., filesystem space), it must switch to kernel mode. Obviously, this is possible only under
control — otherwise all established protection mechanisms would be superfluous — and via clearly
defined paths. Chapter 1 mentioned briefly that “’system calls” are one way to switch between modes.
Chapter 13 discusses the implementation of such calls in depth.

A second way of switching from user mode to kernel mode is by means of interrupts — switching is
then triggered automatically. Unlike system calls, which are invoked intentionally by user applications,
interrupts occur more or less arbitrarily. Generally, the actions needed to handle interrupts have nothing
to do with the process executing when the interrupt occurred. For example, an interrupt is raised when
an external block device has transferred data to RAM, although these data may be intended for any
process running on the system. Similarly, incoming network packages are announced by means of an
interrupt. Again, it is unlikely that the inbound package is intended for the process currently running.
For this reason, Linux performs these actions in such a way that the running process is totally unaware
of them.

The preemptive scheduling model of the kernel establishes a hierarchy that determines which process
states may be interrupted by which other states.

O  Normal processes may always be interrupted — even by other processes. When an important
process becomes runnable — for example, an editor receives long-awaited keyboard input — the
scheduler can decide whether to execute the process immediately, even if the current process is
still happily running. This kind of preemption makes an important contribution to good interac-
tive behavior and low system latency.

Q  If the system is in kernel mode and is processing a system call, no other process in the system
is able to cause withdrawal of CPU time. The scheduler is forced to wait until execution of the
system call has terminated before it can select another process. However, the system call can be
suspended by an interrupt.!

Q  Interrupts can suspend processes in user mode and in kernel mode. They have the highest prior-
ity because it is essential to handle them as soon as possible after they are issued.
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One option known as kernel preemption was added to the kernel during the development of kernel 2.5.
This option supports switches to another process, if this is urgently required, even during the execution
of system calls in kernel mode (but not during interrupts). Although the kernel attempts to execute
system calls as quickly as possible, the time needed may be too long for some applications that are reliant
on constant data streams. Kernel preemption can reduce such wait times and thus ensure “’smoother’
program execution. However, this is at the expense of increased kernel complexity because many data
structures then need to be protected against concurrent access even on single-processor systems. This
technique is discussed in Section 2.8.3.

2.3 Process Representation

All algorithms of the Linux kernel concerned with processes and programs are built around a data struc-
ture named task_struct and defined in include/sched.h. This is one of the central structures in the
system. Before we move on to deal with the implementation of the scheduler, it is essential to examine
how Linux manages processes.

The task structure includes a large number of elements that link the process with the kernel subsystems
which I discuss below. I therefore make frequent reference to later chapters because it is difficult to
explain the significance of some elements without detailed knowledge of them.

The task structure is defined as follows — in simplified form:

<sched.h>

struct task_struct {
volatile long state; /* -1 unrunnable, 0 runnable, >0 stopped */
void *stack;
atomic_t usage;

unsigned long flags; /* per process flags, defined below */
unsigned long ptrace;
int lock_depth; /* BKL lock depth */

int prio, static_prio, normal_prio;
struct list_head run_list;

const struct sched_class *sched_class;
struct sched_entity se;

unsigned short ioprio;

unsigned long policy;
cpumask_t cpus_allowed;
unsigned int time_slice;

#1f defined(CONFIG_SCHEDSTATS) H defined (CONFIG_TASK_DELAY_ACCT)
struct sched_info sched_info;
#endif

struct list_head tasks;

/*

* ptrace_list/ptrace_children forms the list of my children
* that were stolen by a ptracer.

*/

struct list_head ptrace_children;
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struct list_head ptrace_list;
struct mm_struct *mm, *active_mm;

/* task state */
struct linux binfmt *binfmt;
long exit_state;
int exit_code, exit_signal;
int pdeath_signal; /* The signal sent when the parent dies */

unsigned int personality;
unsigned did_exec:1;

pid_t pid;
pid_t tgid;
/*
* pointers to (original) parent process, youngest child, younger sibling,
* older sibling, respectively. (p->father can be replaced with
* p->parent->pid)
*/
struct task_struct *real_parent; /* real parent process (when being debugged) */
struct task_struct *parent; /* parent process */
/*

* children/sibling forms the list of my children plus the
* tasks I'm ptracing.

*/

struct list_head children; /* list of my children */

struct list_head sibling; /* linkage in my parent's children list */
struct task_struct *group_leader; /* threadgroup leader */

/* PID/PID hash table linkage. */
struct pid_link pids[PIDTYPE_MAX];
struct list_head thread_group;

struct completion *vfork_done; /* for vfork() */
int __user *set_child_tid; /* CLONE_CHILD_SETTID */
int _ user *clear_child_tid; /* CLONE_CHILD_CLEARTID */

unsigned long rt_priority;

cputime_t utime, stime, utimescaled, stimescaled;;

unsigned long nvcsw, nivesw; /* context switch counts */

struct timespec start_time; /* monotonic time */

struct timespec real_start_time; /* boot based time */

/* mm fault and swap info: this can arguably be seen as either
mm-specific or thread-specific */

unsigned long min_flt, maj_flt;

cputime_t it_prof_expires, it_virt_expires;
unsigned long long it_sched_expires;
struct list_head cpu_timers[3];

/* process credentials */
uid_t uid,euid, suid, fsuid;
gid_t gid,egid, sgid, fsgid;
struct group_info *group_info;
kernel_cap_t cap_effective, cap_inheritable, cap_permitted;
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/*

/*

/*

/*

/*

/*

/*

unsigned keep_capabilities:1;
struct user_struct *user;

char comm[TASK_COMM_LEN]; /* executable name excluding path
- access with [gs]et_task _comm (which lock
it with task_lock()
- initialized normally by flush_old_exec */
file system info */
int link_count, total_link_count;
ipc stuff */
struct sysv_sem sysvsem;
CPU-specific state of this task */
struct thread_struct thread;
filesystem information */
struct fs_struct *fs;
open file information */
struct files_struct *files;
namespace */
struct nsproxy *nsproxy;
signal handlers */
struct signal_struct *signal;
struct sighand_struct *sighand;

sigset_t blocked, real_blocked;
sigset_t saved_sigmask; /* To be restored with TIF_RESTORE_SIGMASK */
struct sigpending pending;

unsigned long sas_ss_sp;
size_t sas_ss_size;

int (*notifier) (void *priv);
void *notifier_data;
sigset_t *notifier_mask;

#ifdef CONFIG_SECURITY

void *security;

#endif

/*

/*

/*

Thread group tracking */
u32 parent_exec_id;
u32 self_exec_id;

journalling filesystem info */
void *journal_info;

VM state */
struct reclaim_state *reclaim_state;

struct backing dev_info *backing_dev_info;
struct io_context *io_context;

unsigned long ptrace_message;
siginfo_t *last_siginfo; /* For ptrace use. */
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Admittedly, it is difficult to digest the amount of information in this structure. However, the structure
contents can be broken down into sections, each of which represents a specific aspect of the process:

Q

a
H]

State and execution information such as pending signals, binary format used (and any emulation
information for binary formats of other systems), process identification number (pid), pointers to
parents and other related processes, priorities, and time information on program execution (e.g.,
CPU time).

Information on allocated virtual memory.

Process credentials such as user and group ID, capabilities,> and so on. System calls can be used
to query (or modify) these data; I deal with these in greater detail when describing the specific
subsystems.

Files used: Not only the binary file with the program code but also filesystem information on all
files handled by the process must be saved.

Thread information, which records the CPU-specific runtime data of the process (the remaining
fields in the structure are not dependent on the hardware used).

Information on interprocess communication required when working with other applications.

Signal handlers used by the process to respond to incoming signals.

Many members of the task structure are not simple variables but pointers to other data structures
examined and discussed in the following chapters. In the present chapter, I consider some elements
of task_struct that are of particular significance in process management implementation.

state specifies the current state of a process and accepts the following values (these are pre-processor
constants defined in <sched.h>):

Qa

a
H]

TASK_RUNNING means that a task is in a runnable state. It does not mean that a CPU is actually
allocated. The task can wait until it is selected by the scheduler. This state guarantees that the
process really is ready to run and is not waiting for an external event.

TASK_INTERRUPTIBLE is set for a sleeping process that is waiting for some event or other. When
the kernel signals to the process that the event has occurred, it is placed in the TASK_RUNNING
state and may resume execution as soon as it is selected by the scheduler.

TASK_UNINTERRUPTIBLE is used for sleeping processes disabled on the instructions of the kernel.
They may not be woken by external signals, only by the kernel itself.

TASK_STOPPED indicates that the process was stopped on purpose — by a debugger, for example.

TASK_TRACED is not a process state per se — it is used to distinguish stopped tasks that are cur-
rently being traced (using the ptrace mechanism) from regular stopped tasks.

The following constants can be used both in the task state field of struct task_struct, but also in the
field exit_state, which is specifically for exiting processes.

H]
g

EXIT_ZOMBIE is the zombie state described above.

EXIT_DEAD is the state after an appropriate wait system call has been issued and before the task
is completely removed from the system. This state is only of importance if multiple threads issue
wait calls for the same task.
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2Capabilities are special permissions that can be granted to a process. They allow the process to p