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Preface

Mastering Identity and Access Management with Microsoft Azure is a crisp and practical,
hands-on guide containing project scenarios/illustrations that is tailored to genuine
hybrid and cloud-only challenges. Developers, security specialists, IT consultants,
and architects are the audience for this book. With it, you get a complete companion
for solving key topics in the field of identity and access management through all
related Microsoft technologies and practice-related crisp and clear content that helps
you to put the theory into practice. The book delves into the Microsoft 365 Security
and Compliance plans and other Azure services related to identity and access
management topics.

The book is divided into three parts. In the first part, crucial identity management
topics are covered, such as identity synchronization as a whole, including monitoring
and protection topics, in a cloud-only and hybrid world. The second part provides all
the essentials and in-depth knowledge pertaining to the different authentication
methods you can use and how you can securely publish and expose your applications
with on-premise technologies and the Azure AD feature set. The final part of the book
focuses entirely on the Microsoft information protection technologies. Another
highlight is the more than 40 playbooks you receive to support the learning process
through practical tips. With this great resource, you get an information package that
also covers the functionality of Windows 10 and Windows Server 2016/2019.

How does this edition differ from the first edition of the book, and why a second
edition with more than 85% new content?

First of all, many thanks to all the readers and the valuable feedback I received. I was
happy to listen!

Since writing the first edition of the book back in 2016, many features have been
completely updated, added, changed, or even removed. The Microsoft Azure world is
changing very rapidly, from a pure infrastructure to an object and service-oriented
environment. For this reason, it is necessary to include a variety of developmental
aspects in the book. Some functions are currently changing their entitlement entirely
to the cloud.

However, no overall solution for sustainable identity and access management in a
hybrid cloud environment is currently available to fulfill all the different aspects. For
this reason, the basics for individual services must be developed to ensure a better
shift of the functions.
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Another important reason for me to write an updated edition was that I heard from
readers and workshop attendees that they require more technical guidance and less
information on the decision manager side. This brought me to an approach whereby I
provide more than 40 hands-on guides in the book, where you can test all the related
information in a practical and guided manner. Furthermore, our workshop attendees
and customers found it very hard to find qualified and working lab examples in a
compressed form to save time and effort.

Many of you and our attendees loved the structure of the three scenarios in the first
book. Frequently, however, I received a request to provide the theory and practical
guidance in technology or topic-based flows so as to make it easier to follow, if you
are just interested in specific topics, or if you want to use the book as a living
reference.

At the time of writing the first book, the Azure information protection technology
was not available in the complete approach that it is available today. Since this
technology is now mature and an integral aspect of access management, in my view,
additional chapters for this topic are an absolute necessity.

Windows Server 2019 is also available to use, so I updated the book to work with the
new server version, with a primary focus on hybrid cloud scenarios.

Who this book is for

This book is designed for cyber security specialists, system and security engineers,
developers and IT consultants/architects who wish to plan, design, and implement
identity and access management solutions with the help of Microsoft Azure
technology.

What this book covers

Chapter 1, Building and Managing Azure Active Directory, explains how to configure a
suitable Azure AD tenant for a cloud-only approach. You will also learn how to
configure and manage users, groups, roles, and administrative units to provide a user
and group-based application and self-service access, including the related audit
functionality.

[2]
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Chapter 2, Understanding Identity Synchronization, explains the most important
identity synchronization scenarios and tools for successful implementation of a
complete hybrid identity life cycle management. We will run through the different
processes, the Active Directory user account cleanup for a hybrid environment, and
all the crucial identity synchronization aspects and steps in Azure Active Directory
Connect.

Chapter 3, Exploring Advanced Synchronization Concepts, teaches you the advanced
synchronization concepts. In particular, we will look into the synchronization rules
and the declarative provisioning and expressions concept and use them directly in
real-world examples.

Chapter 4, Monitoring Your Identity Bridge, explains the various monitoring
capabilities for the identity bridge that's constructed by Azure AD Connect, the
Active Directory itself and, if used, the Active Directory Federations Services
(ADFS) and the Web Application Proxy. We'll investigate the Azure AD Monitoring
and Logs' functionalities, the Azure AD Health Service, and the Azure Security
Center.

Chapter 5, Configuring and Managing Identity Protection, demonstrates how to protect
your identities against today's attacks. We will work through the different cloud
services that can help you protect your environment so that you can plan and
implement the features for your requirements.

Chapter 6, Managing Authentication Protocols, teaches you the basic authentication
protocols you need to know for handling ADFS and Azure AD integrations.
Additionally, you will benefit from a vast array of validated and recommended
material to facilitate a deep dive into every critical authentication and authorization
protocol.

Chapter 7, Deploying Solutions on Azure AD and ADFS, explains how to configure
Azure AD and ADFS to handle your application requirements. You will install the
service and the authentication platform to gather all the knowledge required in order
to emerge victorious in this field of technology.

Chapter 8, Using the Azure AD App Proxy and the Web Application Proxy, covers the
publishing of applications through the Azure AD Application Proxy and the
Windows Server Web Application Proxy. We will configure a number of applications,
including the first conditional access scenarios.

[31]
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Chapter 9, Deploying Additional Applications on Azure AD, explains the concept of
single- and multi-tenant applications and the differences between the two.
Furthermore, you will configure the two types of application, including the transition
process from single- to multi-tenant.

Chapter 10, Exploring Azure AD Identity Services, explains the different Azure AD
identity services and ADFS as on-premise identity services. We will look at the Azure
AD B2B and B2C functionality and explain the main concepts regarding these
technologies.

Chapter 11, Creating Identity Life Cycle Management on Azure, covers different identity
life cycle scenarios. With a strong focus on a complete Azure AD B2B management,
we will provide you with all the requisite information and configuration tasks to offer
comfortable and secure application access to your users.

Chapter 12, Creating a New Security Culture, explains why organizations need to build
a strong security culture to provide a suitable information protection solution. You
will get a clear and crisp overview to understand the three key factors and the four
main pillars of a strong security culture.

Chapter 13, Identifying and Detecting Sensitive Data, teaches you why identifying and
detecting sensitive data is a critical process inside an information protection solution.
You will work through all the related technologies and configure a number of
solutions.

Chapter 14, Understanding Encryption Key Management Strategies, explains how to use
the three crucial, and different, deployment models and the role played by the Azure
Key Vault service. Furthermore, you will learn how the Azure Rights Management
Services uses the various keys on client applications.

Chapter 15, Configuring Azure Information Protection Solutions, shows you how to start
an Azure information protection project and provides you with best practices and
configuration tips for successful implementation.

Chapter 16, Azure Information Protection Development Overview, provides you with a
solid foundation for using the Microsoft Information Protection developer resources
for gathering more in-depth knowledge to handle this service in terms of
troubleshooting or developing your extension.

[4]
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To get the most out of this book

To use the book efficiently, you should have some understanding of security
solutions, Active Directory, access privileges/rights, and authentication methods.
Programming knowledge is not required but will be helpful for using PowerShell or
working with APIs to customize your solutions. Working through the first edition of
the book is not a requirement for following the chapters in this book.

During the book, we will work entirely on the Azure platform itself. The only
requirement is to have an internet connection and a Microsoft or Apple client
computer. The labs can be undertaken free of charge for the duration of the several
trial versions we use. We highly recommend that you shut down your virtual
machines on Azure to save the runtime for working with your practical guidance.

In chapter 7, Deploying Solutions on Azure AD and ADFS, we will provide you the
architecture overview with all the requisite information for sizing and the different
products we use and will reference in the chapters. We also provide you the guidance
to create public certificates with Let's Encrypt. One small cost requirement exists. If
you want to run all the different labs, you need to have three public DNS domains
registered, including access to the related public DNS. Bear in mind that this lab is for
studying and testing functionality and not a representation of a productive
environment. Follow the instructions in the chapters to arrange the correct resources.
All the scripts and demo files are covered in the example code files, which you can
download on the web page provided in the download the example code files section.

Download the example code files

You can download the example code files for this book from your account
at www.packt . com. If you purchased this book elsewhere, you can
visit www.packt .com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:

Log in or register at www.packt . com.
Select the SUPPORT tab.
Click on Code Downloads & Errata.

Enter the name of the book in the Search box and follow the onscreen
instructions.

L

[5]
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Once the file is downloaded, please make sure that you unzip or extract the folder
using the latest version of:

e WinRAR/7-Zip for Windows
e Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https://github.com/
PacktPublishing/Mastering-Identity-and-Access-Management-with-Microsoft-

Azure.Second-Edition. In case there's an update to the code, it will be updated on
the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available
athttps://github.com/PacktPublishing/. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in
this book. You can download it

here: https://www.packtpub.com/sites/default/files/downloads/9781789132304_
ColorImages.pdf

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter
handles. Here is an example: "Open your Visual Studio and the solution file from the
code package named WebApp-RoleClaims-DotNet.sln."

A block of code is set as follows:

$ServicePrincipalName="RMSPowerShell"

Connect-AadrmService

$SbposTenantID= (Get-AadrmConfiguration) .BPOSId
Disconnect-AadrmService

Connect-MsolService

New-MsolServicePrincipal -DisplayName $ServicePrincipalName

[6]
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When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

Scred = Get-Credential
Install-AIPScanner -SglServerInstance YD1APPO1l -
ServiceUserCredentials S$cred

Any command-line input or output is written as follows:

$ImportFile = Import-csv "S$dirpath\ADUsers.csv"
$TotalImports = $importFile.Count

Bold: Indicates a new term, an important word, or words that you see on screen. For
example, words in menus or dialog boxes appear in the text like this. Here is an
example: "Click on Add New Rule and select Inbound."

Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the
book title in the subject of your message and email us
at customercare@packtpub.comn.

Errata: Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you have found a mistake in this book, we would be grateful if
you would report this to us. Please visit www.packt .com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details.

[7]


http://www.packt.com/submit-errata

Preface

Piracy: If you come across any illegal copies of our works in any form on the internet,
we would be grateful if you would provide us with the location address or website
name. Please contact us at copyright@packt .com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have
expertise in, and you are interested in either writing or contributing to a book, please
visit authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a
review on the site that you purchased it from? Potential readers can then see and use
your unbiased opinion to make purchase decisions, we at Packt can understand what
you think about our products, and our authors can see your feedback on their book.

Thank you!

For more information about Packt, please visit packt .com.

[81]
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Section 1: Identity
Management and
Synchronization

In this first section of the book, you will explore and use several Microsoft Identity
and Access Management Service offerings. You will look into Identity
Synchronization processes in detail as well.

The following chapter will be covered in this section:

e Chapter 1, Building and Managing Azure Active Directory
e chapter 2, Understanding Identity Synchronization

e chapter 3, Exploring Advanced Synchronization Concepts
® Chapter 4, Monitoring Your Identity Bridge

e chapter 5, Configuring and Managing Identity Protection



Building and Managing Azure
Active Directory

Working with the several Software-as-a-Service (SaaS) offerings such as Office 365,
Dynamics CRM or Visual Studio Online requires well-managed identities and an
excellent basic structure in the Azure Active Directory (AD) that builds the heart of
these solutions. You, as an administrator, need to provide a stable identity and access
management platform to manage these services.

This chapter explains how to configure a suitable Azure AD tenant, which we use
throughout the whole book to explore, understand, and configure the different
features and functions in the field of identity and access management with Microsoft
Azure. We start with the cloud-only components, followed in the next chapters by the
hybrid identity and access management approach.

In this chapter, we go directly to the configuration and learn how to configure and
manage users, groups, roles, and administrative units to provide a user and group-
based application and self-service access, including the audit functionality. The
chapter focuses on the following :

¢ Implementation scenario overview

¢ Implementing a solid Azure Active Directory
¢ Creating and managing users and groups

¢ Assigning roles and administrative units

¢ Protecting your administrative accounts

Providing user and group-based application access

Activating password reset
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Using standard security monitoring

Integrating the Azure AD Join for Windows 10 clients

Configuring a custom domain

Configure Azure AD Domain Services

Now, we can introduce the implementation scenario.

Implementation scenario overview

After completing the next configuration tasks, you will see the rich functionality of
Microsoft Azure in the field of identity and access management, starting with cloud
identities. You can demonstrate the different capabilities in your own Microsoft
Azure environment. The guidance will focus on the most essential feature sets to give
you an idea about their capabilities. We will start to use the default directory, which
we call domain.onmicrosoft.com for now, and will change it later to a custom
domain name. Domain stands for your desired name like example. com, this is also
used for the userPrincipalName of the users in this chapter, e.g.
don.hall@edoamin.onmicrosoft.com is represented in the chapter by my example
domain called inovitcloudlabs. Be aware that this name will be visible in different
applications, such as SharePoint Online and Skype for Business, to the end user. We
recommend the company name without the company form, for instance, inovit
GmbH would be inovit.onmicrosoft.com. Use a different name for your tests, so
that the domain for a productive environment stays free. This configuration will be
the base for all further scenarios in the book. For this reason, we use an Azure,
Enterprise Mobility Suite, and Office 365 subscription to use all the available
features.
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The following figure shows the different main areas we will focus on in this chapter:

Application Management Activated Services

HAME

User and Group Management [N zure AD Entitlement Lifecycle Management I]

n Azure AD Power Bl Content Pack App

MAME USER NAME
“ 828 Portal
@ roronranier Aaron Painter@azureid ch ae
. B28 Portal PreAuth Office 365 ES Plan
& Adam Barr Adam Barr@azureid.ch
n Dynamics CRM Online
& Adam Barr Adam Barr@inovitdemos.ch

ﬁ Forms-based Application Demo.

° AIP Scanner

jice Acco svermacluster@inovitdemos. ch

unt  svesipscanner@inavitdemos.ch Enterprise qu ility Suite +
Security E5

User / Group / Role
User Experience (UX) Management .
Administrative Units o litswiigams] tevms

— o J management
o e g -IT ﬁ%ﬂ‘;ﬁ;:ﬁ;im License . Manager:_l mobile pr_oductivity
*  Self-Service Password N Inforr.natlop protection
Reset * Identity-driven security
Conditional Access
Using Security Reports
Azure AD Join and Intune

Simple HR Export :/7 D Administrative ( )
NewHire.csv - o Tasks

Administrator
Windows 10 Enterprise
Client

Microsoft
Azure Subscription

Chapter scenario overview

In the next section, we will start the configuration of the scenarios.

Implementing a solid Azure Active
Directory

The first step we need to take is to get an Azure AD tenant. There are many ways to
do this. You can start with an Azure subscription or use any other service from the
Microsoft SaaS portfolio. The easiest way to get your solution to a working state is to
start with an Office 365 trial subscription.

[12]
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Open your browser and navigate to http://bit.1ly/1RvpFXe. Subscribe to a free
Office 365 Enterprise E5 plan:

New! Office 365 Enterprise ES

All new capabilities combined with Office apps means there’s never been a better time to get the
most comprehensive Office 365 offering.

$3 5 OO user/month Contact sales
annual commitment

Free trial 3
Buy now @

Office 365 ES5 trial request

Follow the registration process and define your user ID, such

as admin@domain.onmicrosoft.com We recommend using a nonpersonal ID, as
shown in the next screenshot. Enter your new user ID and password. Your default
directory will get the name you define behind the @:

Create your user ID

You need a user ID and password to sign in to your account.

admin @ | inovitcloudlabs onmicrosoft.com |@

v admin@inovitcloudlabs.onmicrosoft.com

First Global Administrator creation

[13]
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Afterward, you need to prove your identity with a text message or a phone call and
enter the received code. Next, you need to click Create my account. Keep in mind that
the provisioning process takes a few minutes and should end with a success message.

After the successful creation of your brand new Azure AD with an associated Office
365 E5 plan, you should be able to log on with your administrative credentials and
see the following screen:

Good morning O search
Apps Install Office
3 Y o -
» a © B @ O© B B Yy @
Outlook OneDrive Word Excel PowerPoint OneNote SharePoint Teams Yammer Admin

Explore all your apps —>

Documents T Upload and open

Recent Pinned Shared withme  Discover

Office 365 management portal

In the next step, we will assign an Enterprise Mobility Suite (EMS) E5 plan to the
freshly created Azure AD tenant.

[14]
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Click on the Admin icon on the right, and you should see your current assigned
Subscriptions under the Billing tab:

Microsoft 365 admin center

g Home > Subscriptions

{ny Home

| A, Assign to users || + Add subscriptions

Users

Groups Office 365 Enterprise E5

FEEEBFEFEECR A Y:EWEEE Q[ O»
Trial

Billing Expires December 23, 2018

Extend trial
Purchase services

Subscriptions Licenses Description C H F A0.20 user/mont

Available 25 The Office suite, plus email, instant messaging,
A Buy now
Bills HD video conferencing, 1 TB personal file -
Assigned @ 1 storage and sharing, and advanced security,

analytics and Audio conferencing.
Payment methods

Licenses Assign to users Learn mare

Billing notifications

Show more

Office 365 subscription management

Click Add subscriptions to add the EMS E5 trial plan to your Azure AD tenant:

Home > Purchase services

Microsoft Flow Plan 1 Enterprise Mobility + Windows 10 Enterprise E3
Security E5

CH F490 user/manth CHH46O user/month CH F69O user/month

Create and collaborate on automated Microsoft Enterprise Mobility + Secunity Wi s 10 Enterprise E3 builds on

workflows for cloud and on-premises ES is the most comprehensive cloud \ 0 Pro by delivering

data with a starter set of flow runs. delivered solution for securing your enterprise-grade security, management,
company data in a mobile-first, clou; and control features for large or mid

Office 2016 desktop & mobile apps Office 2016 desktop & mobile apps

Not included Start free trial Not included

Office 365 services Office 365 services
B Buy now -
L |

Learn more

EM+S E5 trial request
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Choose the EMS E5 plan and click Start free trial and follow the subscription process.
After a successful subscription process, you can see the assigned Office 365 E5 and the

EMS E5 plan in your Azure AD tenant.

Now that we have created our Azure AD tenant, we need to subscribe for an Azure
free trial subscription. This step is necessary to use Azure resources such as the Azure
AD Domain Services or other functionality we will discuss in the next chapters.

You can also use the following ways to get an Azure subscription:

Let's go to configure your administrative workstation and your personal Azure AD

tenant.

Welcome to your

Visual Studio Enterprise (MPN)

Tools (9)

Visual Studio Enterprise
Enterprise-class development
Tools and services for

designing, building and
managing complex enterprise

Download @

Visual Studio for Mac
Enterprise IDE on mac03

Build apps for mobile, cloud,
web, and games using the IDE
you love, on macO5.

S}

Download

e Use an Azure subscription from scratch (https://account.azure.com/
organization)

¢ Use an agreement-based Azure subscription
e Use an MSDN Azure subscription, as shown in the following figure:

A

Azure
$150 monthly credit

‘Your own personal sandbox for
dev/test. Provision virtual
machines, cloud services, and

Activate @

Visual Studio subscription benefits

Remember you can only sign up for one Azure AD free trial
subscription.
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Configuring your administrative workstation

First of all, we need to set a functional administrative workstation to work through
this guide. You need to have a Windows 10 Enterprise client machine in a work
group configuration. We recommend using a freshly installed Windows 10 Enterprise
virtual machine. We need a Windows 10 device to use the Azure AD Join later in the
book. If you are not able to access the Volume Licensed or MSDN version, you can

use the Enterprise Evaluation version at https://www.microsoft.com/en—-gb/
evalcenter/evaluate-windows—-10-enterprise.

In the code section of this chapter, you will find the following cmdlets to install the
needed administrative tools on your client machine, basically, the Azure AD,
MSOnline and the Azure Resource Manager PowerShell modules:

1. Install the Azure Active Directory PowerShell module:

Install-Module —-Name AzureADPreview
2. Install the MSOn1ine PowerShell module:

Install-Module -Name MSOnline

3. Install the Azure Resource Manager PowerShell module:

Install-Module AzureRM

4. Connect to the MSOn1ine interface with PowerShell:

Connect-MsolService

# Provide your global administrator credentials
# View your assigned subscriptions
Get-MsolAccountSku

# View all actual users

Get-MsolUser

5. Create your first test user to prove the Azure AD administrative
connection:

New-MsolUser -UserPrincipalName
"jochen.nickel@inovitcloudlabs.onmicrosoft.com" -DisplayName
"Jochen Nickel" -FirstName "Jochen" -LastName "Nickel" -
UsageLocation "CH" -LicenseAssignment
"inovitlabs:ENTERPRISEPREMIUM", "inovitcloudlabs:EMSPREMIUM"

Get-MsolUser -UserPrincipalName
jochen.nickel@inovitcloudlabs.onmicrosoft.com | £l

[17]
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6. Connect directly to the Azure AD interface to compare the output and
capabilities with the Msonline PowerShell module:

Connect-AzureAD
Get—-AzureADUser -all $true | where userprincipalname -eq
jochen.nickel@inovitcloudlabs.onmicrosoft.com | £l

7. Unpack the deployment package from the code package. The
C:\Configuration\HRExports directory contains the needed HR import
and group creation scripts to configure your Azure AD tenant with some

test data:
Marne Date modified Type Size
| AddOrgGroups.psl Windows Powers... 1 KB
|& HRImportToAAD psl : Windows Power5... 2 KB
-] MewHire.csv 01.01.2016 20:24 Microsoft Excel C... 1 KB

Example script set

In the HRImport ToAAD. ps1 script, the following important variables will be used:

$domain = Get-MsolDomain | where {$_.Name -notlike "*mail*"}
$dir = "C:\Configuration\HRExports"

# Also configure your PowerShell Execution Policy to RemoteSigned with
the following cmdlet

# More information about this topic can be found under
http://bit.1ly/1EWLG03

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned

The domain variable will contain the domain.onmicrosoft.comname of your
Azure AD default directory. We use this directory and not a registered domain name
for different steps. At the end of the chapter, we will change to a custom domain so
that you can explore the needed tasks. As you can see, the dir variable contains the
path to the scripts and the simple HR export file called NewHire.csv. The
contoso.com domain in the file will be replaced with your domain name, stored in
the domain variable.
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The NewHire. csv file contains the following demo user set, which will be used in
future configurations to demonstrate the different functionalities:

userPrincipalName,DisplayName, FirstName, LastName, password
Don.Hall@contoso.com,Don Hall,Don,Hall,Pass@wordl
Ellen.Adams@contoso.com,Ellen Adams,Ellen, Adams,Pass@wordl
Jeff.Simpson@contoso.com,Jeff Simpson,Jeff, Simpson,Pass@wordl
Brian.Cox@contoso.com,Brian Cox,Brian,Cox,Pass@wordl
Doris.Sutton@contoso.com,Doris Sutton,Doris, Sutton,Pass@wordl
Petro.Mitchell@contoso.com,Petro Mitchell,Petro,Mitchell,Pass@wordl

With the next step, we will assign an EMS E5 plan license to our global administrator,
admin@domain.onmicrosoft.com. The Office 365 E5 was already assigned through
the creation process. Later in the chapter, we will assign licenses through dynamic
group membership, which is an Azure AD Premium P2 license feature:

Tenant Administrator - Licenses

« + Assign C) Reprocess

Manage

) PRODUCTS
Profile

¢ Directory role Office 365 Enterprise ES
Groups

i Applications

& Licenses

D Devices

Azure resources

C) Refresh

£E Columns

STATE

Active

License assignment operation

Click Assign and add the EMS E5 plan license to your global administrator. The

expected result will be as follows:

PRODUCTS STATE

Enterprise Mobility + Security E5 Active

Office 365 Enterprise ES Active

EMNABLED SERVICES

9/9

25/25

ASSIGNMENT PATHS

Direct

Direct

Assigned license overview
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We will get the correct message that we have no active subscription assigned to this
user ID. Next, sign up for a Microsoft Azure subscription.

Custom company branding

Most companies like to see how they can apply their corporate identity to Azure
services. With a few easy steps, you can show the most important capabilities. To add
custom branding, you need to use an Azure Active Directory Premium 1, Premium 2,
Basic, or Office 365 license. With the following simple example, you can see what you
can customize. You can provide the customizing in different languages to address
your own or your customers' needs. These configuration tasks are always a good
starting point in a demo or a proof of concept. You are free to use your pictures and
designs for this setup:

$ movir

< admin@inovitcloudlabs.onmicrosoft.com

Enter password

[password

Forgot my password

This service is for the exclusive use of
INOVITCLOUDLABS by inovit GmbH employees and
partners. Please don't share your credentials and
refrain from signing in from untrusted computers.
Need help? Call the IT Help Desk at (58) 100-0960.

©2018 Microsoft ~ Terms of use ~ Privacy

Customized portal example

[20]
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The first thing we are going to change is the Name of the directory in the properties
section. Just enter your desired name. We used INOVITCLOUDLABS by inovit
GmbH. You can also provide your own technical and privacy contacts and links on the
login page:

Directory properties
* Name
INOVITCLOUDLABS by inovit GmbH
Country or region
Switzerland
EU Model Clause compliant datacenters

A

Notification language

English v
Directory ID

3410ebcb-d664-4e40-9322-5cf49df15850 E

Technical contact

tenants@inovit.ch

ww.inovit.ch/en/privacy-policy.html v |

https://w

Access management for Azure resources

Azure AD tenant properties

Click Customize Branding, and you will see the following options. So that you can
prepare your pictures and brands, we summarized the help information provided in
Microsoft TechNet:
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INOVITCLOUDLABS by inovit GmbH

Hsave | ¥ piscard @

Sign-in page background image
Image size: 1920x1080px

File size: <300KB

File type: PNG or JPG @

Banner logo
Image size: 280x60px
File size: 10KB

Square logo image

Image size: 240x240x(resizable)
Max file size: 10KB

PNG (preferred) or JPG @

Square logo image, dark theme
Image size: 240x240x(resizable)
Max file size: T0KB

PNG (preferred) or JPG @

File type: Transparent PNG or JPG @

Edit company branding

| Select a file

P NnoviIT

| Select a file

-

-
| Select a file (|
| Select a file (]

Azure AD portal-customizing options

Next, you will see a configuration summary.
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Summary and recommendations of the help
information

The following section provides you with several capabilities and summarizes the
most important corporate identity features to customize your environment:

Banner logo: Choose between the following options:
¢ Displayed on the Azure AD sign-in page and
myapps.microsoft.com
e PNG or JPEG
e Can't be taller than 36 pixels or more extensive than 245
pixels
¢ Recommendation—no padding around the image

Sign-in page text body: Choose between the following options:
e Appears at the bottom of the Azure AD sign-in page

¢ Unicode text only with a maximum length of 256 characters

¢ Use to communicate the phone number to your help desk
or include a legal statement

¢ Recommendation—don't add links or HTML tags

Sign-in page background image: Choose from the following options:
¢ Displayed on the side of the Azure AD sign-in page
e PNG or JPEG
¢ Recommended 1420 x 1200 with a supported file size of 300
KB (max. 500 KB)
¢ Keep the exciting part in the top-left corner (image gets
resized and cropped)

Username hint: Hint text that appears to users if they forget their
username:
e Unicode, without links or code

¢ Maximum 64 characters

[23]



Building and Managing Azure Active Directory

Chapter 1

e Show option to remain signed in: Let your users remain signed in to
Azure AD until explicitly signing out:

P novim

admin@inovitcloudlabs.onmicrosoft.com

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

D Don't show this again

No Yes

This service is for the exclusive use of
INOVITCLOUDLABS by inovit GmbH employees and
partners. Please don't share your credentials and
refrain from signing in from untrusted computers.
Need help? Call the IT Help Desk at (58) 100-0960.

Login experience

Your expected result should be this:

You are also able to do some extensive customization with the help
of the fOllOWing article https://docs.microsoft.com/en-us/azure/

active-directory/fundamentals/customize-branding.

LOCALE

BACKGROUND IMAGE BANNER LOGO. USERNAME HINT

SIGN-IN PAGE TEXT

Default

o

[

This service is for the exclusive use of INOVIT...|

Portal-customizing effect

Now that we have provided an essential company branding, we can start to create
and manage users and groups.

[24]
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Creating and managing users and groups

In the next steps, we connect to our Azure AD and generate the test users and groups.

Start the Azure AD PowerShell console and connect to Azure AD by executing the
following cmdlets and scripts:

$msolcred = get-credential

# Enter your global administrator credentials
connect-msolservice —-credential S$msolcred
C:\Configuration\HRExports\HRImportToAAD.psl

Alternatively, you can also use connect-msolservice directly to
connect without the use of a variable.

After starting the script, go directly to https://portal.azure.com with your
admin@domain.onmicrosoft.com credentials. Select the users' section under your
Azure AD. You should find the users from the HireUsers. csv file under the All

users tab:

= newuser = New guest wser [Z Multi-Factor Authentication ) Refresh S2 ¢
Name Shon
All users N
NAME USER NAME user TYPE SOURCE
° Brian Cox Brian.Cox@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
£ Don Hall Don Hall@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
e Doris Sutton Doris.Sutton@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
° Ellen Adams Ellen.Adams@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
inovitcloudlabs manager inovitdloudlabs.manager@inovit.ch Guest External Azure Active Directory
° Jeff Simpson Jeft Simpson@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
Jochen Nickel jochen.nickel @i rosoft.com Member Azure Active Directory
Master Tenant Administrator admin@inovit.onmicrosoft.com Guest External Azure Active Directory
@ Petro Mitchell Petro.Mitchell@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory
Tenant Administrator admin@inovitcloudlabs.onmicrosoft.com Member Azure Active Directory

Azure AD portal user management
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Open https://portal.office.com | Admin | Active Users, and you can see your
users with active licenses in Office 365:

|:| Brian Cox Brian.Cox@ inovitcloudlabs.onmicrosoft.com Office 365 Enterprise E5 Enterp...
|:| Don Hall Don.Hall@inovitcloudlabs.onmicrosoft.com Office 365 Enterprise E5 Enterp...
I:‘ Daoris Sutton Doris.Sutton@inovitcloudlabs.onmicrosoftcom  Office 365 Enterprise E5 Enterp...
I:‘ Ellen Adams Ellen.Adams@inovitcloudlabs.onmicrosoftcom  Office 365 Enterprise E5 Enterp...
|:| Jeff Simpson Jeff.Simpson@inovitcloudlabs.onmicrosoftcom  Office 365 Enterprise ES Enterp...
|:| Jochen Nickel jochen.nickel@inovitcloudlabs.onmicrosoftcom — Office 365 Enterprise ES Enterp...
I:‘ Petro Mitchell Petro.Mitchell@inovitcloudlabs.onmicrosoft.com  Office 365 Enterprise E5 Enterp...
I:‘ Tenant Administrator admin@inovitcloudlabs.onmicrosoft.com Enterprise Mobility + Security ...

Office 365 user management

Let's create three example groups to represent the company organization with the
following script:

C:\Configuration\HRExports\AddOrgGroups.psl

Now, you will see the created groups:

ﬂ Accounting Security Assigned

N HR Security Assigned

Sales Security Assigned

Azure AD group management
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Test your configuration, open https://myapps.microsoft.com, and log in with the
user Don.Hall@domain.onmicrosoft.com, and you should see Office 365
SharePoint, Outlook, and many applications in the access panel Ul Click Outlook,
and you should be able to open the app without additional login information to
access your mailbox:

Search Mail and People p & New|v I Deleteall K3 Mark all as read

A Folders Focused Other Filter w
Inbox 1 Next: Mo events for the next two days. fl Agenda
sent ftems Skype for Business
Drafts You now have Office 365 Audio Conferencing Tue 4:25 PM
More —You now have Office 365 Audio Conferencing — - Offic..

~ Groups Neve

tad

User Inbox dialog

In the next steps, we provide an owner to our organizational groups.

Set group owners for organizational groups

To provide group management by the manager of a department, we will assign the
following users as owners of their department groups:

e Accounting: Brian.Cox@domain.onmicrosoft.com
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Security

Save Cancel

Add owners

Search to add owners

‘ Search pe
Adding (1) N
All (11)

@ Brian Cox Brian.Cox@ inovitclo udlabs.o...

Group - user assignment

Do the same for:

e HR: Don.Hall@domain.onmicrosoft.com

e Sales: Doris.Sutton@domain.onmicrosoft.com

Now that we have configured the owners, we will start to delegate management.

Delegated group management for
organizational groups

The default configuration of Azure AD allows an owner of a security or Office 365

group to manage the group members based on the data owner concept in the Azure
AD Access Panel and the Azure portal.
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Furthermore, you can limit this functionality, based on your needs:

Security Groups

Users can create security groups in Azure portals @ Yes
Owners who can assign members as group owners in Azure portals @ All Selected

. >
No group selected
Office 365 Groups
Users can create Office 365 groups in Azure portals @ Yes
Owners who can assign members as group owners in Azure portals @ All
>

No group selectec

Group options in Azure AD

Loginas Don.Hall@domain.onmicrosoft.comto https://myapps.microsoft.com.
Click on the HR group and add E11len.Adams@domain.onmicrosoft.com to the

HR group:

. Q Don R
' I N OVIT INOVITCLOUDLABS BY INOVIT GMBH
&~ Groups
HR MEMBERS ROLE D
Human Resources 2 Ellen Adams Member  Ellen.Adams@inovitcloudlabs...
Group type: Security
Members; 1
Uoin policy: Only the owner of this group can add members
Edit details  Delete group

Group view in Azure AD access panel UI

Review the Join policy under Edit details.

In the next section, we will configure the group self-service options.
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Configure self-service group management

Another request may be that users need to be able to create request-based security or
Office 365 groups, for instance for projects or distribution groups. For this, they need
the capability of an approval process. You can provide this functionality by activating
the option under the group management general section. The feature set requires
Azure Active Directory Premium:

Self Service Group Management

Owners can manage group membership requests in the Access Panel @ Yes MNo

Restrict access to Groups in the Access Panel @ Mo

Self-Service Group Management options

An Office 365 group includes a distribution list but also consists of these shared tools:

Inbox for group email communication

Calendar for scheduling group meetings and events

Library for storing and working on group files and folders

OneNote notebook for taking project and meeting notes

Planning tool for organizing and assigning tasks and getting updates on
project progress

e Guest access (set up by the administrator)

Practical note: Use a different browser or the Private Browsing
option for handling the different user sessions: one session on
https://portal.azure.comas admin@domain.onmicrosoft.com
(Admin) and another session as the explicit user (User) under
https://myapps.microsoft.com.

[30]


https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com
https://myapps.microsoft.com

Building and Managing Azure Active Directory

Chapter 1

Create the sales internal news group as an Office

365 (distribution group)

LoginasDoris.Sutton@domain.onmicrosoft.comto https://myapps.

microsoft.comand create the Sales Internal News group as an Office 365 group.

Check that the Group policy shows This group is open to join for all users:

Create group

Group type
Office 365

Group name

Sales Internal News

Group description (optional)

Eales Internal News

Group policy

This group is open to join for all users

Cancel

Azure AD access panel UI - group creation
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Review the Join policy of your newly created group:
Doris
. I' I N OVIT Q INOVITCLOUDLABS BY INOVIT GMBH R
é Groups
Sales Internal News MEMBERS ROLE © +
S I Sales Internal News K Doris Sutton Owner Doris.Sutton@inovitcloudlab...
Group type: Office 365
Members: 1
Join policy: This group is open to join for all users

Leave group  Edit details  Delete group

Group dialog - Azure AD access panel UT

In your Azure AD, under Groups, you will also find the newly created group:

Sales Internal News

Membership type

Assigned
S I Source
Cloud
Members
® .
1 User(s) i O Group(s) . 0 Device(s)
Group memberships Owners
20 a1

Type

Office

Object ID

842e38f5-a08b-4773-a0fd-94547c08f742

0 other(s)

Group overview - Azure AD access panel UI
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Now, as the group owner, we change the group to request a managers' approval with
the group policy setting:

Edit details

Group type
Office 365 v

Group name

Sales Internal News

Group description (optional)

Sales Internal News

Group policy

This group requires owner approval

Update Cancel

Group editing dialog

Test the new configuration and log in as Don.Hall@domain.onmicrosoft.comto
https://myapps.microsoft.com Navigate to groups. Choose Sales Internal News:

Q Don R
' I N OVIT INOVITCLOUDLABS BY INOVIT GMBH
&« Groups
Sales Internal News MEMBERS ROLE D
S I Sales Internal News o8 Doris Sutton Owner Doris.Sutton@inovitcloudlabs.on...

Group type: Office 365
Members: 1
Join policy: This group requires owner approval

Join group

Join group dialog
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Join the Sales Internal News group and type a Business justification, click
Request, and the process should be started.

Log inasDoris.Sutton@Rdomain.onmicrosoft.comto https://myapps.

microsoft.com.

Check your inbox. You should have received the join request mail and a notification,
shown in the Access Panel UL

Click on this request and approve it:

E? Doris p\
INOVITCLOUDLABS BY INOVIT GMBH

Notifications

Don Hall requested to join "Sales
Internal News"
"Need to be informed...."

Group join - Notifications

Note: Next, you will see the group members of the Sales Internal
News group.

Login as Don.Hall@domain.onmicrosoft.comon https://myapps.microsoft.

com.
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Check your inbox, and you should have received a successful approval message:

Your membership request was approved

Today, 1:43 PM

Don Hall ¥

Your group membership request was approved

Group name: Sales Internal News
Approved by: Doris Sutton
Business justification: Need to be informed....

o Microsoft Online Services Team <msonlineservicesteam@microsoftonline.com>

View Group Memberships | Privacy | Legal

Approval message - group membership

Check your group membership, and you should be a member of the Sales Internal
News group:

Don
I' IN OVIT Q INOVITCLOUDLABS BY INOVIT GMBH R
GI‘OUpS /O Search groups
Groups | own Groups I'm in
+ Create group +Join group
HR Sales Internal News

Group management in Azure AD access panel Ul

Next, we will configure dynamic group memberships.

[35]



Building and Managing Azure Active Directory Chapter 1

Configure dynamic group memberships

In the next section, we will configure straightforward dynamic group memberships to
use the department attribute to add users to their department group and build up a
dynamic licensing assignment. Group-based licensing currently does not support
groups that contain other groups (nested groups).

An Azure AD Premium P1 license is needed for every user in a
dynamic group.

When enabling dynamic groups, current memberships will be lost.
The usage location of a user needs to be set to assign a license.

As the admin@domain.onmicrosoft.com, choose the Accounting group, navigate
to properties, and change the membership type to Dynamic User.

Create a simple rule, department Equals (-eq) Accounting:

ETOENE  Advanced rule

Add users where

department ~
+ (et custom extension properties @

Equals s

Accounting

Dynamic group membership rule configuration

Set the department attribute (profile section) on the accounting users Brian Cox and
Jeff Simpson to Accounting:

Job info

Job title Department Manager Remove Change

Accounting

Filling user attributes for dynamic group usage
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The member should be added automatically. Check the group membership and verify
the two new members:

Accounting

Membership type Type Membership processing status

Dynamic Security Update complete
/ \ Source Object 1D Membership last updated
Cloud Tebadeb8-97f4-4244-86a6-75dd21128e28 11/30/2018, 2:11:05 PM
Members
2 User(s) 0 Groups Ho Device(s) 0 otherts)

Freshly calculated dynamic group membership

Next, we will provide an automatic licensing solution.
Create the following security group:

e Office 365 full feature licensing

¢ Group description: Automatic Office 365 Full Feature Licensing
¢ Membership type: Dynamic User

¢ Dynamic query: userType —eg Member:

* Group type

| Security “ |

* Group name @

| Office 365 Full Feature Licensing W

Group description @

| Automatic Office 365 Full Feature Licensing

* Membership type @

| Dynamic User £ |

+ Dynamic user members @

Edit dynamic query

Group properties dialog
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Under Licenses | Products, assign the Office 365 E5 plan. Don't choose any
assignment options at the moment:

* Products S
1 product selected

Assignment options S

Assignment options

Group assignment options

Note: With the assignment options, you can enable/disable features
as needed.

Wait until the membership has updated and check the license assignment for
Don.Hall@domain.onmicrosoft.com.

You will see that the user gets the license through a direct and group-based
assignment:

PRODUCTS STATE ENABLED SERVICES ASSIGNMENT PATHS

Enterprise Mobility + Security E5 Active 9/9 Direct

Office 365 Enterprise E5 Active 25/25 Direct, Inherited (Office 365 Full Feature Licensing)

License assignment overview

This license solution is to give you a starter. You should remove the
directly assigned licenses from all users that get licenses from group
membership.

In the next section, we will configure role assignments to administrative units.
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Assign roles to administrative units

To delegate tasks, we use the creation of administrative units (AUs) and assign roles
for specific tasks. In this configuration, we generate an HR [AU] , and we assign the
manager of the HR department with the role to manage user accounts in this scope.

Creating an administrative unit

First of all, we need to connect to our Azure AD with the PowerShell cmdlet Connect-
AzureAD for the admin@domain.onmicrosoft .com user.

Use the following cmdlets to create the HR [AU]:

New-AzureADAdministrativeUnit -Description "Human Resources Users" -
DisplayName "HR"

View the expected output:

DisplayName Description

Human Resources Users

Newly created administrative unit

Next, we will add the related users.

Adding users to an administrative unit

Next, we add the users of the HR department to the HR [AU]. Use the following
cmdlets to do this:

SHRAU = Get-AzureADAdministrativeUnit -Filter "displayname eq 'HR'"
$initialDomain = (Get-AzureADDomain) [0].Name

$HRUserl = Get-AzureADUser -Filter "UserPrincipalName egq
'don.hall@$InitialDomain'"

$SHRUser2 = Get-AzureADUser -Filter "UserPrincipalName egq
'ellen.adams@$InitialDomain'"

Add-AzureADAdministrativeUnitMember -ObjectId $HRAU.ObjectId -
RefObjectId $HRUserl.ObjectId

Add-AzureADAdministrativeUnitMember -ObjectId $HRAU.ObjectId -
RefObjectId $HRUser2.ObjectId

Get-AzureADAdministrativeUnitMember -ObjectId $HRAU.ObjectId | Get-
AzureADUser
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The output of the preceding command is as follows:

DisplayName UserPrincipalName UserType

44fb9355-0a23-4487-8059-206b62daléaé Don Hall Don.Hall@inovitcloudlabs.onmicrosoft.com Member
0b242043-acdf-4c8a-8b26-f03eb913chd7 Ellen Adams Ellen.Adams@inovitcloudlabs.onmicrosoft.com Member

Newly added users overview

Next, we will use the scoping options.

Scoping administrative roles

In the next step, we assign the user account administrator role. Verify available roles
with the following cmdlet:

Get—-AzureADDirectoryRoleTemplate

Now, we enable the user account administrator role with the following cmdlet:

Enable-AzureADDirectoryRole —RoleTemplateld
fe930be7-5e62-47db-91af-98c3a49a38bl

Set variables and assign the user to the role:

$admins = Get-AzureADDirectoryRole
foreach($i in $admins) {
if ($i.DisplayName —-eq "User Account Administrator") {
S$uaAdmin = $i
}

$HRUA = Get-AzureADUser -Filter "UserPrincipalName eq
'Don.Hall@$InitialDomain'"

$uaRoleMemberInfo = New-Object -TypeName
Microsoft.Open.AzureAD.Model.RoleMemberInfo —-Property @{ ObjectId =
$SHRUA.ObjectId }

Add-AzureADScopedRoleMembership —-RoleObjectId $uaAdmin.ObjectId -
ObjectId $HRAU.ObjectId -RoleMemberInfo $uaRoleMemberInfo
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The output of the preceding command is as follows:

DisplayName Description

ddobdb75-7631-49ca-be3f-6831d7428c41 User Account Administrator Can manage all aspects of users and groups, includin...

User Account Administrator assignment

Next, we will test our configuration.

Test your configuration

Open a new PowerShell and connect with the Connect-MsolService command to
the Azure AD, and log in with Don.Hall@domain.onmicrosoft.com credentials.

Modify a user account assigned to the HR administrative unit:

Set-MsolUser -UserPrincipalName ellen.adams@domain.onmicrosoft.com -
Department HR

Verify your modification:

Get-MsolUser —-UserPrincipalName ellen.adams@domain.onmicrosoft.com |
select Department

Next, we will protect an administrative account with the Privileged Identity
Management (PIM) features of Azure AD Premium P2. We recommend using Azure
MFA to protect your administrative accounts, if you don't want to invest in Azure AD
Premium P2.

Protect your administrative accounts

In this section, we will use Azure AD Premium P2 PIM to protect an administrative
account in a quick intro.

Open https://portal.azure.comas admin@domain.onmicrosoft.com to start the
configuration.

Click All Services and choose the Azure AD Privileged Identity Management.
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Now, we need to Consent to PIM to use the service:

Privileged Identity Management - Quick start

] H Introduction
Quick start i
----------------- Secure your organization by managing and restricting privileged access

| @ Consent to PIM |
Azure AD Privileged Identity Management

Azure AD Privileged |dentity Management PowerShell module
Azure AD Privileged |dentity Management for Azure resource roles

Tasks

Privileged Identity Management - enablement

You will need to verify your identity and provide your preferred security verification

option, as you can see in the following screenshot:

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone b
Switzerland (+41) ~ | |797483898
Method

C  Send me a code by text message

® Callme

Azure MFA onboarding

If you already use the Microsoft Authenticator App on your mobile
device, you can also register the mobile app.
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Finish the verification process and click Consent—proceed:

CJ Refresh |b‘ Consent |

o Status check completed. Please click 'Consent’ button to consent te Privileged |dentity Management service

Consent to finish the initialization

Next, we sign up under Azure AD Roles, so that users can enable Azure AD roles.
Click Sign up PIM for Azure AD Roles to activate the functionality:

Azure AD roles - Sign up PIM for Azure AD Roles
INOVITCLOUDLABS by inovit GmbH

P signup
Overview

Quick start

o Status check completed. Please click 'Sign Up' button to sign up Azure AD Privileged Identity Management for Azure AD roles
(3 sign up PIM for Azure AD Roles

Azure AD roles - PIM sign-up

Now that the feature is enabled, we can assign the roles to our users.

Click Assign eligibility to start the task:

Azure AD role:

INGVITCLOUDLABS by in

uick start

«|

Ovenview .: Azure AD Privileged Identity Management

[ QITESEE Jzure AD PIM is a Premium festure that enables you to limit standing admin access to privileged roles and much more. Learn more
Tasks
My roles
@ My requests | - 9
@ Approve requests | Assign Activate Approve Audit
Review access Assign users or current admins as Activate your eligible admin roles so View and approve all activation View and export 3 history of all
eligible admins for specific Azure AD that you can get limit standing access request for specific Azure AD roles privileged identity assignments and
roles, 5o that they only have access to the privileged identity that you are configured to approve activations so you can identify attacks
Manage when necessary and stay compliant
» Roles |
Members ign clgibility Activate your role Approve requests View your history
Alerts |

Role assignment procedure
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Click the Global Administrator Role, view the actual members, and add your test
account to the role:

Add managed members 0 X

Select members >

1 selected members

User assignment to a role

View the expected result:

Global Administrator - Members

«

Manage

Members

Description
Troubleshooting + Support | MEMBER EMAIL ASSIGNMENT TYPE

K Troubleshoot ' Jochen Nickel jochen.nickel@inovitcloudlabs.onmicrosoft.com Eligible

New eligible user assigned to the role

Let's test our configuration by opening an InPrivate browser session; open https:/
/portal.azure.com and log in with your own test account. Click All Services and
choose Azure AD Privileged Identity Management. Choose My roles and activate
the Global Administrator role for your account:

Eligible roles  Active roles
Activate -

BT [ reresn |
- ROLE NAME STATUS PENDING REQUESTS ACTION
= Azure resource roles
Global Administrator Not active 0 pending request(s) Activate

Troubleshooting + Support
K Troubleshoot

New support request

Role activation procedure
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Next, you need to verify your identity. Follow the process, register, and verify your

account. You need to complete the registration process just once:

Global Administrator = O

Role activation details

Verify your identity before proceeding
MNAME
lochen Mickel

EMAIL
Jochen.nickel@inovitcloudlabs.onmicrosoft.com

ACTIVATION
Eligible

EXPIRATION

*

Starting the verification process

After the registration and verification processes are finished, you can Activate your

role:

Global Administrator =z 0O

Role activation details

P Activate
NAME
Jachen Mickel

EMAIL
jochen.nickel@inovitcloudlabs.onmicrosoft.com

ACTIVATION
Eligible

EXPIRATION

X

Role activation
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Provide a reason for your role activation. You will note that the role is limited for 1
hour and that you can define a custom activation time. Later in the book, we will
configure different roles and features:

Activation O x

Role activation details
Custom activation start tirme

Activation duration (hours)

* Activation reason (max 300 characters)

Initial Test PIM.

Activation options, such as Custom activation start time and Activation reason

Verify that your role is activated. You have successfully requested your Global
Administrator role for the first time over Azure AD PIM. This is very useful so that
high privileges are not permanently assigned to your account:

Dashboard > Privileged Identity Management > My roles - Azure AD roles

My roles - Azure AD roles %
«
Eligible roles|  Active roles
Activate R
e

ROLE NAME status
Azure resource roles

Global Administrator

Troubleshooting + Support

K Troubleshoot

the Azure AD is completed
New support request

Active roles overview

We always recommend that you leave one Global Administrator permanently
assigned, and that no Azure MFA is required to use the account. Use this account as a
Breaking Glass account if the Azure AD PIM or MFA service is not available.

Next, we will configure user and group-based application access in Azure AD.
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Provide user and group-based
application access

In this section, we configure a typical workplace, which a user can access under the
Access Panel Ul (https://myapps.microsoft.com). We assign applications to users
and groups to see the different capabilities. The steps don't contain all single sign-on
or provisioning options. We will discuss these feature sets later in specific chapters.

Login to https://portal.azure.com with your Global Administrator credentials
and add several applications from the application gallery under the Enterprise
applications section. After adding the applications, we assign the accounts, which are
to be provided access.

Build a list of applications like the following, and assign all groups to access the
applications, except the one with user provisioning:

Application Type Applications status Application visibility

Enterprise Applications v Any v Any v Apply m

NAME HOMEPAGE URL OBJECT ID APPLICATION ID

Azure AD Entitlement Lifecycle Management https://localhost:44319/ b0ad5e9f-5dde-deef-bec2-928d4... 5f17857e-2843-4d9%e-a8...
Azure AD Power Bl Content Pack App https://msit.powerbi.com/ b3a0a590-4bf2-49ae-aa69-eaB22... 2alc3efa-ba54-4e55-bd...
ﬂ B2B Portal https://b2bportal-webyudajn5uexacs.az... 8902eeae-e16d-49c0-a7b5-9f9ed... 82e8d965-5660-4d2b-b...
B2B Portal PreAuth https://b2bportal-webyudajn5uexacs.az... f9086128-a68c-42d1-b301-2e3f64... elabb471-ffad-43f7-b56...
1,:“; Dynamics CRM Online http://www.microsoft.com/dynamics/crm  54d84b24-d379-426d-a530-cb26... 00000007-0000-0000-c...
ﬁ Forms-based Application Demo daca221d-6144-4d18-854e-72610... 875a61a8-df46-4367-97...
Graph explorer https://developer.microsoft.com/en-us/... 332b209c-e5c¢0-4884-ad9fe-558bc... de8bcB8b5-d9f9-48b1-as...
ﬁ Kerberos Demo Web Site https://kerberosdemowebsite-181031ino... 96448ch9-c273-4c91-86d3-bd28...  cd3a5fbb-de3e-dafe-a2...

Azure AD application management
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You will note the differences in the format with and without user
provisioning.

Test your newly configured workplace and log in as
don.hall@domain.onmicrosoft.comto https://myapps.microsoft.com:

& wnovir

Apps

Q Daon
INOVITCLOUDLABS BY INOVIT GMBH

/O Search apps

2

Docusign d Doodle Dynamics 365
Excel Flow Forms
n Linkedin D MyAnalytics “ Netflix

Add-In Calendar Delve pnq Groups

Azure AD access panel UI - application access

Also, test the user experience on Office 365 and log in as

don.hall@domain.onmicrosoft.comtohttps://portal.office.com.

Next, we will assign applications to users.

Assign applications to users and define login

information

In the next step, we will assign the LinkedIn application to Don Hall, with the
company credentials. Don Hall will not be able to see the credentials. So, if he leaves

the company, the credentials are still protected.
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Add the LinkedIn application from the application gallery and assign Don Hall to
access this application:

Linkedin - Users and groups

Enterprise Application

« + Add user £E Columns

B overview
@ T zpplication will appear on the access panel for assigned users. Set visible to users? to no in properties to prevent this. =
i Getting started [ e mrmmmmemeeees

Deployment Plan

DISPLAY NAME OBJECT TYPE
Manage
LLN  Don Hall User
Properties
a Owners

A Users and groups

Application - Users and Groups assignment

Next, we provide valid LinkedIn credentials. If you don't have a LinkedIn account,
register a demo one:

Update Credentials ¢

H Save X Discard

This action will allow the user Don Hall to
authenticate to the application from within the
Access Panel.

Enter the credentials on behalf of the user,

Account Name | Jjochen.nickel@hotmail.com |

Passward | sessnsess |

Azure AD Credentials store

If you assign an application to a group, you can decide whether the
credentials will be shared:
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The following options for working with credential sets are available:

¢ View with shared credentials: Users can view this just a few seconds after
clicking the application. Test it with the Twitter app.

¢ View with no shared credentials: Users need to add the preferred
credentials once. Test it with the Twitter app.

You get the same behavior if you, as the administrator, don't
provide the credentials.

Test this behavior with the user account, assign applications to groups, and define
login information.

Assign applications to groups and define
login information

In the next steps, we do the same for groups, such as an HR group that uses these
groups to get news from an individual Twitter channel:

Add Assignment X Assign Credentials O X
INOVITCLOUDLABS by inovit GmbH
Assign credentials to be shared among all group members? @ Yes Mo
Users and groups >
1 group selected. Account Name jochen.nickel@hotmail.com
Password LLLILIE Ll

Default Access

Assign Credentials

Filling the Azure AD Credentials store for application access

Add the Twitter app from the application gallery. Assign the HR group and configure
the credentials. Check the application at https://myapps.microsoft.com with a user
of the HR group.

Now, we can configure the self-service application management.
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Self-service application management

In this section, we allow users to add their applications to their workplace under
https://myapps.microsoft.com to enjoy the Single Sign-On feature. Under your
Azure AD in the Configure section, navigate to Enterprise applications. Activate the
function shown here:

Enterprise applications - User settings

INOVITCLOUDLABS by inovit GmbH - Azure Active Directory

« Hsave ¥ piscard

_________________________________________________________________________________________

) Overview
Manage | Enterprise applications
B Al applications
| Users can consent to apps accessing company data on their behalf @ Yes No
*  application proxy
Users can add gallery apps to their Access Panel @ Yes
£} User settings |
Users can only see Office 365 apps in the Office 365 portal @ Mo

Security

Conditional Access

Enterprise applications management options

Log inasEllen.Adams@domain.onmicrosoft.comto https://myapps.microsoft.
com. Click Get more applications and add MailChimp. After you add MailChimp,
click Manage applications and choose MailChimp.

As admin@Rdomain.onmicrosoft.comon https://manage.windowsazure.com, you
can see the newly added application under the Enterprise applications section of
your Azure AD.

Configure the application, add some users, and test it!

Password reset self-service capabilities

In this section, we configure the password reset capabilities of Azure AD to reduce
support costs and 24/7 availability. We use no restrictions on the service and we
require just one verification option to reset the password:
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Password reset - Properties
INCVITCLOUDLABS by inowvit GmbH - Azure Active Directory

« F] Save X Discard

Manage
Self service password reset enabled @

“\! Properties | None |Selected All

) Authentication methods
Registration
Motifications

Customization

-7 On-premises integration

Password reset - Properties dialog to select the activation options

To verify the reset, we use several methods:

« H Save X Discard

Manage
Number of methods required to reset @

Properties 4

o) Authentication methods

Registration Methods available to users
Motifications
Customization Mobile app code (preview)

%7 On-premises integration

Activity Users can register their mobile app at aka.ms/mfasetup or in the new security info Z
registration experience at aka.ms/setupsecurityinfo. You can enable security info
B Audit logs registration for your organization by following steps at aka.ms/securityinfodocs, For

additional help on using Authenticator app methods visit aka.ms/authappsspr

Troubleshooting + Support
| Email
x Troubleshoot

| Mobile phone

| Office phone
p

MNew support request

Security questions

Password reset - authentication options
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The next option we activate forces the user to register:

Password reset - Registration
INOVITCLOUDLABS by inovit GmbH - Azure Active Directory

€«

Manage
Require users to register when signing in ? @

' Properties Yes “

J  Authentication methods Number of days before users are asked to re-confirm their authentication information @
Registration 180

Maotifications

Password reset - Registration requirement and confirming choices

Next, we configure the related notifications.

Configure notifications

In this section, we configure the notifications options so that the administrator will be
notified if anomalous sign-ins or administrator password resets happen:

1. Configure the Notifications as shown here:

Password reset - Notifications
INCWITCLOUDLABS by inovit GmbH - Azure Active Directory

« H Save ¥ Discard

Manage
Notify users on password resets? @

O Authentication methods Motify all admins when other admins reset their password? @

Registraton

Notifications

Password reset - NotificationS options
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2. Users will be forced to register for a password reset, as shown in the
following screenshot:

Your administrator has required you to verify your contact info.
You can use this to reset your password if you ever lose access to

your account.

Registration enforcement

Now, we will test our newly configured feature and will see the registration

scenario required for your verification options. Next, we will check the password
reset.

Test the newly configured settings and log in as
Don.Hall@domain.onmicrosoft.comto https://myapps.microsoft.com.

You will receive a message that you need to register for a password reset:

Keep your account secure

Sometimes your organization needs more info to make sure it's you. Set up the security info below so you can
prove who you are.

~~ Authenticator app

Set up your mobile app and approve a notification

Choose security info
Get help

Cancel

Authenticator app - setup procedure
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Add your preferred method for Don Hall. You will receive an SMS text message, an
email to your mailbox, or another of your defined response methods.

Administrative users need two verification options by default.

Login as admin@domain.onmicrosoft.comto https://myapps.microsoft.com,
and you will see the request for two verification options.

In the next steps, we will verify the functionality.

Test the password reset process

Open https://myapps.microsoft.comin your preferred browser and enter
Don.Hall@domain.onmicrosoft.com. Click the Can't access your

account? option or use the following link, https://passwordreset.
microsoftonline.com, to start the password reset process. You will come into the
verification process, and you need to follow the tasks. Finish the process and log in
with the new password.

Using standard security monitoring

In this section, we will configure and simulate some typical events that get reported
in the Azure AD Monitoring section.

First, we configure a Password protection feature, Custom smart lockout. We set the
value to 10 incorrect logins:
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Dashboard > INOVITCLOUDLABS by inovit GmbH > Authentication methods (Preview) - Password protection (Preview)

Authentication methods (Preview) - Password protection (Preview)
INOVITCLOUDLABS by inovit GmbH - Azure AD Security

| | « Hsave Xois

Manage
¢ Custom smart lockout
Password protection (Preview) Lockout threshold @ 10

Lockout duration in seconds @ | 60

Custom banned passwords

Enforce custom list @ Yes No

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @ Yes

Azure AD password protection features

You should receive the following message if you provide a wrong password 10 times:

® nvovit

& petro.mitchell@inovitcloudlabs.onmicrosoft.com

Enter password

Your account is temporarily locked to prevent
unauthorized use. Try again later, and if you still
have trouble, contact your admin.

|Password

Forgot my password

Locked message dialog

[56]



Building and Managing Azure Active Directory Chapter 1

You can see the activity under Monitoring | Sign-In:

Basicinfo Device info MFAinfo Conditional Access  Troubleshooting and support

Requestld  ab&765ed-ae10-402c-afe2-74801fa00e00 1P address 77.58.325.145
Correlation I facc12a3-f60d-49¢cc-8e0f-4d8edc7Tba6e Location Killwangen, Aargau, CH

User Petre Mitchell Date 12/2/2018 7:42:35 PM

Username  petr i om Status Failure

User ID dbbbaca7-1280-4afd-9e04-77d5fbec6ags sign-in error code 50053

Application  Microsoft App Access Panel il Account is locked because user tried to sign in too many times with an incorrect user ID or
ailure reason L ord.
Application 1D 0000000¢-0000-0000-c000-000000000000

Client App

Azure AD monitoring capabilities

You can also test Sign-ins from multiple geographies with simulation software such
as CybeI‘GhOSt (http://www.cyberghostvpn.com/en_us). Another option would be to
use an Azure Virtual Machine.

Log in with an account between geographic regions that are far apart, such as Europe
and Asia. This requires a remote machine from your location and in a different time
zone, with logons as close together as possible:

e Logintohttps://myapps.microsoft.comas
Don.Hall@domain.onmicrosoft.com from your local PC

o Log in to https://myapps.microsoft.com as
Don.Hall@domain.onmicrosoft.comon a machine in a different time
zone than your original PC

To configure users with an anomalous sign-in activity, you can use the Tor browser:

e Utilize an anonymous browsing tool such as Tor

o Download the secure Tor browser from https://www.torproject.org/
download/download-easy.html.en

Open the Tor browser, go to https://myapps.microsoft.com, and log in as
Don.Hall@domain.onmicrosoft.com. Your user account will be locked.
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The following result is expected in security monitoring:

Don Hall O
@ All sign-ins F Reset password + Dismiss all events
Risk level Status
Secured Remediated
Role Contact
User Don.Hall@inovitcloudlabs.onmicrosoft.co...
Location MFA registered
CH Yes
Department Object Id
N/A 44fb9355-0a23-4487-8059-206bb2da16a6
Risk events
0
09/04 0922 1010 10/28 11115
| High Medium Low Closed
TIME (UTC) 1P ADDRESS RISK EVENT TYPE RISK LEVEL
12/2/2018 6:49 ... 176.10.99.200 Sign-in from anonymous IP address Medium

Security monitoring overview - Azure AD

Now that we have had a short journey through the security-monitoring options, we
will integrate our Windows 10 client into Azure AD.
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Integrating Azure AD Join for Windows 10
clients

In this section, we will configure the Azure AD Join functionality and join our first
Windows 10 client to Azure AD.

We configure a maximum of five devices per user and leave the other default values:

Devices - Device settings

INOVITCLOUDLABS by inovit GmbH - Azure Active Directory

«  KFsae X Discard

Users may join devices to Azure AD @ [ Selected

Manage

0 Alldevices

¥ Device settings

L Enterprise State Roaming

Activity
B fudtlogs Additional local administrators on Azure AD joined devices @ None
Troubleshooting + Support N
No member selected
¥ Troubleshoot
New support request
° [
o Learn more on how this setting works
Require Multi-Factor Auth to join devices @
Maximum number of devices per user @ | 5 v

Enterprise State Roaming

Manage Enterprise State Roaming settings

Azure AD - Device settings

In the next section, we will join our client to Azure AD.

Join your Windows 10 client to Azure AD

Log in to your freshly installed Windows 10 client machine and go to Settings.
Choose Connect in the Access work or school section:
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Q

Settings
@ Home Access work or school
Find a setting el

Accounts Get access to resources like email, apps, and the network.
Connecting means your work or schoal might control some things

82 Yourinfo _on this de\nce_l, such as which settings you can change. For specific
info about this, ask them.

= Email & app accounts

Connect
+

Sign-in options
Access work or school
Family & other people

Sync your settings

Azure AD Join process dialog

We sign in with don.hall@domain.onmicrosoft.com and join the Windows 10
client to Azure AD:

Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

don.hall@inovitcloudlabs.onmicrosoft.com

Alternate actions:

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

Join actions overview
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Click through the Next sections and finish joining the client. Afterwards, we will
check the new status. The expected result will be the connection to your Azure AD
name:

Connect
+

E Connected to INOVITCLOUDLABS by inovit GmbH's Azur...
Connected by Don.Hall@inovitcloudlabs.onmicrosoft.com

Azure AD joined client message

Afterward, we will verify the Azure AD Join process.

Verify the newly joined Windows 10 client

Log in to the Windows 10 client with the credentials of
don.hall@domain.onmicrosoft.comand click through the security policy
configuration. Click Enforce these policies. Click through the PIN setup and finish
the process, then test the user experience:

¢ Open the mail application, and you will see that the system recognizes
your user ID and Single Sign-On is provided.

e Also, if you open https://myapps.microsoft.com, you will be directly
logged in to the access panel UlI:

Add an account to Mail, Calendar, and People to access your
email, calendar events, and contacts.

R Don.Hall@inovitcloudlabs.onmicrosoft.com
Exchange, Office 365

ai Outlook.com
COutlogk.com, Live.com, Hotmail, MSM

EE Exchange

Exchange, Office 365

3 Google

Different mail account options
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After verifying the Azure AD Join, we will configure a custom domain. Be aware that
you need to register a domain if you want to test the associated functionality.

Configuring a custom domain

Under the Azure Active Directory | Custom domain section, click Add custom
domain and complete the verification process to prove that you are the owner of the
domain:

INOVITCLOUDLABS by inovit GmbH - Custom domain names

€ =k Add customdomain () Refresh X Troubleshoot  E3 Columns
O Overview A
Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
' Getting started
Manage
NaME status FEDERATED PrIMARY
Users
& inovitcloudlabs.onmicrosoft.com Available
roups

Actual configured domains

Add the TXT entry shown to your DNS zone to verify the domain:

inovitlabs.ch

Custom domain name

@ Delete

To use inovitlabs.ch with your Azure AD, create a new TXT record with your domain
name registrar using the info below.

RECORD TYPE TXT

ALIAS OR HOST NAME @

DESTINATION OR POINTS TO ADDRESS | MS=ms45256906

TTL 3600

Share these settings via email
Verify domain

Verification will not succeed until you have configured your domain with your registrar as described
above.

Verify

Domain verification options
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Click the Verify button on your Azure portal, and after successful verification, the
new DOMAIN NAME will appear under DOMAINS. Choose the Make primary option:

inovitlabs.ch o X

Custom domain name

v Make primary I Delete

o Verification succeeded!

TYPE Custom
STATUS Verified
FEDERATED No

To configure inovitlabs.ch for federated sign-on to your Azure
Active Directory, run Azure AD Connect on your local network.

Download Azure AD Connect

PRIMARY DOMAIN No

IN USE MNo

Custom domain overview and configuration options (Make primary or Download the Azure AD Connect tool)

Open https://portal.office.comto complete the domain setup process under the
admin section:

Office 365 Enterprise ES setup is incomplete. Get someone to help you.

h Personalize sign-in Add users Get apps Connect domain
Go to setup . . . .

Office 365 setup wizard
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Choose the custom domain to be used for email addresses:

Personalize your sign-in and email

The domain you choose will become the part of your email address that comes after the @ symbol. You and your staff will use it to sign in and it's how customers will send you email

O Connect a domain you already own.
O Wi r v \ \ ?
¢ What's a domain and why do you need one?

i) Continue using inovitlabs.ch for email and signing in.

Sign-in and mail options

The last step we need to take is to set the new UserPrincipalNames to the existing
users. We do this with a small example scripting solution:

1. Connect to your Azure AD with your global administrator credentials:
Connect-AzureAD
2. Export the existing users to a CSV file with the following cmdlet:

Get—-AzureADUser -All $True | Where {
$_.UserPrincipalName.ToLower () .EndsWith ("onmicrosoft.com")} |

Export-Csv C:\Office365Users.csv

3. Remove all accounts you don't want to modify and make the change with
the following cmdlets:

S$domain = "inovitlabs.ch"
Import-Csv 'C:\Office365Users.csv' | ForEach-Object {
$newupn = $_.UserPrincipalName.Split ("@") [0] + "@" + $domain
Write-Host "Changing UPN value from: "$_.UserPrincipalName"
to: " $newupn -ForegroundColor Green

Set-AzureADUser -ObjectId $_.UserPrincipalName -
UserPrincipalName $newupn

}
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4. You should get a result similar to this:

Home > Active users
| -+ Add 3 user | More | Licensed users v‘ Search users 0

D Display name/™ Username Status

D Brian Cox Brian.Cox@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Don Hal Don.Hall@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Daoris Sutton Doris.Sutton@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Ellen Adams Ellen.Adams@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Jeff Simpson Jeft.Simpson@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Jochen Nicke jochennickel@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Petro Mitche Petro.Mitchell@inovitlabs.ch Office 365 Enterprise E5 Enterp...
D Tenant Administrator admin@inovitcloudlabs.onmicrosoftcom Enterprise Mobility + Security ...

The primary email will also be changed to the custom domain.

Active users overview

Next, we will configure the Azure AD Domain services to provide a transition
scenario for a Kerberos-based application that is normally provided in on-premises

infrastructure.

Configure Azure AD Domain Services

To integrate a legacy application based on Kerberos authentication in an Azure
infrastructure as a service (IaaS) scenario, we configure Azure AD Domain Services.
In this section, we configure the basic service and integrate an active example

application:
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No Azure AD Domain Services to display

Try changing '.:.."‘.E'S f you don't see what re icoung o

Create Azure AD Domain Services

Azure AD Domain Services creation

To start the configuration, we need to specify the DNS domain name, the Azure
Subscription we want to use, and the name of the Resource group:

Enable Azure AD Domain Ser... X Basics O x

Default Directory

1 Basics >

Configure basic settings

* DMS domain name @

inovitlabs.ch

Select virtual network * Subscription

MPN - INOVITCLOUDLABS ~
3 " * Resource group
Configure group membership {New) inavitcloudlabsrgrp v
Create new
4 N * Location
Enable Azure AD Domain Servi.. West Europe hd

Azure AD Domain Services configuration
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When enabling Azure AD Domain Services, you will need to specify which Azure
virtual network to use. We use arange 192.168.x.x/20 to configure the network:

Enable Azure AD Domain Ser... X  Networl

Defauht Directory

Configure basic settings
subnet.

k

Create a dedicated subnet for this managed
1 Basics domain, After the managed domain is created,
you will not be able to move it to a different

X Choose virtual network

No virtual networks found in the
selected subscription and location

3 N * Subnet
c 5 (new) default

‘West Eurape’,
Network
2 Network >
Select virtual network * Virtual network @ 5 ‘ + ‘ Create new
(new) inavitcloudlabsrgrp
No results

4 >
Enable Azure AD Domain Servi

A network security group will be
automatically created and
assaciated to the subnet to protect
AAD Domain Senvices, The network
security group will be configured
according to guidelines for
configuring NSGs

X

Create virtual network o x

* Name

inovitcloudlab:

srgrp

* Address space

192.168.0.0/24
* Subnet name

default

* Subnet addres:
192.168.0.0/24

192.168

s range @

0.0 - 192.168,

256 addresses)

addresses)

Virtual network configuration

Add the admin account and your test user as a member of the Azure AD Domain
Services Administrator group:

Members

AAD DC Administrators

+ Add members O Refresh

Tenant Administrator

Jochen Nickel

User

User

Dashboard > Azure AD Domain Services » Enable Azure AD Domain Services > Administrator group * Members

Azure AD Domain Services Administrator group members
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The summary should look like the following;:

Basics

MName inovitlabs.ch

Subscription MPM - INOVITCLOUDLABS
Resource group inovitcloudlabsrgrp
Location West Europe

MNetwork

Virtual network inovitcloudlabsrgrp

Virtual network address 192.168.0.0/24

Subnet default

Subnet Address 192.168.0.0/24

Metwork security group (new) AADDS-inovitlabs.ch-N5SG

Administrator group

AAD DC Administrators
Membership Type Assigned

Administrator group

Configuration summary

Next, you will be asked to update the DNS configuration to the addresses of your
DNS servers provided by Azure AD Domain Services. In my case, these addresses
were 192.168.0.4and 192.168.0.5:

Required configuration steps

Update DNS server settings for your
virtual network

Update the DM3 server settings for your virtual network to point to the IP
addresses (192.168.0.4 and 192.168.0.5) where Azure AD Domain Services is
available,

More information

DNS configuration
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The last important step that you need to complete to use the domain you have just
created is to enable password synchronization:

Required configuration steps

Enable Azure AD Domain Services
password hash synchronization
Users cannot bind using secure LDAP or sign in to the managed domain, until
you enable password hash synchronization to Azure AD Domain Services,
Follow the instructions below, depending on the type of users in your Azure AD

directory. Complete both sets of instructions if you have a mix of cloud-only
and synced user accounts in your Azure AD directory.

¢ Instructions for cloud-only user accounts
* Instructions for synced user accounts

Instructions to synchronize users

By default, Azure AD does not store the credential hashes required for Kerberos
authentication. You need to populate these credential hashes in Azure AD so that
users can use them to authenticate against the domain. The process can be completed
by changing the password of the user. You can use the accounts after 20 minutes in
Azure AD Domain Services.

You have two options: let passwords expire for all users or instruct
these end users to change their passwords.

Users can use Azure AD's self-service password change mechanism from the Azure
AD Access Panel page to change their passwords.

Test and verify your new Azure AD Domain
Services

To test the Domain Services, we complete the following tasks:

1. Install a virtual Windows Server in your Azure laaS environment by using
a deployment template (https://docs.microsoft.com/en-us/azure/
active-directory-domain-services/active-directory-ds—-join-

windows-vm-template):
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Join a VM to an existing domain
TEMPLATE
201-vm-domain-join "‘ "‘ 0
5 resources Edit template Edit parameters Learn more

BASICS

* Subscription MPHM - INOVITCLOUDLABS hd
* Resource group inovitcloudlabsrgrp hdl

Create new

* ~
SETTINGS

* Existing VMET Mame @ | inovitcloudlabsrgrp \/|
* Existing Subnet Name @ | default \/|
* Dins Label Prefix @ | inovitcloudlabs \/|
Vm Size @ Standard_A2

* Dermain To Join @ | inovitlabs.ch \/|
* Domain Username @ | Jjochen.nickel@inovitlabs.ch \/|
* Dermain Password @ | sssssssse \/|
CQu Path @

Domain Jein Options @ 3

* ¥m Admin Username @ | cloudadmin \/|
* V¥m Admin Password @ | sSesssssRRENS \/|
Location @ [resourceGroup().location]
TERMS AND CONDITIONS

thi;template. Prices ana assoc‘\lated Iegall term‘s for an;r Marketplace offerings can be found in the Azure‘l‘ﬂarl-‘cetp‘\ace; bloth are &

subject te change at any time prior to deployment.

VM deployment configuration
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2. Install the administrative tools for Active Directory and DNS on the newly
joined server:

Install-WindowsFeature RSAT-ADDS,DNS-Server-Tools

3. Connect to Active Directory Users and Computers (dsa.msc) and the
Group Policy Management console to verify your configuration:

] Active Directory Users and Computers - O X
File Action View Help
% 20 0Bl HR|2aETYa%s

: Active Directory Users and Computers [YAB4ZNGEDTE-DVC.inovitlabs.ch] || Name Type -
.___ .Save.d Queries %Saleslnterna\ MNews Distribution Group - Global
v = |r1.o\r|t|abs‘ch EBAAD DC Administrators Security Group - Global
:T AADDE Computers %Accountin Security Group - Global
2 AADDC Users J ty broup
:_’. AADDSDomainAdmin EBHR Security Group - Global
= Builtin %Of‘ﬁce 365 Full Feature Licensing Security Group - Global
: Computers EBSaIes Security Group - Global
2| Domain Controllers & Brian Cox User
_| ForeignSecurityPrincipals E) Don Hall User
~| Managed Service Accounts %DU“S Sutton User
| Users Ellen Adams User
%inovitcloudlabs manager User
E)Jef'f Simpson User
E)Jochen Mickel User
E)Jochen Mickel (442C1343) User
E)MasterTenantAdministratnr User
E)Petro Mitchell User
E)Tenant Administrator User
£ >

Azure AD Domain Services structure including synchronized objects
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4. Next, we need to create a DNS HOST (A) record for our test application:

MNew Host

MName (uses parent domain name if blank):

s

| kerb

Fully qualified domain name (FQDM):

| kerb.inovitliabs.ch.

IP address:

| 192,168.0.6]

same owner name

[[] Create assodated pointer (FTR) record
[ Allow any authenticated user to update DMS records with the

Cancel

5. Now, we can install a basic IIS configuration, used to handle the Kerberos
part. For this, you need to install the IIS components, choose the Kerberos
authentication feature, and activate it on the default website. Only
Windows Authentication needs to be activated:

(_
File View Help
Connections

@-- &8

S5 Start Page Group by: Mo Grouping

@ b inovitcloudlabs » Sites »  Default Web Site »

@ Authentication

-*ia inovitcloudlabs (INOVITLABSYjoc

L5} Application Poals Mame
v @ Sites Anenymous Authentication
w @ Default Web Site ASP.MET Impersonation
~| aspnet_client Forms Authentication

Windows Authentication

Status
Disabled
Disabled
Disabled
Enabled

Response Type

HTTP 302 Legin/Redirect
HTTP 401 Challenge

IIS Authentication configuration for Kerberos example application
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6. Next, we will install and configure the Azure AD App Proxy connector to
provide the application to your users. We use the following cmdlets to
configure the needed, resource-based KCD feature:

# inovitcloudlabs represents the computer name
$ConnectorComputerAccount = Get-ADComputer -Identity
inovitcloudlabs

Set-ADComputer inovitcloudlabs -

PrincipalsAllowedToDelegateToAccount $ConnectorComputerAccount
setspn -S HTTP/kerb.inovitlabs.ch inovitlabs\inovitcloudlabs

7. Next, we will activate and configure the Azure AD App Proxy. To make it
simple, we disable the IE Enhanced Security Configuration so that we
don't need to provide any IE Security Zone configurations, just for the lab:

Tl Internet Explorer Enhanced Security Configuration

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
exposure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by

default for Administrators and Users groups.
Administrators:

% (O on (Recommended)

(] @ off

¥ (O on (Recommended)

|@| @ off

Today at 10:11 AM
Install updates automatically using Windows Update
Today at 10:09 AM

Real-Time Protection: On

Settings

IE Enhanced Security

On

Time zone
-

Product ID

Processors
nstalled memory (|

Total disk space

[UTC) Coordinated U al Time
00376-40000-00000-AA047 (activated)

Server Manager IE Enhanced Security Configuration

[73]



Building and Managing Azure Active Directory

Chapter 1

8. Next, we need to download the connector and install it on the server:

INOVITCLOUDLABS by inovit GmbH - Application proxy

Azure Active Directory

Search (Ctrl+/)

O Overview

«

+ Configure an app

Application proxy provides single sign-on (SS0) and secure remote access for web applications hasted

Roles and administrators

B Enterprise applications GROUPS

I Devices Mo results.
B App registrations

B App registrations (Preview)

¥ Application proxy

2 ¥ an-premises. Leamn more about Application Proxy
Getting started e
To get started and enable application proxy click here and dow a connector
Manage
Users Connectors
Connectors establish a secure communication channel between your on-premises network and Azure.
Groups
BE Organizational relationships L o Q Download connector service

[ STATUS

Application Proxy agent download and configuration

To configure the connector on the server, you need to provide a user with

global administrator rights.

9. After installing and configuring the connector, we will add our example

app:

® Disable application proxy I + Configure an app |

on-premises. Learn more about Application Proxy

Connectors

+ New Connector Group : \_l/ Download connector service

Application proxy provides single sign-on (S50) and secure remote access for web applications hosted

Connectars establish a secure communication channel between your on-premises network and Azure.

GROUPS P STATUS
© ~ Default
inovitcloudlabs.inovitlabs.ch 13.94.144.222 @ Active

Azure AD App Proxy Connector group configuration options
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10. Next, we configure our example app as shown:

Add your own on-premises application

&= add ¥ Discard

hosted on-premises. Learn more about Application Prowxy

Basic Settings

Application proxy provides single sign-on (350) and secure remote access for web applications

* Mame @ | Kerberos Example App

/

* Internal Url @ | http://kerb.inovitlabs.ch

/

s kerberosexampleapp  +/| | -inovitcloudlabs.msapp.. »

Bxternal Url @ | hitps://kerbercsexampleapp-inovitcloudlabs.msappproxy.net/

o Azure Active Directory
Pre Authentication @

Default
Connector Group @&

Additional Settings
Backend Application Timeout @ | Default
Use HTTP-Only Cockie @ Yes No

Translate URLs In

Headers @ Yes No

x

Kerberos example configuration
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11. Next, we configure the Integrated Windows Authentication (IWA) option:

Kerberos Example App - Configure Integrated Windows Authentication (IWA)

Enterprise Application

« @ Disable @ Change single sign-on modes
B Overview
Getting started Configure Integrated Windows Authentication (IWA)
EE Deployment Plan * Internal Application SPN @
HTTP/kerb.inovitlabs.ch
Manage
Properties

Crwners Delegated Login Identity @
User principal name

-
M

A Users and groups
)

[

Single sign-on
The Application Proxy connector must be installed on a computer that is domain joined for
Integrated Windows Authentication to work.

2 Provisioning
"

Application proxy

C  Self-service

Application IWA configuration

Finally, we assign some users or groups and test the application at https://myapps.
microsoft.com. As a result, you should see the IIS test page. We provided a sample
Kerberos-based application to Azure AD Domain Services and used the Azure AD

App Proxy functionality.

Summary

After working through this implementation scenario, you will be able to configure
and manage a suitable Azure AD tenant for the most important tasks. You will also
be able to integrate Windows 10 and Office 365 to build a productive workforce for
your users without an on-premises infrastructure. Don't worry if you missed some
functionality. This was just a warm-up.

In the next chapter, we will discuss the identity synchronization needed to start with
your hybrid integration and to provide the correct identity synchronization scenario
for your requirements.
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Understanding ldentity
Synchronization

The main component in a hybrid identity and access management solution is the
connectivity between the on-premises Active Directory (AD)and the Azure Active
Directory (AAD), including the related synchronization of objects and attributes.
Microsoft tries to make the synchronization process straightforward without
administrators needing to have the complete details of the system under the hood.

In this chapter, we'll discuss the essential identity-synchronization scenarios and tools
for the successful implementation of a full hybrid identity life cycle management.
We'll start with an overview of the Microsoft Identity Manager (MIM) and the
Azure AD Connect tool, and then we can dive into the identity-synchronization
scenarios. Afterward, we'll run through the different processes, the AD user account
cleanup for a hybrid environment and all the crucial parts and steps of the identity
synchronization in Azure AD Connect. The chapter will be rounded up with a lot of
practical tips and use cases.
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We'll cover the following essential topics:

e Technology overview
¢ Synchronization scenarios
e Synchronization terms and processes

In the first section, we start with the technology overview.

Technology overview

The Microsoft Identity Manager (MIM) 2016 or other identity management
products are typically used to prepare the identities stored in the local Active
Directory for cloud synchronization. The Azure AD Connect tool is generally used to
synchronize the AD identities to the Azure AD to be used in connected software as a
a service (SaaS) applications or other functionalities. The main advantage that MIM
2016 provides for this solution is to help with domain/forest consolidations, attribute
normalization, and complete on-premise identity management with the help of
workflows to support your business processes.

As you can see in the following diagram, MIM 2016 is also capable of synchronizing
identities with the Azure AD. So, you're probably wondering which tool you should
use to sync identities with Azure AD.

The short, practical answer for common scenarios is the Azure AD Connect tool
because it supports all the provided synchronization functionality of the Microsoft
Azure AD.
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The following diagram provides a schematic view of the usage scenarios of both
tools:

A

Other LDAP
directories
D Azure / SaaS
internal
Other Apps synchronization
infrastructure

(] Identity A AAD Connect
SharePoint Online

R System Manager Active Directory
. Azure AD
“ ‘ Default Directory
<tenantname >.onmicrosoft.com
. B2B User Conneded
T Data Source
L Other Saas Apps

Other

3

Exchange Online

Al

2

- |
&

Repositories
@ @
- Person -
Employee User
- -
Connected

Connected

Data Source Data Source

MIM Service

Staging Synchronization Export
cD cs MV cs cD

Identity synchronization architecture

Azure AD Connect doesn't offer an active user write back. You'll find this option is
deactivated in the Azure AD Connect configuration. To add this functionality, you
can use the MIM Graph API connector like in Azure B2B user management, where
you need to write the guest user back to your AD. To view a comparison between the

tools, check out Hybrid Identity directory integration tools comparison at https://docs.
microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-—
design-considerations—-tools—-comparison.

[79]



https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/plan-hybrid-identity-design-considerations-tools-comparison
https://bit.ly/2zXq9Ir

Understanding Identity Synchronization Chapter 2

Microsoft Identity Manager (MIM) 2016

MIM 2016 is the primary identity and access management product of Microsoft that
provides all the different server roles and components needed in this field of
technology. MIM 2016 is mainly used to provide a sanitized and central identity in
on-premise environments. In the context of a hybrid architecture, it plays a crucial
role in connecting any repository to manage identities in different repositories.
Furthermore, complex identity-management scenarios are provided with this
component. This also includes the management of Azure AD and many SaaS
applications in today's market, as you can see in the following diagram:

A

Other LDAP

directories
Other A \
Identity
Manager Cloud Identity
Providers and SaaS

HR System MarI‘c?ge:_?_ent of: application
entities
Positions CRUD:
Users * Users
Roles * Roles
Groups * Groups
Other objects * Other objects

Other
Repositories

-
o
[v=]
I
=
=]
)

Identity Manager functionality and objects

The following section gives you a short overview of the key components of MIM 2016
to help a solution architect/engineer to identify possible interactions or elements that
need to be included in a design blueprint for a suitable solution. We also use some of
these components in the provided implementation guides of the book, such as

in chapter 8, Using the Azure AD App Proxy and the Web Application Proxy, where we
implement the Azure AD business to business (B2B) scenarios.
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The following main feature sets are provided by MIM 2016:

e Identity synchronization including provisioning/deprovisioning
e Access request and Access Policy Management

¢ Delegation of administration

e Self-service password reset and account unlock

e Self-service group management

¢ Role management (RBAC, ABAC, SoD)

e Manual managed groups

e Manager-based groups

o Criteria-based groups (attribute-based access controls)
¢ Time-limited group memberships

e Certificate management

¢ Reporting and compliance and Access Certification

If you want to use MIM 2016 as your central identity-management system, we highly
recommend you take a look at the Workflow Activity Library (WAL) under http://
microsoft.github.io/MIMWAL/. Also, the combination of the newly integrated
privileged access-management solution in Windows Server 2016 and MIM 2016
provides a very effective way to manage and limit security issues with administrative
accounts.

MIM synchronization service

The MIM synchronization service is the heart of the product. You can import and
aggregate data in a central identity store, which is called metaverse (MV). The service
provides a staging zone to compare the connected directory with the metaverse. This
staging zone is called the connector space (CS). The connection to any repository is
done over specific connectors, which are also called management agents (MAs). The
synchronization service is also responsible for the data integrity through all
connected repositories, including the provisioning and deprovisioning of objects,
including their attributes. You can find an overview of the available connectors at
https://docs.microsoft.com/en-us/microsoft-identity-manager/supported-
management-agents. In case you need a custom connector, MIM provides a
development framework to fit your needs.
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The following screenshot shows an example of different directories and systems that
can be connected:

[=] Synchronizatien Service Manager — O >
File Tools Actions Help

g Operations gﬁ Management Agents %‘ Metaverse Designer J:F. Metaverse Search | 18 Joiner

Management Agents
I Mame | Type | Description | State |
FIM Service Managsment Agent I I S | Create
Exchangs PowerShel I_Micrnsoﬂ} Idle Z Properties
OMDzata Generic SQL (Microsoft) ldle 5 Del
AD Active Directory Domain Services Idle z Elete
& Configure Run Profiles
] Run
& Stop

] Export Managerment Agent
] Import Management Agent
] Update Management Agent
] Refresh Scherna

] Search Connector Space

Total number of management agents: 4

Microsoft Identity Manager Synchronization Service Manager

Refer to the following practical notes:

e MIM synchronization service is a state-based system by default:
e Imported data will be compared with previously imported
data; differences indicate modifications in the source
e Imported data will be compared with previously exported
data; no difference indicates a successful export

e MIM is not real-time; it uses run cycles that can be configured

MIM synchronization can work event-based with a synchronization service extension,
as we provide in the following section.
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MIM synchronization service extensions

To extend the functionality of the MIM synchronization service, you could use

the Lithnet AutoSync. Lithnet AutoSync runs as a Windows service in addition to
the MIM synchronization service. The service enables you to execute MIM
Management Agent run profiles automatically. Furthermore, Lithnet AutoSync
empowers you to perform exports and delta synchronizations automatically if the
MIM synchronization engine detects a change. Now you have an event-based and a
run-cycle-enabled synchronization engine. The following screenshot shows the
configuration on the sync engine that you saw in the preceding screenshot:

@ LITHNET AUTOSYNC*

Exccution Monitor W Stop all X Stop all and cancel runs  + Automatically start controllers when service starts
4 @ Management agent controllers
2 10 MANAGEMENT AGENT ~ STATE  STATUS EXECUTING RUN PROFILE  EXECUTION QUEUE  LAST RUN
£ MIM Service AD lale
. MIM Service Idle
£ Exchange
®m Exchange Disabled
£ oMData [ OMData Disabled

@] Settings

Lithnet Autosync management console

To learn more about the Lithnet AutoSync tool, check out https://github.com/
lithnet/miis-autosync.

MIM service and portal

The MIM service provides all the necessary capabilities for policies and workflows.
All objects like groups, users, workflows, requests, and other resources used in MIM
are stored as objects in the MIM Service database. These objects can be modified with
typical CRUD (Create, Read, Update, Delete) operations requests to the MIM service
Identity-Management (IdM) Platform.
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With the MIM portal, users interact with the system by using a web browser. The
usage depends on the permissions; users can be granted to do requests, respond to
approval requests, cancel existing pending requests, or manage objects in the IdM
system:

Microsoft Identity Manager

Home

Users (274)
My Profile

Authentication Workflow
Registration

Users, Profiles, and Passwords

P Edit my profile Register for password reset
Organizational Management

Profiles allow you to see information about users in your organization. You can also update certain information in
TSR your profile, such as your phone number, or register to reset your password.
Companies (3)
Organizational Units (18] = =
2 e Organizational Management
Locations (10)
Organizational management (business management, enterprise management) includes in particular the proper
Access Management adjustmsr]l of the entire management system, setting the values and rules of the organization and the design of
the organizational structure, the managment of resources as well as day-to-day processes and performances.
Roles

Permissions

Access Management

Service Management Roles Permissions

BTfiEmEiE Access Management provides the functionality to define and manager roles and there permissions.
Distribution Groups (DGs)

My DGs Service Management

My DG Memberships Services Entitlements

o o o o

Service management provides the functionality to define applications and services with it's entitlement.
Management Policy Rules

Workflows

sets
- %

Distribution Groups (DGs)

[

Create a new DG See my DG memberships
Requests & Approvals g 5 Manage my DGs Joina DG
[
Manage My Requests Distribution Groups (DGs) provide an easy way to send email to a group of users. When you send email to a DG,

Approve Requests the email will be delivered to all its members.

Search Requests

Microsoft Identity Manager Standard Portal

The default MIM Portal is based on a SharePoint solution and can be highly
customized. You can find some example configurations at https://docs.microsoft.

com/en-us/microsoft—-identity-manager/reference/mim-portal-customizations.
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MIM service extensions

The Lithnet Forefront Identity Manager (FIM)/MIM Service REST APl is a wrapper
for the FIM/MIM Service's Simple Object Access Protocol (SOAP)/Windows
Communication Foundation (WCF) endpoint, exposing create, update, delete, and
search functionalities via a series of standard HTTP calls. The API returns JSON-
formatted data, making it compatible with a wide range of platforms and services. By
default, MIM doesn't provide a REST API to the MIM Service. With this extension,
you can adopt your own functionality to MIM 2016, such as your own portal as we've
done, or to interact with Power BI and other technologies to provide custom
solutions. For more information about the Lithnet REST API for FIM/MIM Service,

visit https://github.com/lithnet/resourcemanagement-webservice.

MIM password reset and user account unlock

MIM provides two password-related features that can help you to offer solutions in
your on-premises environment:

¢ Password synchronization: Password synchronization to other repositories
based on the AD password change or reset

¢ Password and account self-service: Separate portals to provide a self-
service password reset and account-unlock capabilities

The following screenshot shows the web-based Password Reset and Account Unlock
functionality:

Login Assistant

Account Unlock: Keep Your Current Password
® Password Reset: Choose Your New Password and Unlock Your Account

(Resetting password for JohnSmith)

Enter a new password:

Re-enter the password:

Microsoft Identity Manager Self-Service Password Reset dialog
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In particular, if you have older Windows clients, such as Windows 7 or Windows
8/8.1, in your environment, you can provide the Password Reset functionality in the
Windows login UI. The Password Reset functionality in Azure only provides support
for Windows 10 clients but delivers more capabilities in the verification options than
the MIM solution.

Be aware that MIM 2016 isn't able to provide a password hash
synchronization such as Azure AD Connect in a hybrid scenario.

MIM privileged access management

MIM 2016 provides a privileged access management (PAM) solution, restricts
privileged access within an existing AD environment.

PAM solves the following two targets:

* You can get back the authority over a compromised AD environment if you
provide a separate bastion environment that is more protected from
malicious attacks

e With the isolation of privileged accounts, you can limit the risk of losing
sensible credentials

PAM helps to address the following problems:

¢ Pass-the-hash and pass-the-ticket attacks
e Kerberos compromises or spear phishing
e Unauthorized privilege escalations

¢ Other vulnerabilities and attacks
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The following screenshot shows you the role-activation and user-verification
processes on the MIM PAM example portal, which you can customize based on your
needs:

- o IEN
e 8 het contosocom O = & || E5 paM Poal - Elevate
Roles for Elevation A
Show| 10 | entries Search:
Role Hame Description Actions 4 Expiration Time * MFA Enabled Approval Enabled
AD Adminisirators - ] false frue
CorpAdmins 3 : J false frue

TestAdming Test

authentication

Showing 1 to 3 of 3 enfries

MIM privileged access management sample portal

Now that you know a bit about MIM's standard functionality, we'll provide you with
an overview of an additional solution we developed with a partner company.
Hopefully, it gives you an idea of the possibilities that MIM provides and how they
can be expanded.

Additional solution

Based on our many years of experience and successfully implemented projects in the
area of Identity and access management, we've decided to map the recurring
requirements in our solution that fill the gaps we couldn't fulfill with the MIM
standard functionality.
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The following five key pillars will be provided by our solution and enable us to
implement highly standardized identity and access-management processes that are
flexible and customizable:

S) m

Identity Director Organizational Management

Service Management User Management

Access Management

Inovit Identity solution - building blocks

The main features of Organizational Management and the frontend are the

following;:

Supports several cloud scenarios and traditional IT infrastructures

Representation of the organizational structure (parameterization and
inheritance)

Management of the organizational structure (manual or synchronized)
Allows you to build efficient, role-based access controls

Enables you to deliver beneficial cost management

User-friendly and highly responsive frontend

Single page application (SPA) architecture

Integrated governance features

No SharePoint installation required
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Highly customizable

Single frontend for on-premises or cloud-only deployment

A clear strategy for future invests

Cloud management

The following screenshot schematically shows the frontend:

Users > Aaron Painter
Users X Aaron Painter X
Profile Positions Entitlements & Permiss > »° £t B
CREATE USER
QO All Persons ]
Person Information
D Display Name Company
O actory Germany AG
|:| y Germany AG
O y GmbH
O y GmbH
D First Name Aaron
D actory GmbH Last Name Painter
O y Germany AG
[ Atisonsroun INIT Che Work Information
D - Primary Position Store Sales Person @ JMT Store Berlin
ory Gmb!
D , GmbH Orgamzauonal JMT Store Berlin
Unit
O y GmbH
Company JMT Chocolate factory Germany AG
g Location JMT Chocolate factory Germany Store Berlin
Anna Lidman
Job Title Store Sales Person
D Anne Weilel ctory Germany AG

Identity Directory SPA portal

The main features of User Management are as follows:

Standard processes (onboarding, mutation, offboarding)
Time-limited user accounts

¢ Management of standard and administrative user accounts
e Management of Azure B2B accounts

Automatic samAccountName and user generation

Alignment of UPN, email, and SIP for cloud usage
Password reset and account unlock
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The following screenshot schematically shows the positions and role assignment in
the frontend:

Users > Aaron Painter > Store Sales Person @ JMT Store Ber.
Aaron Painter X Store Sales Person @ JMT Store Berlin X
Profile Positions Entitlements & Permissi > /€& W Position Roles & Permissions P« 2 |
Positions for this Person Assigned Roles
Display Name Permissions
CREATE POSITION
B eme 2
Display Name State Start Date
Rowsperpage: 10 1
MT Store Interlaken  Inactive 10/24/18 10:00:00 PM
Total items: 1+ D e 44
T Store Ber Active 10/14/00 10:00:00 PM
cone et pane 10+ . Direct Permissions
Total items: 2 - C e DisplayName  Desecription Service
No items.
2~ Add Permissions
Remove
Permissions
»

Identity Director position-based Access Management

The main features of Access Management are the following:

¢ Position-based, role-based, attribute-based access management
¢ Permissions directly assigned to a user (if required)

¢ Approval and notification workflow support

¢ Administration of privileged accounts

Authorization direct views and reports

Bidirectional interfacing with services such as SharePoint and Microsoft
teams

The main features of Service Management are as follows:

e Automated and straightforward adaptation of systems and services
e Representation of the service catalog
¢ Synchronization-based order units

Workflow-based order units (notification and approvals)
¢ Management of Office 365 and other cloud services
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Cloud deployment based on identity director service

With our Azure-based next-gen SaaS integration, you'll be able to choose where you
want to start your implementation, whether on-premises based on MIM or directly in
the cloud. There will also be a fully supported transition path to the cloud. On Azure,
we use the Identity Director Service with a Cosmos DB backend that provides the
same functionality and additional features that you already have with an on-premises
MIM platform. The highly responsive frontend won't change for the user.

On-premises deployment based on MIM 2016

MIM 2016 represents Microsoft's on-premises Identity and Access Management
solution. MIM 2016 builds the base platform to our on-premises deployment method.
With a robust synchronization framework and many interfaces, such as REST, SOAP,
LDAP, SQL, PowerShell and file-based, you can harmonize AD identities for
synchronization with Azure AD. The MIM 2016 Service provides a dominant
workflow component that works state and event-based to solve the Identity and
Access Management requirements of your business. With MIM 2016 in place, you
benefit from cloud-ready identities, powerful user self-service, and enhanced security.

Now that we've had a quick look at MIM, and the additional available extensions and
solutions for preparing and managing the AD objects, we'll proceed with our
connection to the Azure AD.

Azure Active Directory Connect

Azure AD Connect is part of the identity bridge to build a hybrid cloud identity and
access management. The main purpose of this tool is to synchronize on-premises
identities to the cloud and is limited back to the AD. Azure AD Connect is also able to
install and configure the whole identity bridge. This means that you can also install
and configure your Active Directory Federation Services (ADFS) infrastructure for
federation reasons with this tool or use pass-through authentication combined with
seamless single sign-on (§SO) to provide a modern and comfortable authentication
scenario. The tools are also capable of integrating external federation tools, such as
PingFederate.
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The following screenshot provides you with a schematic overview of the Azure AD
Connect components, whose practical usage we'll explain during the chapter:

AAD Connect Synchronization Service
DB

Supported Connectors Connector | Metaverse (MV) . Connector

Type Space (C5) Default Object Types . Space (C5)
. person
group

Windows Azure Active Directory (Microsoft)

: .
Active Directory Domain Services e device
. * publicFolder

Import/Export
é e

Active Directory

Import/Export

Azure Active
Directory

Azure AD Connect synchronization schema overview including management capabilities

The following terms are used in the preceding figure:

¢ Connected Data Source (CD): A data source that can be represented by a
repository, directory, database, or data included in flat files.

¢ Management agent or call connector (MA): The management agent (MA)
is the connector to a CD and manages the data specific to the connected
data source. Currently, AD and Azure AD are the supported MAs, as you

can see here: https://docs.microsoft.com/en-us/microsoft-identity-
manager/reference/microsoft-identity-manager-2016-connector—

version-history.

¢ Connector space (CS): This represents a storage and staging area. It stores
the states that indicates whether a piece of information has changed in the
CD. Each CD has its logical sector in the CS.

e Metaverse: The central data store that contains the imported and
aggregated identity information from all connected data sources. It
provides a global view over all objects and attributes.

¢ Staging: If you run a staged import operation on an MA, such as Full/Delta
Import (Stage Only), the data is imported from the connected directory
(CD) into the CS, but no synchronization rule is applied to it. So, a staged
import doesn't affect the metaverse.

[92]


https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history
https://docs.microsoft.com/en-us/microsoft-identity-manager/reference/microsoft-identity-manager-2016-connector-version-history

Understanding Identity Synchronization Chapter 2

Import: The process of how objects and attributes from the connected data
source will be moved into the connector space, including the associated
operations, such as creation, modification, deletion, or verification. The
import process can be a full or delta import.

Synchronization: The process of applying all the configured rules to the
staged objects in the connector space. Synchronization can be divided into
inbound and outbound processes.

Export: The process of writing changes that occurred during
synchronization from the CS back to the connected data source.

Synchronization scenarios

With the creation of a new Azure AD tenant, the directory information is managed
independently from the on-premises AD forest by default. So, basically, a new
onboarded user must be created in both directories: the Azure AD and the local AD.
Unless you drive a cloud-only company, you always need to synchronize identities
from the on-premises AD to the Azure AD tenant you own to provide a single
identity. After the synchronization process is in place, Azure AD and AD can be
viewed as one unique identity service. The following section provides you with
several integration scenarios, including the user sign-in options. We will divide this
section into the following situations:

Single-forest integration

Multi-forest integration

Multi Azure Active Directory Integration

Azure Active Directory Domain Services Integration

Stretched Active Directory to Azure IaaS

Azure Active Directory B2B Integration

Azure Active Directory and Microsoft Office 365 synchronization
Identity and password hash synchronization including SSO options
Identity synchronization including PingFederate integration
Identity and password hash synchronization including ADFS integration
Azure Active Directory Connect high availability

Let's start with the single-forest integration.
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Single-forest integration

The single-forest scenario is a commonly used one. A single forest can contain one or
multiple domains and a single instance of Azure AD. The express settings of Azure
AD Connect support this scenario. We recommend filtering the objects so that service
accounts, computers, or other objects won't be synchronized to the cloud:

A b D

Active Directory Azure AD Azure AD
Forest Connect

Azure AD Connect single-forest integration scenario

Additional Azure AD Connect servers connected to the same Azure AD aren't
supported. Excluded is the high availability option with the Azure AD Connect
staging mode, which is explained in the section, Azure Active Directory Connect high
availability.

Multi-forest integration

Larger organizations or distributed organizations have environments with multiple
on-premises ADs. They're typically used in account/resource forests or provided
through mergers and acquisitions. These rules need to be followed:

e Users have only one enabled account across all on-premises Active
Directory Forests

e UserPrincipalName and Source anchor will be provided from the forest

Users have only one mailbox
Users that have a linked mailbox also have an account in a different forest

There's no need to use Azure AD Connect on a domain-joined server
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The following diagram shows the account/resource forest scenario:

Active Drectc:y\‘

Forest

Azure AD
Connect

Active Directory
Forest

Azure AD Connect multi-forest integration scenario

Remember: multiple forests and multiple Azure AD Connect tools on one Azure AD
aren't supported. The only exception is the usage of a staging server. A staging server
can be configured for high-availability scenarios (active/passive). In this scenario, the
staging server doesn’t export information to the target system.

If you have multiple forests, a single sync server and the users are represented in one
directory and, you choose the option Users are represented only once across all
directories, then each object in every forest is represented once in the Metaverse and
aggregated in the target Azure AD tenant:

File Tools Actions Help
(& Operstons | {3 Comectors |8 Metaverse Desgner 8l Metaverse Search
Connectors
Name | Type =~ \ Description | Stat |
"azureid ch Adiive Diectory Domain Services idie | (2 Create
identityplus.ch Active Directory Domain Services Idle
identityplus onmicrosoft.com - AAD  Windows Azure Active Directory (Microsoft) Idle
No Trust Relationship AAD Connect Synchronization Service DB
between the Active
Directories Connector Metaverse (MV) Connector
Space (CS) Space (CS)
S . ® . ® . ®
A‘ o o — ™
Active Directory \
identityplus.ch [
P Connector
Space (CS) /
ah > [ ] - @ > [ ] T Wlndow:s Azure Active
- - - Directory
identityplus.onmicrosoft.com
Active Directory
azureid.ch

Azure AD Connect multi-forest integration scenario including synchronization mappings
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If you have numerous forests full of mesh with optional GALSync, you should use
the User identities exist across multiple directories option.

If you use the mail attribute as matching criteria, the identity objects are joined with
the mail attribute.This results in the following behavior—the user with a mailbox in
one forest is joined with the contact in any other forest:

With Trust Relationship
between the Active
Directories

Active Directory
idam.ch

Active Directory
onidam.ch

ht—
A&_

AAD Connect Synchronization Service DB

Space (CS)
Py .
— .
m

Uniquely identifying your users

Select how users should be identified in your on-premises directories. 0
_) Users are represented only once across all directories.
® User identities exist across multiple directories. Match using:

® Mail attribute

) ObjectSID and msExchMasterAccountSID/msRTCSIP-OriginatorSID attributes

) SAMAccountName and MailNickName attributes
) A specific attribute
CUSTOM ATTRIBUTE

Select how users should be identified with Azure AD.
SOURCE ANCHOR @
objectGUID -]

Connector Metaverse (MV) . Connector
Space (CS) . Space (CS)
L » @
[ ]
.......... [ > @ .
Connector [ e ) o

Windows Azure Active
Directory
idamcloud.onmicrosoft.com

Multi-forest integration scenario (mail attribute mapping)
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It's essential that objects are unique across AD forests. If objects are unique across
every forest, you're in a good position. With object matching and joining, you can
provide a good state when using cloud services. With the usage of joins, the
precedence of synchronization rules also comes into play. If you join two objects
based on an email address, and a specific attribute value where Object 1 isn't filled
and Object 2 is populated, the value of the attribute (Object 2) will be used. But what
if both objects have filled the attribute with different values? This is where precedence
comes in.

Rules with higher precedence are implemented later than lower
valued rules.

The precedence will be set at the time of adding the forest to Azure AD Connect. So, if
the forest of Object 1 was added before the forest of Object 2, the value of Object 1 will
win the game. The preceding diagram shows this scenario.

Other objects are contacts you will find in such scenarios where a Global Address
List (GAL) synchronization was implemented between two forests. Azure AD
Connect provides the following default behaviors:

e If Azure AD contact finds a match of a contact and a user, a join will
happen

o If there's no user object available, a contact object will be created

e If a subsequent user object is found with a match to a contact, a user object
will be built in AAD

e If you have an account/resource forest scenario and you use the User
identities exist across multiple directories option
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If you use the matching criteria of ObjectSID and the
msExchangeMasterAccountSID attribute, the expected results are that the users are
disabled in this forest. Furthermore, the mailbox is linked to the account forest. The
user will be presented uniquely in the Azure AD:

With Trust Relationsship AAD Connect Synchronization Service DB
between the Active
Directories Connector | Metaverse (MV) . Connector
Space (CS) . Space (C5)
[
[ E——. ]
m
Active Directory . .
leanoch e : [ _] » @ >
Connector | [ ) ah »
Space (CS) | .
A&—_-_ . : Windows Azure Active
am : Directory
. . leano.onmicrosoft.com
Active Directory . :
msazure.ch

Exchange Hybrid Configuration

Account Forest
objectSID

AAD Connect
behaviour

RecipientTypeDetails = 2 . L - Joined Account

Resource Forest
RecipientTypeDetails
msExchMasterAccountSID

Account/Resource forest integration scenario

The preceding diagram also shows the Azure AD Connect behavior in a scenario
where the AD object will be checked to determine whether it's a linked mailbox
before it attempts to match msExchMasterAccountSID. This will be done with the
recipientTypeDetails attribute. A value of 2 means that it's a linked mailbox. Keep in
mind that disabled user accounts are also synchronized to Azure AD by default.
Deactivated accounts are commonly used in exchange-resource forest deployments.
The account forest holds the active user account and the resource forest holds the
disabled user account. We will discuss rule precedence in chapter 3, Exploring
advanced synchronization concepts.
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Multi-Azure Active Directory Integration

Sometimes you need to have multiple Azure Active Directories, for example if parts
of your organization are based in China or you need to follow government
regulations. For each Azure AD directory, you'll need one Azure AD Connect
installation.

In a single-forest filtering scenario to multiple Azure ADs, the following needs to be

done:

Azure AD Connect must be configured for filtering

DNS domain registration is only possible in a single Azure AD

UPNss of the users on-premises must use separate namespaces

Federation configuration needs to be customized

One Azure AD directory can enable Exchange hybrid with the on-premises
AD

Global Address List synchronization needs to be performed through MIM
2016

Windows 10 devices can only be with one Azure AD tenant

The SSO option with the password hash synchronization and pass-through
authentication activated can work only with one Azure AD tenant

Group and device write-back scenarios are possible

The following diagram shows the multiple Azure AD situation:

Azure AD Azure AD
Connect
Active Directory T
Forest A - > @
Azure AD Azure AD

Connect

Connecting multiple Azure AD to one AD forest

It's unsupported to sync the same user to multiple Azure ADs.
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Azure Active Directory Domain Services
Integration

This service provides the capabilities to use AD Domain Services as a Service in
Azure. It delivers two domain controllers with a small footprint of management
options. It integrates directly with your Azure AD. It’s an excellent option to move
entirely to the cloud with everything you use on-premises. This provides smaller
companies with an opportunity to live without a local infrastructure. Just imagine
that a main legacy LOB can now be used in an Azure AD integration scenario and
everything will be managed under service conditions:

AAD
AAD tenant

-

On-Premises AAD Connect
Active Directory

.| Virtual network
’ LOB

1nn

Azure AD Domain Services integration scenario

The solution provides capabilities to support NTLM/Kerberos and LDAP
applications. You can also securely expose LDAP in an example for printing
solutions. We used this option in chapter 1, Building and Managing Azure Active
Directory. Note that you need to activate the password-hash sync option in Azure AD
Connect, so the user can be successfully synced between Azure AD and the Azure
AD Domain Services. Furthermore, you benefit from the following additional
features:

¢ AD account lockout protection—Users are locked out for 30 minutes if five
invalid passwords are used within 2 minutes. Accounts are automatically
unlocked after 30 minutes.

¢ Custom organizational units (OUs)—You are able to create multiple OUs.

¢ Group policy support—You are able to use group policies to manage
servers.
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Stretched Active Directory to Azure laaS

Extending your local AD Domain Services to Azure laaS provides you with a very
flexible scenario to use your line-of-business applications in the cloud. To use this
integration, you need to build a VPN or Express Route connection to Azure.

Domain controllers are highly sensitive roles and will have the most concerns focus
on the trust of the service. Many alternative solutions don't support seamless lift and
shift migration to Azure like this one:

e

Azure laaS

Virtual network
AD DS GATEWAY

LK

Y @

AAD Connect On-Premises Gateway
Active Directory

Extending your Active Directory to the cloud

Follow the following notes:

e Domain controllers (RW): The best choice for IaaS workloads and will be
aware of your replication considerations

¢ Domain controllers (RO): Normally used for scenarios with poor security
and not an appropriate choice for IaaS workloads

e Resource forest scenarios: Not recommended for use in IaaS

In the next section, we'll take a look at the Azure AD B2B integration scenario.
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Azure Active Directory B2B integration

Azure AD B2B allows any partner to use their own identities and credentials in a
collaboration scenario. For the authentication flows and capabilities, we'll take a more
in-depth look in chapter 8, Using the Azure AD App Proxy and the Web Application
Proxy and chapter 10, Exploring Azure AD Identity Services. For now, we'll give a
quick overview of the synchronization part:

AAD tenant

Azure AD B2B
Scenario WIA Apps

Microsoft Identity
Manager
Microsoft Graph
Connector

AAD Connect

)

® A

On-Premises
Active Directory

Azure AD B2B local application access scenario

For Azure AD B2B users to use on-premises Kerberos applications, we need to
synchronize the guest user accounts back to the On-Premises Active Directory. For
this reason, you need to provide your default Azure AD domain suffix in your local
AD. In our case, it's inovitcloudlabs.onmicrosoft.com. You will find the option
in the AD Domains and Trusts console:

UPN Suffixes

The names of the cument domain and the root domain are the default user
principal name (UPM) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.

i you want atemative UPN suffixes to appear during user creation, add
them to the following list.

Altemative LIPN suffixes:
|| | Add

inovitcloudlabs.onmicrosoft.com Remove

Adding your Azure AD tenant suffix to your local UPN suffixes
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The registration of the new UPN suffix is necessary because the Azure AD
Application Proxy checks the local AD for the existence of the guest user
UserPrincipalName, such as
jochen.nickel_inovit.ch#EXT#@inovitcloudlabs.onmicrosoft.com.

Microsoft provides a default solution for synchronizing the guest users back to the
local AD; check it out at https://bit.1ly/2Bor7xy. The solution contains the needed
MIM 2016 configuration or a script to deploy the solution successfully. Don't be
worried, we'll do the default configuration and extension later in the book.

Azure Active Directory and Microsoft Office
365 synchronization

The following scenario works for the most Office 365 services because every service
uses its own directory inside of the Azure AD to store and manage identities. In
particular, with SharePoint, we need many additional attributes in the User Profile
Application, but you can't configure the sync between Azure AD and SharePoint
Online. You can find all the default attributes at https://support.office.com/en-
us/article/information—-about-user-profile-synchronization-in-sharepoint-—
online-177eb196-5887-43c9-84c3-b98a43d35129. The following diagram shows the
SharePoint Online synchronization scenario in a schematic view:

WSS AD AAD to SPO
@ Sync Import i Sync

SPO SPO SPO AAD tenant
Site Collections  User Profile App Directory

EA (&
On-Premise AAD Connect
Active Directory

Azure AD to User Profile App synchronization extension

[103 ]


https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://bit.ly/2Bor7xy
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129
https://support.office.com/en-us/article/information-about-user-profile-synchronization-in-sharepoint-online-177eb196-5887-43c9-84c3-b98a43d35129

Understanding Identity Synchronization Chapter 2

One option is to extend the synchronization part with your solution, using the
Microsoft Azure AD Graph APIL. In our case, we used a complete serverless solution
based on Azure Functions and Logic Apps.

Identity and password-hash synchronization
including SSO options

By synchronizing identities and the associated password hashes from the on-premises
AD to the Azure AD, we can build a basic scenario for smaller companies that don’t
want to invest in an ADEFS infrastructure. Also, there's no SSO required. With this
scenario, the same password can be used to authenticate the user either in the cloud
or on-premises, depending on what resource is being accessed. Furthermore, the
Password Reset and Account Unlock features are available with an Azure AD
Premium license. A requirement is Azure AD Connect with password-hash
synchronization enabled. Optional password write-back is enabled.

For this process, a rehashing functionality is in place, which allows
the user to have two different hash values in the local AD and the
Azure AD. Additionally, multi-forest synchronization is also
supported.

The following diagram shows the identity and password-hash synchronization
scenario:

On-Premises / Private Cloud

_y -3
£

Azure AD Connect password-hash synchronization scenario

To add SSO to the solution, you can enable Pass-through authentication and the
seamless SSO feature in the Azure AD Connect tool. This is the most commonly
recommended option from Microsoft to reduce complexity and put Azure AD in the
role of the central system to provide authentication to your SaaS and on-premises
Kerberos/Claims-based applications:
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& Microsoft Azure Active Directory Connect

Express Settings User S‘gn N
Required Components Select the Sign On method.
® Password Hash Synchronization @
Connect to Azure AD I ) Pass-through authentication @ I
sync ) Federation with AD Fs é
Connect Directories (_) Federation with PingFederate (2]
Azure AD sign-in O Do not configure (7]

Domain/OU Filtering

e Select this option to enable single sign-on for your corporate desktop users:
Identifying users P gle sig ¥ P p

Filtering ] Enable single sign-on @

Optional Features

Configure

PTA and seamless SSO enablement

It's highly recommended you enable password-hash synchronization, so in case of an
on-premises service interrupt, your users can still use cloud services. For now, you

can read about this feature at https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-pta.

Identity synchronization including
PingFederate integration

Microsoft now directly integrates non-Microsoft products into Azure AD Connect.
The first one is the integration of PingFederate, which is very popular in the market.
There's no change on the directory synchronization—you enable PingFederate as
your federation provider instead of ADFS:

PingFederate and directory synchronization

On-Premises / Private Cloud

Integrating Pingldentity for federation and header-based authentication
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The main decision that Microsoft has made with this partnership is to move more and
more into the hybrid identity management approach to help you to enable Microsoft
and other cloud services quickly.

Identity and password-hash synchronization
including ADFS integration

With the implementation of the federation, all authentication is retained on-premises,
and all passwords are stored on-premises only. All authentication traffic is redirected
from Azure AD to the on-premises ADFS, which authenticates the user against a
trusted AD domain. This scenario is commonly used in different company sizes if
SSO is required and password-hash synchronization is prohibited due to \ security
reasons.

The requirement is the usage of a federation service provider, such as ADFS in
addition to Azure AD Connect in a highly available deployment.

The following diagram shows the identity and password-hash synchronization with
ADFS scenario:

On-Premises / Private Cloud
ADFS AD DS AAD Connect

ELLTE
&

Combine federation with password-hash synchronization
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You can also combine the ADFS integration with password-hash synchronization to
provide the capability if the on-premises infrastructure turns into an outage and users
can still access their cloud services with their known password.

Azure Active Directory Connect high
availability

For high-availability reasons, a new Azure AD Connect server can be rebuilt and
resynchronized in a couple of hours for a small or medium-sized business.

Remember that the sourceAnchor attribute is used to join the objects from on-
premises and the cloud. The sync engine matches the objects together again on
reinstallation.

It's very important that you document your configuration changes,
such as special filtering or synchronization rules. You need to
reapply these settings before you start the synchronization process.
You can use the Azure AD Connect documenter (https://github.
com/Microsoft/AADConnectConfigDocumenter) to save your
changes.

Larger organizations with more than 100,000 users, groups, and other objects will
take much more time to rebuild the synchronization. If there needs to be a faster time
to recovery, Azure Active Directory Connect can be configured to use a dedicated
SQL server deployment with SQL high availability. This option provides the needed
data directly. With more than 100,000 users, an SQL server is required because a large
organization wants to have low recovery time for the synchronization service.

Another way to provide a highly redundant system is to use another server with
Azure Active Directory Connect installed and configured in Staging mode. This
functionality also reduces recovery time.

[107 ]


https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter
https://github.com/Microsoft/AADConnectConfigDocumenter

Understanding Identity Synchronization Chapter 2

The following diagram shows a staging-mode configuration:

Full synchronization mode

Sync enabled sync enabled
e AD CONNECTO Mol ! g ND COhnectOl’—P@

Active Directory AAD Connect Azure
Domain Services Primary Server Active Directory

/) o

O,;, {\e(’
e, R CO(\
Q'o, Staging mode

\Y)
Sync enabled (outbound) \ /lp&‘ Sync disabled

AAD Connect
Secondary Server

i Microsoft Azure Active Directory Connect

Ready to configure

Once you click Install, we will do the following:

+ Configure synchronization services on this computer

Start the synchronization process when configuration completes.

I L] Enable staging mode: When selected, synchronization will not export any data to AD or Azure AD I

Enable the staging mode for HA

With Azure AD Connect version 1.1.524.0, Microsoft added the SQL Always-on
Availability (AOA) Group support. SQL clustering was added in an earlier release.
Be aware that SQL AOA needs to be enabled before you install Azure AD Connect.
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Synchronization terms and processes

In this section, we'll discuss and implement the practical use of the synchronization
terms and procedures. We'll combine theory directly with practical use. For this
reason, we'll install, configure, and run the processes immediately in the Azure AD
Connect tool. To use the guidance, you should deploy a virtual machine with the
domain controller role enabled.

Build the virtual machine on Azure or your local virtualization platform. An excellent
option is to follow the guide at https://docs.microsoft.com/en-us/office365/
enterprise/base—configuration—dev—test—environmentVvﬁflﬂueusage‘afyourfree
trial Azure or MSDN subscription. We provide you with a complete scripting
solution in the code package of the book, or you can follow the instructions

in Chapter 7, Deploying Solutions on Azure AD and ADFS.

We use the same domain name you used in Chapter 1, Building and Managing Azure
Active Directory. In our case, we use the domain name inovitlabs.ch. So, change
the scripts for your environment.

Now that we have our primary test environment in place, we can start the
preparation and installation of the Azure AD Connect on the Domain Controller. We
use this scenario to reduce the costs of your test environment. Be aware that we'll
extend the test environment in the coming chapters to demonstrate the functionalities
we discuss in this book.

Are you ready? Let's prepare the domain:

1. Log in with the domain administrator credentials and run the following
script to create the demo organizational unit structure:

New-ADOrganizationalUnit —-Name "Managed Business Objects" -
Path "DC=INOVITLABS, DC=CH"

New-ADOrganizationalUnit —-Name "Users" -Path "OU=Managed
Business Objects, DC=INOVITLABS, DC=CH"

New-ADOrganizationalUnit -Name "Groups" -Path "OU=Managed
Business Objects, DC=INOVITLABS, DC=CH"

New-ADOrganizationalUnit —-Name "Devices" -Path "OU=Managed
Business Objects, DC=INOVITLABS, DC=CH"

New-ADOrganizationalUnit —-Name "Managed Service Objects" -Path
"DC=INOVITLABS, DC=CH"
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New-ADOrganizationalUnit -Name "AAD" -Path "OU=Managed Service
Objects, DC=INOVITLABS, DC=CH"

New-ADOrganizationalUnit -Name "Users" -Path
"OU=AAD, OU=Managed Service Objects, DC=INOVITLABS,DC=CH"

The following diagram shows the expected result:

w || Managed Business Objects
Devices

| Managed Service Accounts
w 2| Managed Service Objects

Azure AD service organizational unit

2. Enable the Active Directory recycle bin feature:

Enable-ADOptionalFeature -Identity 'CN=Recycle Bin
Feature,CN=Optional Features,CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration,DC=inovitlabs,DC=ch' -Scope
ForestOrConfigurationSet -Target 'inovitlabs.ch'

3. Create the group-managed service account (gMSA) to run the Azure AD
Connect service. Replace the computer name with the one you choose for
your test environment:

Add-KdsRootKey -EffectiveTime (Get-Date) .AddHours (-10)

New-ADServiceAccount —-Name svcaadconnect -DNSHostname
INOLABSADSO0l1l -PrincipalsAllowedToRetrieveManagedPassword
INOLABSADSO01S

4. Create the service account for the Active Directory Management Agent that
will be used to connect and do the synchronization operations:

New—-ADUser —-Name "svcaadcadma" -SamAccountName svcaadcadma -
UserPrincipalName svcaadcadma@inovitlabs.ch —-path
"OU=Users, OU=AAD, OU=Managed Service
Objects,DC=inovitlabs,DC=ch" —-AccountPassword (ConvertTo-
SecureString "Pass@wordl" -AsPlainText -Force) -Enabled $True

The Active Directory Management Agent account needs to be configured
with the correct permissions on the domain level.
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5. Configure the permissions to configure the svcaadcadma Azure AD
Connect with the Active Directory user's and computer's console
(dsa.msc). Don't forget to enable the advanced features under the view
option where you can see the Security tabs:

¢ Replicate Directory Changes

¢ Replicate Directory Changes All

The following screenshot shows the expected result:

inovitlabs.ch Properties ? *

General Managed By Object Security  Attdbute Editor

Group or user names:

SR SYSTEM ~
} {svcaadcadma (sveaadcadma@novilabsch)
82 Enterprise Read-only Domain Controllers {(INOVITLABS"Enterpri...
82 Domain Admins (INOVITLABS Domain Admins)

SR Domain Controllers (INOVITLABRS\Domain Controllers)

8B Enterprise Admins (INOVITLABS \Enterprise Admins) W
Add... Remave
Permissions for svcaadcadma Allow Derty
Reanimate tombstones | o~
Replicating Directory Changes O
Replicating Directory Changes Al O
Replicating Directory Changes In Fitered Set =[] ]
Replication synchronization | O w
For special permissions or advanced settings, click Advenced

Advanced.

Assigning correct permissions to the Azure AD Connect AD Management Agent service account

Now that we've finished the preparation tasks in our test environment, let's run
through the following sections for the theoretical explanations and the practical
execution. For every task, we'll use the same credentials in an evaluated PowerShell
session.
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UserPrincipalName suffix decisions

UserPrincipalName is one of the most relevant user attributes in the connection
from a local AD to the Azure AD. Azure AD Connect follows the rules shown here:

Users UPN from
Active Directory

UPN empty? UPN Suffix Domain
Verified Domain AAD?

User logon name:
PS C:\lUsers\Adninistrator> Get-Msollser -UserPrincipalName upni@azureid.ch 1 [ vl
serPrincipalName DisplayHane s se User logon name (pre-indows 2000):
5 21tane B [AZUREID\ | oo ]
reid.ch a
User logon name:
2 upn2 | [@nmveﬂﬁed‘ch "I
User logon name (pre-Windows 2000):
AZUREID\ | upni2 |
User logon name:
3 pn3 | [@enttypius.ch v|
User logon name (pre-Windows 2000):
(AZUREID\ | [uen3 ]

User Principal Name decision path

As you can see in the preceding diagram, AAD Connect uses the following logic by
default:

e If a UPN is available, it will be used

e If a UPN isn't available, it uses the user's sSAMAccountName and the fully
qualified domain name (FQDN) of the connect AD domain

e If the UPN to be exported to the Azure AD isn't verified, the suffix will be
replaced with <tenant>.onmicrosoft.com
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Remember that users can exist in any synchronized forest and they include
UserPrincipalName and sourceAnchor. In the case of using linked mailboxes, they
will be ignored because the synchronization engine will find an active and
deactivated account representation of the user.

Active Directory preparations

To prepare your AD environment, you can use the IdFix tool, which you can
download from http://bit.1ly/1vnsvvn. It performs the discovery and remediation
of identity objects and their attributes in an on-premises AD environment in
preparation for synchronization to Azure AD. IdFix is provided for AD
administrators that plan to use Azure AD Connect with the Azure AD/Office 365
services. You can use the tool for every synchronization scenario:

] Office 365

Accept  Apply Export Import Undo

DISTINGUISHEDNAME ~ OBJECTCLASS ~ ATTRIBUTE ERROR VALUE UPDATE

Ch=Adrian Gibet.0U-User .. [I3 userPrincipalName: character adnan gibert @novilabs.ch adnan gibet @inovitiabs ch v
CH=James Meyers 0U=Use... user i jam

james meyers @local 2

CH=Wima Chavez OU=ls... user userPrincipalName: localpart wima chavez' @novilabs ch wima chavez@inovitlabs ch 2

Incorrect user accounts found by the IdFix tool

To test the IdFix utility, we'll create some incorrect test users with the following
script:

New—-ADUser —-Name "James Meyers" —-GivenName J. —-Surname Meyers -
SamAccountName jmeyers -UserPrincipalName james.meyers@local -path
"OU=Users, OU=Managed Business Objects,DC=inovitlabs,DC=ch" -
AccountPassword (ConvertTo-SecureString "Pass@wordl" —-AsPlainText -
Force) -Enabled $True

New-ADUser —-Name "Adrian Gilbert" -GivenName Adrian —-Surname Gilbert -
SamAccountName adrian.gilbert -UserPrincipalName "adrian.gilbert
@inovitlabs.ch" -path "OU=Users, OU=Managed Business
Objects,DC=inovitlabs,DC=ch" —-AccountPassword (ConvertTo-SecureString
"Pass@wordl" -AsPlainText -Force) -Enabled $True

New-ADUser —-Name "Wilma Chavez" -GivenName Wilma —-Surname Chavez -
SamAccountName wilma.chavez -UserPrincipalName
"wilma.chavez®@inovitlabs.ch" —-path "OU=Users, OU=Managed Business
Objects,DC=inovitlabs,DC=ch" —-AccountPassword (ConvertTo-SecureString
"Pass@wordl" -AsPlainText -Force) -Enabled $True
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The following screenshot shows the expected result:

] Active Directory Users and Computers || pame

Type
—| Saved Queries 2, Adrian Gilbert User
v 3 inovitlabs.ch

- E}James Meyers User

Builti
urhn E;Wilma Chavez User
Computers

Domain Controllers
ForeignSecurityPrincipals
Keys

LostAndFound

Managed Business Objects

BELDLELE

2| Devices
3| Groups
= | Users

Creation result of the damaged user accounts

Now we can run the IdFix tool to check the local AD for a user that will build errors
in a synchronization:

m |dFix version 1.09 = O X

] Office 365 Query Accept Apply Export Import Undo

DISTINGUISHEDNAME .« OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION

CN=Adrian Gilbert, OlU=User... [F=g userPrincipalName character adrian gibert @ino... adran gibet@ina... hd

CN=James Meyers.OU=Use... user userPrincipalMName topleveldomain.do... jamesmeyers@local james meyers@local ~

Errors found on the damaged user accounts

After you test the IdFix tool, delete the created test user accounts.
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With the next steps we will start the installation of the Azure AD Connect tool:

1. Run the Azure AD Connect installation. Download the actual version of the
tool from https://www.microsoft.com/en-us/download/details.aspx?

1d=47594 and start the installation with the Domain Administrator
credentials.

2. Choose the custom installation option so that we can view all the essential
configuration steps. I always use the custom option and not the Express

option.

3. Use the gMSA created in the previous steps to configure the Azure AD
Connect service:

&> Microsoft Azure Active Directory Connect

Express Settings

Required Components

User Sign-In

Install required components

Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will be installed.

Optional configuration:
[ Specify a custom installation location
[ Use an existing SQL Server

Use an existing service account

® Managed Service Account
O Domain Account
SERVICE ACCOUMNT NAME

[INOVITLABS\svcaadconnects |

SERVICE ACCOUNT PASSWORD

[ Specify custom sync groups

Previous Install

Service account configuration
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4. At this time, we don't set any User sign-in option:

& Microsoft Azure Active Directory Connect

Express Settings User S‘QH ‘n
Required Components Select the Sign On method.

) Password Hash Synchronization (7]
Connect to Azure AD ) Pass-through authentication €@
Sync O Federation with AD Fs @

Connect Directories () Federation with ngFederatee

Azure AD sign-in ) Do not configure (2]

Domain/OU Filtering
Identifying users Select this option to enable single sign-on for your corporate desktop users:
Filtering Enable single sign-on @
Optional Features

Configure

User sign-in configuration

In the next section, we'll discuss the source anchor decision process, so click Next and
wait for the next lab part.

Source Anchor decisions

It’s crucial to understand Source Anchor because it builds the basis for the
relationship between the AD Domain Services user and the Azure AD user. The
sourceAnchor attribute can't be changed. Be aware that your configuration fits your
expected scenario.

The attribute provides the following capabilities to you:

¢ Supports faster rebuilding scenarios

e Supports the move from a cloud-only to a synchronized scenario with a
hard match
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¢ In a federation scenario, it builds the claim with UserPrincipalName to
identify a user uniquely

The following rules need to be followed when choosing a sourceAnchor attribute:

Less than 60 characters

No special characters, suchas{,}, |, ~,<>(),";:, [ 1@ _\,, £ % %, &,
* 4 /=72 A or
s 7 lrs 7 7 7 Or

Globally unique

String, integer, or binary

Should not be based on the user's name and case-sensitive
Assigned at object-creation time

Azure AD Connect uses the following defaults as the sourceAnchor attribute:

e Azure AD Connect (version 1.1.486.0 and older) usage of the objectGUID as
the sourceAnchor attribute

e Azure AD Connect (version 1.1.524.0 and after) usage of the ms-DS-
ConsistencyGuid as sourceAnchor attribute

The following screenshot shows the configuration in the Azure AD Connect
installation wizard:

Source Anchor
ms-DS-ConsistencyGuid

Fallback Method

& Microsoft Azure Active Directory Connect

Uniquely identifying your users

Express Settings

Required Components Select how users should be identified in your on-premises directories. @

User sign-in ® Users are represented only once across all directories.

Connect to Azure AD User identities exist across multple directories. Match using: L

sync * Mail attibute
Connect Directories ObjectSID and 1P-OriginatorsID attributes
Azure AD sigh-in SAMAccountName and MailNickName attributes
Domain/ou Fiering 4 specific atibute SourceAnchor
e (AAD Connect Metaverse)
Filtering

Optional Features Select how users should be identified with Azure AD. €

Configure ® Let Azure manage the source anchor

Choose a specific attribute

ImmutablelD
Azure will write back unique source anchors to your on-premises directory if mS-DS- Azure AD
ConsistencyGuid is currently unused by your organization. Learn more

. -

sourceAnchor definition of Azure AD Connect
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The Management Agent user account must be granted write permissions to the ms-
DS-ConsistencyGuid attribute in the local AD. Keep in mind, only newer versions of
Azure AD Connect (1.1.552.0 and after) support switching from ObjectGuid to ms-
DS-ConsistencyGuid as the sourceaAnchor attribute.

Connected Directories

The Synchronization Engine from the Azure AD Connect processes identities from
the AD and the Azure AD. Every directory or repository organizes the data in their
method and provides different access methods. The data repositories that are
synchronized with Azure AD Connect are called connected data sources or connected
directories (CDs). The two supported CDs in Azure AD Connect are the AD and the
Azure AD. You can connect any other repository but in a Microsoft, unsupported
way. The following diagram shows the basic concept of synchronization:

Connected Synchronization
Directory Engine

Q Connector @

Active Directory

Basic concept of a connector and the connected directory

Now, let's jump back to the Azure AD Connect configuration and log back into your
Domain Controller.
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We will configure the two repositories:

1. Provide your global administrator credentials from your Azure AD and
click Next:

&> Microsoft Azure Active Directory Connect

Connect to Azure AD

Express Settings

Required Components Enter your Azure AD global administrator credentials, @
User Sign-in USERNAME

Connect to Azure AD |admln@lnowtcloudlabs.onmicrosoft.com |
Sync

) . PASSWORD
Connect Directories

Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configure

Previous

Connect Azure AD Connect to the Azure AD
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2. Connect the local Active Directory:

&» Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In

Connect to Azure AD
Sync

Azure AD sign-in
Domain/OU Filtering
Identifying users
Filtering

Optional Features

Configure

Connect your directories

Enter connection information for your on-premises directories or forests. a
DIRECTORY TYPE
Active Directory

FOREST @

inovitlabs.ch ¥ Add Directory

Ne directories are currently configured.

Previous

Connect the local AD

3. Use the created AD Management Agent account for this task:
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& AD forest a

AD forest account

An AD account with sufficient permissions is required for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with the
required permissions. Learn more about managing account permissions.

The first option is recommended and requires you to enter Enterprise Admin credentials.

Select account option.
O Create new AD account

® Use existing AD account

DOMAIN USERNAME

unt - X

[INOVITLABS svcaadcadma |

PASSWORD

Configure the AD Management Agent service account

4. Find your verified custom domain, in my case inovitlabs.ch:

& Microsoft Azure Active

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync

Connect Directories

Azure AD sign-in

Domain/QU Filtering
Identifying users
Filtering

Optional Features

Configure

Azure AD sign-in configuration

To sign-in to Azure with the same credentials as your on-premises directory, a matching Azure AD Domain is
required. The following table lists the UPM suffixes for your on-premises environment and the status of the
associated Azure AD Domain, 9

Active Directory UPN Suffix re AD Dom

inovitlabs.ch Verified

o

Select the on-premises attribute to use as the Azure AD username
USER PRINCIPAL NAME 9

userPrincipalName <

Previous

Define the sign-in options
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5. On the Domain and OU filtering page, choose the created Managed
Business Objects OU. With the following setting, no newly created OUs
will be included in the synchronization process:

&% Microsoft Azure Active Directory Connect

Domain and OU filtering
Express Settings
Required Components Directory: | inovitlabs.ch - 0

User Sign-in ) Sync all domains and OUs
Connect to Azure AD ® sync selected domains and OUs
Sync 4 [ inovitlabs.ch
Connect Directories L) Builtin
: . O Computers
Azure AD sign-in ] pomain Controllers
[ FareignsecurityPrincipals
- [ infrastructure
Identifying users [ LostAndEound
Filtering 4 [ managed Business Objects
Optional Features Devices
Groups
Configure Users
[J Managed Service Accounts
[ managed Service Objects
O Program Data
[ System
[ Users

Previous

OU filtering options
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6. With the following option, every newly established OU under Managed
Business Objects will be included in the synchronization process:

& Microsoft Azure Active Directory Connect

Domain and OU filtering
Express Settings

Required Compaonents Directory: | inovitlabs.ch = Refresh Ou/Domain [ 2]

User Sign-in ) sync all domains and OUs
Connect to Azure AD ® Sync selected domains and OUs
Sync 4 [ inovitlabs.ch
Connect Directories LI Builtin
; [J computers
Azure AD sign-in ] pomain Contrallers
] ForeignsecurityPrincipals
- [ infrastructure
Identifying users ] LostandFound
Filtering 4 Managed Business Objects
Optional Features Devices
Groups
Configure Users
[] Managed Service Accounts
[[] Managed Service Objects
[J program Data
O System
[ users

Previous

The second part of OU filtering options
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7. Configure the sourceAnchor ms-DS-ConsistencyGuid as we discussed in
the Source Anchor decisions section :

& Microsoft Azure Active Directory Connect

Express Settings
Required Components
User Sign-In
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Filtering
Optional Features

Configure

Uniguely identifying your users

Select how users should be identified in your on-premises directories. (2]
(®) Users are represented only ence across all directaries.
() User identities exist across multiple directories. Match using:
* Mail attribute
ObjectSID and msExchMasterAccountSID/msRTCSIP-OriginatorS|D attributes
SaMAccountMame and MailNickName attributes
A specific attribute

Select how users should be identified with Azure AD.o
(® Let Azure manage the source anchor

() Choose a specific attribute

Azure will write back unigque source anchors to your on-premises directory if mS-DS-

ConsistencyGuid is currently d by your organizati Learn more

Previous

sourceAnchor definition dialog
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8. In the Filter users and devices section, choose the default option. You
could also use the group option for proof of concepts:

& Microsoft Azure Active Directory Connect

Filter users and devices

For a pilot deployment, specify a group containing your users and devices that will be synchronized. Nested
groups are not supported and will be ignored.

Express Settings

Required Components

User Sign-In
Connect to Azure AD ® Synchronize all users and devices
Sync () Synchronize selacted @
Connect Directories FOREST GROUP
Azure AD sign-in inovitlabs.ch |Enrer a name or DN of a group Resolve

Domain/OU Filtering
Identifying users
COptional Features

Configure

Previous

Filter users and devices dialog
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9. In the Optional features section, you see the available synchronization
options, which we discussed in the integration scenarios. Keep in mind that
you need the correct permissions for the Active Directory Management

Agent account to write back to the local AD:

& Microsoft Azure Active Directory Connect

Optional features

Express Settings

Required Components Select enhanced functionality if required by your organization.

User Sign-In

Exchange hybrid deployment &
Connect to Azure AD . ) -
Exchange Mail Public Folders (Preview) @
Sync
Connect Directaries [] Azure AD app and attribute filtering @

Azure AD sign-in [] Password hash synchronization @

Domain/OU Filtering [] Password writeback @
Identifying users Group writeback (Preview) @
Filtering Device writeback @
[ Directory extension attribute sync @
Configure

Learn more about optional features.

Previous

Azure AD Connect Optional features section

10. Click Next to finish the configuration. Be sure that you don't enable the
synchronization process because we do the things step by step.
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The directories will be connected after we finish the Azure AD Connect installation
wizard, and can be viewed in the Synchronization Service Manager under
Connectors:

File Tools Actions Help
@ Operations é‘j Connectors m_f Metaverse Designer {x_i_ Metaverse Search
Connectors
MName Type Description
ovicloudiabs onmicrosoft.com - AAD | Windows Azure Active Directory (Mier. | JIC7Je
inovitlabs .ch Active Directory Domain Services & Properties
&1 Delete
&1 Configure Run Profiles
<1 Run
< Stop
1 Export Connector
& Impart Connectar
& Update Connector
& Refresh Schema
< 5 | ¥ Search Connector Space
otal number of Connectors: 2

Azure AD Connect - Connected directories

After installing and configuring the Azure AD Connect tool, we can jump into the
detailed sections of the synchronization. In the upcoming chapter 3, Exploring
Advanced Synchronization Concepts, we'll enable the available writeback, extension, and
filtering options.

Import flow

The internal sync engine contains two namespaces that store identity information: the
CS and the metaverse (MV). The CS is used to detect changes in the connected data
sources. The connector space is also used to proceed outgoing changes for the export
process into the connected data source.

Data can flow in each direction, but it can't flow in both directions
simultaneously.

Just to recap: the MV is a storage area that contains the aggregated
identity information from multiple connected data. It's very
important to understand that every synchronization engine object
must have a globally unique identifier (GUID) for data integration
reasons and the relationships between the objects.
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The import process is done between the connected data source and the connector
space. For this reason, we provide some information about the connector space.

Connector space objects have two attributes:

¢ Globally unique identifier (GUID)
¢ Distinguished name (DN)

CS objects can be one of the following;:

e A CS object
¢ A placeholder

The following diagram shows the schematic view of the Synchronization Engine:

Connector Space Metaverse Connector Space
(& (MV) (Cs)

Connected
Directory

QE Connector Connector

Active Directory

Synchronization Engine

Synchronization Engine overview

Now let's see the import flow in action. Keep in mind that we already have users in
our Azure AD from chapter 1, Building and Managing Azure AD:

1. Log into your Domain Controller and open the Azure AD Connect
Synchronization Service Manager.

2. Run a Full Import on the connected Active Directory:
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& Synchronization Service Manager on INOLABSADS01 — O et
File Tools Actions Help

a Operations ‘ Connectors @ Metaverse Designer @ Metaverse Search

MName Type Description
inovitcloudlabs onmicrosoft.com - AAD Windows Azure Active Directary (Microsoft) @ Create
inovitlabs ch Active Directory Domain Services [&] Properties
o) Run Connector (4 Delete
|} Configure Run Praofiles
Connector: 4 Run
inovitlabs.ch i @ Step
@ Export Connector
Run profiles: & Import Connectar
| Update Connector
Full Synchronization
Defta Import | Refresh Schera
< Detta Synchronization s ||& Search Connector Space
ort _—
| Total number B
Step Type:
Start Time: Status:
Synchronizg | |

[T Resume Fun Profile

ok || cacel | Hep |

i | &

Full Import profile run

3. The sync engine imports the organizational structure (placeholder) into the

StepType:  Full Import (Stage Only) Partition: DC=inovitlabs, DC=ch
Start Time:  16.12.2018 16:21:43 End Time: 16.12.2018 16:21:50 Status: success
| Synchronization Statistics | | Connection Status | |
Staging INOLABSADSO.inovitlabs.ch: 385 success
LUnchanged 0

Adds 5 I Synchronization Emrors | |
(Updates L]

Renames 0

Deletes 0

Discovery

Fitered Objects 192

Statistics after Full Import
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4. You see the imported organizational structure:

ol Object Details

Total objects retrieved: 5

Distinguished Name

DC=inovitlabs, DC=ch

Oll=Managed Business Objects, DC=inovitlabs, DC=ch

Ol=Users OlJ=Managed Business Objects, DC=inovitlabs, DC=ch
OU=Groups,0l=Managed Business Objects, DC=inovitlabs, DC=ch
OlU=Devices Oll=Managed Business Objects, DC=inovitiabs, DC=ch

Imported objects

5. Run a Full Import on the connected Azure Active Directory:

& Synchronization Service Manager on INOLABSADSD1

File Tools Actions Help

inovitcloudlabs onmicrosoft com - AAD Windows Azure Active Directory (Microsoft)

g Create

g Properties

&) Delete

|&} Configure Run Prafiles
& Run

@ Stop

|&] Export Connector

&} Import Connectar

|Z] Update Connector

|&] Refresh Schema

g Search Connector Space

Operations Qﬂa Connectors @ Metaverse Designer -é%' Metaverse Search
Connectors
[hee =

Status:

inovitlabs .ch Active Directory Domain Services
! Run Connector X
Connector:
inovitcloudlabs onmicrosoft.com - AAD b
Run profiles:
Full Synchronization
Delta Import
< Delta Synchronization
[ Total number g Bxport
Frofile Name:
Step Type:
Start Time:
Synchronizat|

™ Resume Run Profile

oK || Cancel | Heb |

Full Import on Azure AD
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6. No objects are created in the CS. Remember that we already have users in
the Azure AD—there's no user write-back available:

Profile Name: Ful Import User Name: INOVITLABS \administrator

StepType:  Full Import (Stage Cnly) Partition: default
Start Time:  16.12.2018 16:24:53 End Time: 16.12 2018 16:25:25 Status: completed-no-objects
Synchronization Statistics Connection Status
Staging
Unchanged 0
Adds 0 Synchronization Emors
Updates 0
Renames 0
Deletes 0

Full Import Azure AD statistics

Also, there's no interaction with the MV with an import flow. In the next section,
you'll learn more about placeholder objects.

Placeholder objects

An example of a placeholder object is the containers to validate the path to the AD
objects. We can also talk about a placeholder object to which the manager attribute
refers. As a rule, we can say that placeholder objects don't contain values and are not
linked with the MV.

Run profiles—one per forest, one step per domain:

e We import (stage) all objects into the CS (even filtered by the Connector
Filter)

e Full Import—all objects
e Delta Import—only changed objects

Next, we'll move to the synchronization flows.
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Synchronization flows

Synchronization flows are specific to the processes between the CS and the MV
objects. As a rule, we can say that multiple CS objects can be linked to one MV object.
This is typical because the MV represents the unique identity object over all
connected systems. On the other hand, a CS object can't have a link to multiple MV
objects, as shown in the image below:

Connector Space Metaverse Connector Space
(CS) (MV) (CS)
Connected
Directory
é ! Connector Connector
Sync Sync >
Active Directory (IN) (ouT)
® Synchronization Engine

Synchronization flow overview

The synchronization flows are configured over the synchronization rules that you can
view in the Azure AD Connect Synchronization Rules Editor:

[132]



Understanding Identity Synchronization

Chapter 2

45 Synchronization Rules Editor

View and manage your synchronization rules

Direction: MV Object Type: Connector: Connector Object Type: Disabled:
Inbound - Y i L
[ E— . T
Connector Attribute: Rule Type:
v v
Mame Connector Precedence Connector Object Type Metaverse Object Type
In from AD - User Join inovitlabs.ch 100 user person
In from AL - InetOrgPerson Join inovitlabs.ch 1 InetOrgPerson person
In from AL - User AccountEnabled inovitlabs.ch 102 user person
In from AL - InetOrgPerson AccountEnabled  inovitlabs.ch 103 InetOrgPerson person
In from AD - User Commoan inovitlabs.ch 104 user person
In from AL - InetOrgPerson Common inovitlabs.ch 105 InetOrgPerson person
In from AD - Group Join inovitlabs.ch 106 group group
In from AD - Group Commen inovitlabs.ch 107 group group
In from AD - Contact Join inovitlabs.ch 108 contact person
In from AD - Contact Common inovitlabs.ch 109 contact person
In from AL - ForeignSecurityPrincipal Jein Us  inovitlabs.ch 110 foreignSecurityPrincipal ®
In frem AAD - User Join inovitcdoudlabs.onmicrosoft.com - AAL 111 user person
In from AAD - Contact Join inovitcloudlabs.onmicrosoft.com - AAL 112 contact person
In frem AAD - Group Join inovitcdoudlabs.onmicrosoftcom - AAL 113 group group
In from AAD - User NGCKey inovitcloudlabs.onmicrosoft.com - AAL 114 user person
In from 84T - Nevirs Commaon inowiteinuidiahe nnmicmentt cam - AT 141 devire devire
Type: Scoping filters
Tl.ansfun'r ations: Join rules
Disabled:

Delete

In chapter 3, Exploring Advanced Synchronization Concepts, we'll discuss the

Synchronization rules editor overview

synchronization rules in detail. For now, we'll focus on the main functions and

explanations.

[133 ]




Understanding Identity Synchronization Chapter 2

Inbound synchronization

The inbound synchronization is defined by a subset of synchronization rules and
contains the terms shown in the following diagram. If we use an inbound
synchronization, the synchronization engine will update the changes between the MV
and the CS. The inbound synchronization happens when the content of the MV is
updated by using the data in the CS:

* Projection
‘e Join :
-* Import attribute flow

Connector Space Metaverse Connector Space
(€S) Mv) (€S)

Connected
Directory

g § Connector Connector
Sync

Active Directory (IN)

@ Synchronization Engine

Inbound synchronization overview

Another term for the provisioning is Projection and it's part of the outbound
synchronization. We can also say that provisioning is an object-level operation
because the synchronization engine creates a new object in the MV based on the
object in the CS and creates a link between them. The join is in the special process,
which creates the link. So, the join is also an object-level operation. The import
attribute flow is used from the synchronization engine to update attribute values of
the MV object. We can say that the import flow is attribute-level-based and requires a
link between the CS and the MV object.

[134]



Understanding Identity Synchronization Chapter 2

Let's take a look at our Azure AD Connect:

1. Log into your Domain Controller and open the Azure AD Connect
Synchronization Service Manager.

2. Run a Full Synchronization on the local AD:

& Synchronization Service Manager on INOLABSADS01

— O *
File Tools Actions Help
Operations %]_5 Connectors & Metaverse Designer 1‘% Metaverse Search
MName Type Description
inovitcloudlabs onmicrosoft. com - AAD Windows Azure Active Directory (Microsoft) @ Create
inovitlabs ch Active Directory Domain Services & Properties
o5 Run Connector & Delete
|Z} Configure Run Prafiles
Connector: | Run
inovitiabs.ch @ ot
@ Export Connector
Run profiles: ¥ Import Connector
Full Import @ Update Connector
Full Synchronization
Deltalmport |} Refresh Schema
< Delta Synchronization 5 | &) Search Connectar Space
Export _—
| Total numbe
Step Type; DC=ch
Start Time :21:50 Status: success
Synchroniz | |
Staging 1383 success
Unchangeq
Adds | |
Updates
Renames
Deletes ™ Resume Run Profile
Di

Fhersd O ok || comed | beb |
:
| | & )

Full Synchronization run on the local AD
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3. Nothing happens on the MV. You will only find 5 Disconnectors for the
organizational structure (placeholders):

[Prafile Name: Ful Synchronization User Name: INOVITLAB S \administrator
Step Type:  Full Synchronization Partition: DC=inovitlabs, DC=ch
Start Time:  16.12.2018 16:27:37 End Time: 16.12.2018 16:27:39 Status: success

Synchronization Statistics Flow Ermars
Inbound Synchronization
Projections

Joins

Filtered Disconnectars
Disconnectors

Connectors with Flow Updates
Connectors without Fow Updates
Filtered Connectors

Deleted Connectors

Metaverse Object Deletes

Coooomoo e

Full Synchronization statistics

Let's create a test user with the same UserPrincipalName as an existing
user in Azure AD. In my case, I use jochen.nickel@inovitlabs.ch:

New-ADUser —-Name "Jochen Nickel" —-GivenName Jochen —-Surname
Nickel -SamAccountName jochen.nickel -UserPrincipalName
jochen.nickel@inovitlabs.ch —-path "OU=Users, OU=Managed
Business Objects,DC=inovitlabs,DC=ch" —-AccountPassword
(ConvertTo—-SecureString "Pass@wordl" -AsPlainText -Force) -
Enabled $True

4. Run a Delta import on the local AD:

Frofie Name: Deta Import User Name: INOVITLABS administrator

StepType:  Delta Import (Stage Only) Partition: DC=inovitlabs, DC=ch
Start Time:  16.12.2018 17:03:15 End Time: 16.12.2018 17.03:15 Status: success
Synchronization Statistics Connection Status

Staging INOLABSADS0 inovitlabs.ch:389 success

Unchanged 0

Adds 1 Synchronization Emars

Updates 0

Renames 0

Deletes 0

Discovery

Fitered Objects 0
=
G

Delta Import statistics on local AD
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5. Run a Delta Synchronization on the local AD:

Step Type: Delta Synchronization
StartTime:  16.12.2018 17:04:43

Profile Mame: Delta Synchronization User Name: INOVITLABS administrator

Partition: DC=inovitlabs, DC=ch
End Time: 16.12.2018 17:04:47 Status:

SuUCCESS

Export Statistics

Projections

Joins

Fitered Disconnectors
Disconnectors

Connectors with Flow Updates
Connectors without Flow Updates
Fitered Connectors

Deleted Connectors

Metaverse Object Deletes

N I NN T

Export Attibute Flow

Outbound Synchronization  inovitcloudlabs onmi...
1

ProvisionmgAdds 11 [V

Fow Emors

&

Delta synchronization on local AD statistics

In the actual state, we would have a provisioning of the user in the Azure
AD. For this reason, we need to run a Full Synchronization on the Azure
AD to get all the changes. This procedure avoids the making of a wrong

provisioning, because we want to join the user based on the
UserPrincipalName.

6. Run a Full Synchronization on the Azure AD:

[Profile Name: Fal Synchronization User Name: INOVITLABS \administrator

Connectors with Flow Updates

Fittered Connectors
Deleted Connectors
Metaverse Object Deletes

Connectors without Flow Updates |1 ]

[=N=NS]

Step Type:  Full Synchronization Partition: default
StartTime:  16.12.2018 17.08:22 End Time: 16.12.2018 17:08:24 Status: success
Synchronization Statistics Connection Status
Inbound Synchronization
Projections 0
Joins 0 Flow Emors
Fittered Disconnectors 0
Disconnectors 0
0
1

@

Full synchronization statistics
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7. Click on Connectors without Flow Updates and inspect the changes.

8. Run an Export on the Azure AD which will recognize that the user will be
joined by UserPrincipalName. We prove this with a Metaverse Search:

a Operations Qﬂg Connectors gv Metaverse Designer Search

Metaverse Search

{_ﬂ;‘ Metawv,

Scope by Object Type: Al - ollation: | <defautt> |

Attribute Operator

ject Properties *

identifier (GUID):  {C346034E-4C01-E911-8C1A-00155D01CE3F}
play Name: Jochen Nickel
Object type: person

Retrieved 1 of Attributes  Connectors

displayMame
Jochen Nickel

Distinguished Name Connector Join Method
CN=Jochen Mickel OU=Users,0lU=Managed Business Obje... inovitlabs.ch SyncRule
CN={692F4D7931664A413855436DI66B674547462F564C ... inovitcloudabs.onmi...  SyncRule

Metaverse Search options

You synchronized your first user, including a join operation! You can follow up by

mapping all the accounts. This is how you can map existing on-premises accounts
with Azure AD accounts.

If you run an Export on the AD, you'll receive a permission issue error:

Profile Mame: Export User Name: INOVITLABS \svcaadconnects

StepType:  Export Partition: DC=inovitlabs,DC=ch

StartTime:  16.12.2018 17:39:57 End Time: 16.12.2018 17:39:58 Status: completed-export-emors
Export Statistics Connection Status

Adds ] INOLABSADS0] inovitlabs.ch: 389 success

Updates 0

Renames 0 Export Emors 1 Emorls)

Deletes 0 CN=Jochen Mickel OU=Users, OU... pemissiondssue

Delete Adds 0

Export statistics on AD

Modify the cmdlets to your environment and execute them to grant the AD
Management Account the permissions to write to ms-ds-consistencyGuid:

SaccountName = "INOVITLABS\svcaadcadma"
SForestDN = "OU=Managed Business Objects,DC=inovitlabs,DC=ch"
Scmd = "dsacls 'S$ForestDN' /I:S /G ' "SaccountName' " :WP;ms-ds—

consistencyGuid;user'"
Invoke-Expression $cmd
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Run the Export on the AD again and the error will disappear.

You can also use the email address or write ImmutableId toa PowerShell script. You
can use the following script for this purpose, https://gallery.technet.microsoft.
com/scriptcenter/Convert—between—lmmutable—e1e96aa90rthefoﬂowdng
procedure:

Sguid = (Get-ADUser -Identity jochen.nickel) .ObjectGUID
Simmutableid=[System.Convert]::ToBase64String ($Sguid.tobytearray())
Set-MsolUser -UserPrincipalName jochen.nickel@inovitlabs.ch -
ImmutableId S$immutableid

After you successfully join all the users, you can run a complete default sync cycle
with the following PowerShell cmdlet:

Start—-ADSyncSyncCycle -PolicyType Initial

This would happen if you enable the synchronization in the installation and
configuration wizard of Azure AD Connect.

By default, the Azure AD Connect Sync Engine schedulers runs the following on the
initial run:
e AD—Full Import
AAD—Full Import
AD—Full Sync
AAD—Full Sync
AAD—Export
AD—Export

Now that we've done the practical tasks, let's look at the rest of the theoretical
information.

Outbound synchronization

With outbound synchronization, you update the exported objects when an MV object
is changed but not deleted. The primary purpose of the outbound synchronization is
to check the changes to MV objects, which need to be updated in the CS.
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With outbound synchronization, we use the following three processes. You will get a
provisioning process if changes are applied to an object in the MV. The
deprovisioning process always depends on the provisioning itself, because the
provisioning process is the only one that can initiate the export attribute flow. The
objects in the CS during an export are provided with the pending export flag to make
them export objects. You can see the process in the following diagram:

* Provisioning

Connector Space Metaverse Connector Space * Deprovisioning
cs) Mv) ) * Export attribute flow
Connected oo e es s s e
Directory !
g é Connector . Connector @
Sync
Active Directory (oum

@ Synchronization Engine

Outbound synchronization overview

If changes happen to an MV object, the synchronization engine can create joined
objects as part of the provisioning process. Furthermore, the synchronization engine
can rename a joined object and disjoin an object.

Joins

Joins are an excellent functionality. We call a linked object in the CS, with an object in
the MV a joined object. Otherwise, it's a disjoined object. The following diagram
shows the Joins concept:

Connector Space Metaverse Connector Space
Cs) (MV) (CS)
Connected ‘ ‘ ‘

Directory

Joined
4 é Connector Object Connector
Active Directory
@ Synchronization Engine

Joins overview
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With the synchronization process, an object from the CS will be a joined object. In this
case, the related attributes can flow. The attribute flow is in both directions.

The disjoined object usage delivers such that the required information about the
object is already stored and they are convertible in both ways. With an import
you always create a disjoined object as well with the export.

Connector objects

Now that we have discussed the join operations we will explain the different
connector objects, which are used by the system to build the connection between the
connector space and the metaverse object.

There are two types of connector objects:

e Connectors
¢ Explicit connectors

A connector is an object in the CS. The object is linked to an object in the MV, so every
rule applies to this object. Furthermore, an explicit connector exists. With this type of
connector, the object is linked to an object in the MV. This type of connector can only
be created with the Joiner functionality, which isn't available in Azure AD Connect.

Disconnector objects

There are three types of disconnector objects:

e Disconnectors
¢ Explicit disconnectors
e Filtered disconnectors

We speak about a disconnector when an object in the CS isn't linked to an object in the
MV. An explicit disconnector is also not a linked object in the MV and can only be
joined with the Joiner toolset of the synchronization engine. This feature is not
available in Azure AD Connect. The meaning of a filtered disconnector is an object in
the CS, that is prevented from being joined or projected to an object in the MV.
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Export flow

During the export process, the synchronization engine checks all the exported objects
with the Pending Export flag in the CS, and an update will be sent to the data source:

Connector Space Metaverse Connector Space
(C5) (MV) ()]
Connected
Directory
Pending
Connector Export Connector
»-
Export
Active Directory

Synchronization Engine

Export flow overview

At this moment, the synchronization engine can only validate whether the export was
successful. It needs an import to prove that the exported values are correctly

transported to the repository:

Connector Space Metaverse Connector Space
() (MVv) (&)

Connected
Directory
Connector

Connector
- >
Export

Active Directory

Synchronization Engine

Import flow to prove the export

Now that you are equipped with the essential information about Azure AD Connect
and synchronization tasks, we'll jump into the details of the synchronization rules

editor in chapter 3, Exploring Advanced Synchronization Concepts.
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Summary

In this chapter, we discussed the most important identity synchronization tools:
Microsoft Identity Manager and Azure Active Directory Connect. We walked through
the typical synchronization scenarios. Now you're able to adopt the best scenario for
your requirements. In the Synchronization terms and processes section, we took a deep
dive into the synchronization service, so you know exactly what's happening under
the hood, which will help you to avoid mistakes and provide better troubleshooting
for synchronization errors.

In the next chapter, we'll explore additional filtering, join attributes, declarative
provisioning options, and generic connector usage.
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In current projects and workshops, we often see that administrators or consultants
find handling the Azure AD Connect synchronization engine difficult, especially if
the out-of-the-box functionality configured by the wizard doesn't work as expected in
their scenarios. The chapter will give you all the needed knowledge so that you can
handle basic and advanced synchronization requirements.

In this chapter, we'll discuss advanced synchronization concepts. We'll look into the
synchronization rules and work with practical situations to provide you with the
information and practical experience you need to solve common requests in your
projects or solutions. Furthermore, we explain the declarative provisioning and
expressions concept and use them directly in real-world examples. Another topic in
this chapter is the connection to an additional untrusted Active Directory forest.
Finally, we'll give you an idea of the special considerations you need to handle.

This chapter is organized into the following topics:

e Understanding declarative provisioning and expressions
¢ Synchronization rules explained
¢ Special considerations in advanced synchronization concepts

We will start with the steps to prepare our lab environment.
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Preparing your lab environment

To work through the guidance provided in this chapter, we need to arrange some
preparation tasks. You need to provide an additional public DNS suffix (which in my
case is azureid. ch) that represents YOURDOMAINZ .COM. We need to add this other
domain as a custom domain in the first Azure AD tenant
(YOURDOMAIN1.ONMICROSOFT.COM), which we used in chapter 2, Understanding

Identity Synchronization:
Use the following steps to start the configuration:

Open the Azure Portal: https://portal.azure.com.
Navigate to the Azure AD blade.

Click Custom domains.

Click Add custom domain.

Use your additional domain name:

S e

y inovit GmbH - Custom domain names Custom domain name X

ovit GmbH - Custom domain names

) . * Custom domain name °
= 1dd custom domain | &) Refresh X Troubleshoot  E5 Columns azureid.ch

o Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?

NAME stATUS FEDERATED

18103 inovitdemes.onmicrosoft.com Avallable

inovitdemes.ch Verified

Adding a custom domain
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6. Configure your public DNS to represent the following verification entry:

azureid.ch

Custom domain name

To use azureid.ch with your Azure AD, create a new TXT record with your domain name
registrar using the info below.

RECORD TYPE
ALIAS OR HOST NAME e 1™
DESTINATION OR POINTS TO ADDRESS | MS=ms81083408 N

L | 3600 |E

Share these settings via email

Verify domain
Verification will not succeed until you have configured your domain with your registrar as described

above,

Verify

Custom domain verification

7. Click Verify.
8. The following result is expected:

NAME STATUS FEDERATED
azureid.ch @ Verified

18103 1inovitdemos.onmicrosoft.com @ Available B

inovitdemos.ch @ Verified v

PRIMARY

Verified domains overview
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The following diagram shows the complete lab environment we'll use in this book:

Cost saving: Start VMs only foryour work — Don't forget to Shutdown!

Licenses Licenses
Microsoft 365 ES Trial Microsoft 365 ES Trial
D— Azure Trial subscription Azure Trial subscription

Additional Software

SQL Server 2017 Trial
C SharePoint 2016 Trial /\
E a Visual Studio 2017 Community
Visual Studio Code )
Windows 10 PRO/ENT

Azure AD1: yourdomain1.onmicrosoft.com Azure AD2: yourdomain3.onmicrosoft.com

Subject:
YOURDOMAIN1.COM SEMTEENELN G0 YOURDOMAIN2.COM
certauth loginyourdomain1.com

enterpriseregistration.yourdomaini.com
10.0.0.4 10.0.0.6 10.0.0.5 10.0.0.11 10.0.0.7 10.0.0.20

8|

YD1ADSO01 YD1APPO1 YD1INFO1 YD1RMS01 YD1URAOQ1 YD2ADS01

Standard D2s v3 Standard B4ms Standard B4ms Standard DS1 v2 Standard DS1 v2 Standard D2s v3
(2 vepus, B GB memony) (4 vepus, 16 GB memory) (4 vepus, 16GBmemory) (1 vepus, 35 GBmemory) (1 vepus, 3.5 GB memory) (2 vepus, B GB memaory)

YD1cLIo1 YD1cCLI02

Standard D2v2 Standard D2v2 Subject: login.yourdomain2.com
(2 vepus, 7 GB memory) (2 vepus, 7 GB memory)

Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview

Furthermore, we need to configure a new Active Directory Forest that uses the new
domain name. Use the preceding specifications to create the virtual machine to host
the domain controller. Create the same organizational structure and users, just like
you did for the first Active Directory forest that we used in the Chapter

2, Understanding Identity Synchronization. You'll find all the scripts in this book's code
package. Don't worry—we'll do the configuration in this chapter to avoid errors in
your lab. After preparing the lab environment, we can start working through this
chapter.

We are focusing on the synchronization process in this chapter to
adopt the authentication parts you can use the resources

from chapter 6, Managing Authentication Protocols, Chapter

7, Deploying Solutions on Azure AD and ADFS, and chapter 8, Using
the Azure AD App Proxy and the Web Application Proxy.
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Understanding declarative provisioning
and expressions

The easiest way to explain declarative provisioning is as follows: objects are
processed from the source connected directory to the target source by evaluating how
the objects and the associated attributes should be transformed. This is controlled by
inbound rules from the connector space to the metaverse and outbound rules from
the metaverse to the connector space. The following diagram gives you an overview
of all of the components:

Connector Space Metaverse Connector Space
(Cs) (MV) cs)

Connected

Directory
E Connector ® ® o Connector
Active Directory
@ Synchronization Engine

Source > Scope > Join »  Transform » Precedence > Target

Declarative provisioning options and components overview

Declarative provisioning provides the following capabilities:

e The only way to configure the sync engine

¢ Functions to configure attribute flows

o Precedence is on SRs (not on Connectors)
MV—deletion rules now use declarative provisioning

Introduces parameters, such as $Domain.Netbios%

Configured through PowerShell
The attribute-flow expression language can be explained as follows:

e Written in Visual Basic for Applications (VBA)

e Stricter syntax:
¢ Useful errors for easy troubleshooting

e Strongly-typed for different data types
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¢ Evolved expressions:
e [attributename], $parametername$
o gH (hexadecimal value)
e Constants—CRLF, True, False, NULL
It brings the following attribute flow operators into the game:
¢ String concatenate: &
e Mathematics: +, —, *, /
e Comparison: =, <, >, <>, <=, >=
¢ Evaluation order: ( )
¢ Logical operator: s& (and) | | (or)
It also provides a lot of functions for the attribute flow, as follows:
CBool
Chate
CGuid
ConvertFromBase64
BitAnd
. ConvertToBase64 .
Conversion Math BitOr
CNum
RandomNum
CRef
CStr
StringFromGuid
StringFromSid
Contains
DateAdd .
Count
DateFromNum Item
Date/time FormatDateTime Multi-valued Join
Now .
RemoveDuplicates
NumFromDate .
Split
DNComponent Error
Directory DNComponentRev Program flow |[IIF
EscapeDNComponent Switch
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GUID
InStr
InStrRev
LCase
, Left
IsBitSet
Len
IsDate )
T SEmot LTrim
Pty Mid
IsGuid
. PadLeft
Inspection IsNull Text .
PadRight
IsNullOrEmpty
, PCase
IsNumeric
Replace
IsPresent
. ReplaceChars
IsString ,
Right
RTrim
Trim
UCase
Word

In the following section, we'll explain these components in detail to provide you with
a better understanding.

Synchronization rules explained

Azure AD Connect uses an extra user interface in the Synchronization Rules Editor
to manage the synchronization logic. In the following screenshot, you can see all of
the synchronization rules have been created for your basic configuration. Every entry
is one synchronization rule. In the Direction dropdown, you can choose between two
different types: Inbound and Outbound. Practically, we say that the Inbound and
Outbound synchronization is always viewed from the metaverse perspective. In my
explanations, I'll use the inbound synchronization rules because we will find the
related information there.
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In the following screenshot, we can see the connected Active Directory forest
(inovitdemos.ch) and that it doesn't have any services, such as Exchange or Skype
for Business, and no synchronization rules have been created for these services:

& Synchronization Rules Editor

View and manage your synchronization rules

Direction: MV Object Type: Connector: Connector Object Type: Disabled:
Inbound s K4 *
Password Sync: MV attribute: Connector Attribute: Rule Type:
+ v v
MName Connector Precedence Connector Object Type Metaverse Object Type
In from AD - User Join inovitdemos.ch 100 user person
In from AD - InetOrgPerson Join inovitdemos.ch 101 inetOrgPerson person
In from AD - User AccountEnabled inovitdemos.ch 102 user person
In from AD - InetOrgPerson AccountEnabled  inovitdemos.ch 103 inetOrgPerson person
In from AD - User Common inovitdemos.ch 104 user persan
In from AL - InetOrgPerson Common inovitdemos.ch 105 inetOrgPerson person
In from AD - Group Join inovitdemos.ch 106 group group
In from AD - Group Common inovitdemos.ch 107 group group
In from AD - Contact Join inovitdemos.ch 108 contact person
In from AD - Contact Common inovitdemos.ch 109 contact persan
In from AD - ForeignSecurityPrincipal Join Us  inovitdemos.ch 110 foreignSecurityPrincipal =
In from AAD - User Join 15103 1inovitdemos.onmicrosoft.com - 111 user person
In from AAD - Contact Join 181031inovitdemos.onmicrosoft.com - 112 contact person
In from AAD - Group Join 18103 1inovitdemos.onmicrosoft.com - 113 group group
In from AAD - User NGCKey 18103 1inovitdemos.onmicrosoft.com - 114 user persan
In fram AAD - Nevice Comman 18103 inowitdemns anmicrmentt com - 141 Aevire devire

Type:
Transformations:
Disabled:

Scoping filters

Join rules

Synchronization rules overview—Inbound

With the following steps, we will gather more information on the practical usage of

the tool:

1. View this configuration on your YD1ADS01.
2. Click on Start and navigate to Azure AD Connect.
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3. Click on Synchronization Rules Editor:

l Azure AD Connect
Mew

Azure AD Connect
b

Synchronization Rules Editor
Synchronization Service

Synchronization Service WebSenvic...
!

Start Menu—Synchronization Rules Editor

AAD Connect provides several default synchronization rules based on your
configuration. The templates for these rules can be found under C: \Program
Files\Microsoft Azure AD Connect\SynchronizationRulesTemplates and

are XML-based:

» Windows (C:) » Program Files » Microsoft Azure Active Directory Connect » SynchronizationRuleTemplates
~

Name Date modified Type Size

2] Infrom AAD - Contact Exchange Hybrid.xml 121 . XML Document 2KB
2] Infrom AAD - Contact Join.xml XML Document 2KB
2] Infrom AAD - Device Commonxml XML Document AKB
2] In from AAD - Device Join SOAINAAD xml XML Document 3KB
=] In from AAD - ExchangeMailPublicFolder Joinaxml X¥ML Document 3KB
=] Infrom AAD - Group Exchange Hybrid xml XML Document 2KB
=] Infrom AAD - Group Joinxml ¥ML Document 2KB
=] Infrom AAD - Group SOAINAAD xml XML Document 4KB
=] Infrom AAD - User Exchange Hybrid xml XML Document 5KB
=] Infrom AAD - User Join SOAINAAD xml XML Document 12 KB

Synchronization rules templates overview

The screenshot of the Synchronization Rules Editor shows the different rules and
their precedence.

Microsoft always generates the first rule with the number 100 and iterates over all
connectors. They read the first item in that file (sorted by precedence). It has the name
of a rule and the criteria for being added. Then, they generate the first rule with the
number 100 and iterate over all connectors. If there are multiple connectors, the
whenCreated date/time is used as the arbitrator.
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In the following screenshot, we'll take an in-depth look into a synchronization rule:

4% Edit inbound synchronization rule x
Y

Edit inbound synchronization rule

Description Name In from AD - User AccourtEnabled

Scoping filter Description

Join rules

Transformations Connected System inovitdemos.ch e
Connected System Object Type ) =
Metaverse Object Type person =
Link Type o ™
Precedence 102
Tag MicrasoftInfromADUserAccountEnabled.008
Enable Password Sync
Disabled O

Inbound synchronization rule details

Here, we'll find detailed information about the Connected System for which the rule
applies. Further details are the object type in the metaverse and the connector space of
the synchronization engine. As we can see in the preceding example, the object type
in the connector space is called a user, which represents a user account in an Active
Directory, for example. The Metaverse Object Type for a user is always a person.
Under the Link Type, you can choose between Join, StickyJoin, and Provision. We
already discussed the join and provision option in chapter 2, Understanding Identity
Synchronization. The StickyJoin option can be used if the provisioning of a new object
to the metaverse is prohibited. Furthermore, the rule is enabled for password
synchronization.
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In the following screenshot, we explore the Scoping filter capabilities. The following
rule applies only if the user is enabled in the Active Directory. We use

the userAccountControl attribute to identify the status of the user. This screenshot
shows us that the value isn't required to have the bit 2 not set. The value for an
enabled user in Active Directory is 512, and 514 for a disabled one:

£ Edit inbound synchronization rule X

Edit inbound synchronization rule

Description Add scoping filters, or click next to skip this step
Scoping filter

Aftribute Operator Value
Join rules

userAccountControl o ISBITNOTSET o 2

Add group Remove groupx(s;

Transformations

< Previous | | Next > | Save | ‘ Cancel ‘

Scoping filter options

Within the Scoping filter, we can see that there are groups and clauses that can be
nested. To apply a rule, all clauses inside a group need to be met. A rule has two

types of logical operators: the logical OR operator that's used between groups and the
logical AND within a group.

We'll take a closer look at the Out to AAD—Group Join rule, which is shown in the

following screenshot. We can find an example of the different group types and how
they get handled.

[154 ]




Exploring Advanced Synchronization Concepts Chapter 3

The rule shown in the following screenshot regulates how and which groups are
provisioned to the Azure AD. Also, other attributes will be checked from the rule:

@ Edit cutbound synchronization rule X
Edit outbound synchronization rule
Description Add scoping filters, or click next to skip this step
Scoping filter
Aftribute Operator Value
Join rules -
cloudFiltered v NOTEQUAL v e
Transformations
sourceAnchor ) ISMOTNULL )
cloudhastered ~ | |NOTEQUAL v | |Tue
securityEnabled - EQUAL - True
cloudAnchor " ISMOTMNULL %
Aftribute Operator Value
cloudFiltered v | [nOTEQuUAL v| Ve
sourceAnchor " ISMOTMNULL %
cloudhastered v |  |NOTEQUAL v | [T
securityEnabled v EQUAL V| [Tue
Add group Remove group(s;
< Previous | | Mext > || Save | | Cancel |

More Scoping filter options

In the following example, we look into the In from AD—User Join rule, where
we find ms-DS-ConsistencyGuid and objectGuid handling for joining users from
the connector space to the metaverse. Keep in mind that join rules will only be
checked once. The link between the connector space and the metaverse object exists
until the conditions in the synchronization rule will not be achieved. It's important to
know that the synchronization engine will show an error when multiple join rules
want to be applied:
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£ Editinbound synchronization rule
Edit inbound synchronization rule
Description Add join rules
Scoping filter
Source attribute Target attribute Case Sensitive
Join rules
mS-DS-ConsistencyGuid = = |sourceAnchorBinary = I:l
Transformations
Source attribute Target attribute Case Sensitive
objectGUID = = |sourceAnchorBinary e I:l
<oreian | [ vets |[ e ][ e |

Join rules example

For transformations types, such as constant, direct or expression can be used. If we
use a constant flow, we can write a value directly into the chosen attribute. With a
direct flow, the attribute from the source system will be used in the target attribute.
With Visual Basic for Applications (VBA), we can develop extended configurations.
The syntax for attributes is the square brackets, such as company or department, as
shown in the following screenshot. Keep in mind that you need to work with case-

sensitive functions and attribute names. You can also use nesting options in your
rules.
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The following screenshot shows the transformations of the In from AD—User

common rule:

4 Editinbound synchronization rule

Edit inbound synchronization rule

Description

Add transformations

Scoping filter FlowType
Join rules Direct
Transformations Expression
Direct
Direct
Expression
Direct
Expression
Expression
Direct

Expression

Target Attribute Source Apply Or  Merge Typ ~
distinguishedName ~ dn ~ |:| Update
accourtEnshled ~ IIF(BitAnd([userAccountControl],2)= O Update
accounthlame v sAMAccounthiame ~ | Update
assistant v assistant ~ O Update
B v Trim(c) [ Update
o v o ] (] Update
res) v Trim([cal) O Update
‘company L4 Trim([company]) [} Update
countryCode v countryCode v O Update
department v Trim([department]) 1 Update

Add transformation Remaove

Transformation rule example

We worked through individual synchronization rules. Sometimes, many
synchronization rules are applied to one target attribute. The sourceAnchor in the
following screenshot can be used as an example. There, you can see that two rules
have been applied to the attribute. Now, precedence comes into the game and decides
which rule will be used. View the following screenshots to follow the explanation:

e ITn from AD—User AccountEnabled:

Expression s sourceAnchorBinary =
IIF{[msExchRecipientTypeDeti
HEMmn € NE.AncictancfGn
Expression v sourceAnchar v lIF(IsPresent([msExchRecipientTypel

IIF(IsPresent([msExchRecipientTy

Expression example for AccountEnabled
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¢ ITn from AD—User Common:

Expression = sourceAncharBinary = lIF{IsPresent{[msExchRecipientTy
lIF([msExchRecipientTypeDet:

HEMen © DS moncic fameui @

Expression v sourceAnchar v lIF(lsPresent{[msExchRecipientTypel

Expression example source Anchor

In the case of sourceAnchor, an enabled account from the connected Active
Directory will be populated to the Azure AD. If no enabled account is available in any
connected Active Directory, the In from AD—User Common rule applies. The
default behavior for multiple connected Active Directories is that the In from
AD—User Join rule has the highest precedence. So, the system iterates through all
connected Active Directories.

Now that we have introduced you to the concepts of declarative provisioning and
synchronization rules, we'll configure some examples.

Special considerations in advanced
synchronization concepts

In this section, we'll start using our knowledge in practical examples. First, we'll
explore some essential functions that can be used out of the box. In some
environments, you have the requirement that an organization has an organizational
unit (OU) filter in place, where all users are included in this OU. But now that you
need to filter out, this shouldn't be synchronized to the Azure AD. Furthermore, we'll
integrate a second AD forest and use PowerShell to configure the synchronization
rules.
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Using standard filters to exclude users and
groups

In this section, we'll use the standard filtering options to exclude users and groups to
be synchronized to the metaverse:

1. Log in as domain administrator to your YD1ADSO01.
2. Open the Active Directory Users and Computers console (dsa.msc).
3. Be sure that you are in the advanced features view:

View Help
Add/Remove Columns...
Large lcons
Small lcons
List
& Detail

Users, Contacts, Groups, and Computers as containers

I\/ Advanced Features I

Filter Options...

Customize...

Active Directory Users and Computers—Advanced Features option

4. Choose one of your users and move to the Attribute Editor tab.
5. Edit the adminDescription attribute and enter User_NoSync, where User_
is the important part:
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O PN

10.

Published Certificates ~ Member Of  Password Replication  Dialin ~ Object
Security Environment Sessions Remote control
General Address Account Profile Telephaones Organization

Remote Desktop Services Profile COM+ Attribute Editor
Attributes:
Attribute Value 2
accountExpires inewver)
accountMameHistory <not set>
aCSPolicyMame <not sets
adminCount <not set>
| adminDescription <not set> |
adminDisplayMame <not set>
String Attribute Editor >
Attribute:; adminDescription
Value:
User_MoSync|
I Clear I Cancel

adminDescription filtering option

Save your settings and minimize the console.

Open the Synchronization Rules Editor.

Edit the rule In from AD - User Common.

Click on Scoping filter.

You'll see a Scoping filter with the following clause:

adminDescription NOTSTARTSWITH User_
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The following screenshot shows the configuration to filter users to
synchronize to Azure AD by filling the adminDescription attribute:

Direction: MV Object Type: Connector: Connector Object Type: Disabled:
Inbound v v v v | | v
Add new rule
Password Sync: MV attribute: Connector Attribute: Rule Type:
« v v v v
MName Connector Precedence Connector Object Type Metaverse Object Type
In from AD - User Join inovitdemos.ch 100 user person
In from AD - InetOrgPerson Join inovitdemos.ch 101 inetOrgPerson person
In from AD - User AccountEnabled inovitdemos.ch 102 user person
- ountEnabled  inovitdemos.ch 103 inetOrgPerson person
In from AD - User Common inovitdemos.ch 104 user person
T fon A1~ inatriene: Comman inmuitdemas ch 102 inat(nBercnn nerson
£ Edit inbound synchronization rule *
Edit inbound synchronization rule
Description Add scoping filters, or click next to skip this step
Scoping filter
Attribute Operator Value
Join rules
adminDescription e NOTSTARTSWITH ~ User_

Transformations

Add clause | Remove ¢l
Add group Remove

Rule configuration to filter specific users

11. Click Cancel and minimize the synchronization rules editor.

12. Open the Synchronization Service Manager.

13. Click on Connectors and start a delta import on your Active Directory

connector.
14. You'll get an update in the sync statistics:

Synchronization Statistics
Staging

Unchanged

Adds

Updates

Renames

Deletes

[l —A El — I — ]

Discovery
Fitered Objects 2

Delta import synchronization statistics
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15. Click on Updates.

16. You'll notice add on your modified user account:

Total objects retrieved: 1

= fport Connector

wport Connector

ndate Connector
Distinguished Name ifresh Schema
CN=haron Painter OU=lsers Oll=Managed Business Objects, DC=inovitdemos, DC=ch tarch Connectar Space
number of Connectors: 2 = . . ||
Name: Deka | User Name: INOVI Al o) Connector Space Object Properties x
Type:  Delta Import (Stage Only) Import I Lineage I
Time:  1/23/2019 12:14:
B T Dist ! Mame: CN=Aargh Painter,0l=Users, Oll=Managed Business Objects,DC=inovitdemos, DC=ch 1
[Staging
[Unchanged 0 Modification type: update
Aclde 0 Object type: user
ates 1
Henames ]
B 1 Attribute information:
Discovery Changes | Attribute Name 1 Type 1 Old Value 1 New Valug J_ ~
Filtered Objects 2 ‘add adminCescription  eting Uger_foSync I
none cn aﬁng .lﬁrun anter ron Fanter
none countryCode number 0 0
none department string Strategy Consulting Strategy Consulting
none givenName string Aaron Aaron
adminDescription attribute flow
17. Click on Preview.
18. Choose Delta Synchronization.
19. Click Generate Preview:
s Preview s
Contents. Start Preview

Start Preview

Source object Distinguished Name (DN):
CN=Aaron Painter, OU=Users, 0lI=Managed Business Objects, DC=inovitdemos DC=ch

Preview allows you to view the results of synchronizing an individual object, with or without committing the change to the metadirectory.

First select the synchronization mode for the preview. then select either Generate Preview to view the preview results without committing the
changes to the metadirectary, or Commit Preview to view the preview results and commit the changes to the metadirectory

Select preview mode:

" Full synchronization - will show the resutts of synchronizing all attributes on the object

Generate Preview Commit Preview

“Status:

+ Delta synchronization - will show the results of synchronizing only the attributes on the object that has pending changes

Synchronization preview options
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20. You'll see in the result that the Object Deletion Rule was satisfied:

a5 Preview

Conterts Object Deletion Rule

D Start Preview
D Source Object Details
Object Deletion Rule
= D Connector Updates Object type: person
B D CN={585378724F63763
D Connector Deprovisic
=] D CN=Aaran Painter OU=l) [} Status: Metaverse object deleted
D Export Attribute Flow

Metaverse object Aaron Painter

Rule type: Automatic Deletion

The metaverse object deletion rule was satisified. The metaverse object will be deleted.

Object deletion rule preview

21. Click on Connector Deprovisioning:

s Preview v
Contents. C D
D Start Preview o
) Source Object Detais Distinguished Name (DN): CN={585378724F6376374E3053792B5666376875397A39773030)
D Obiect Deletion Rule ‘Connector: 18103 Tinovitdemos onmicrosaft com - AAD
B[] Connector Updates Object type: user
£ [)] CN={585378724F6376374E305379 | Ruletype: Dedlared
Connector Deprovisioning Status: Make this object a disconnector
B[] CN=Aaron Painter,0U=Users,0L=<M
D Export Attribute Flow

Connector Deprovisioning preview

22. The object will be disconnected.
23. Click Close.

24. Click Preview.

25. Chose Delta synchronization.
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26. Click Commit Preview:

| ad Preview X |

Start Preview

Preview allows you to view the results of synchronizing an individual object, with or without committing the change to the metadirectory.

First select the synchronization mode for the preview. then select either Generate Preview to view the preview results without committing the
changes to the metadirectory, or Commit Preview to view the preview results and commit the changes to the metadirectory

Source object Distinguished Name (DN):
CN=Aaron Painter,0U=Users,0lI=Managed Business Cbjects, DC=inovitdemos, DC=ch

Select preview mode:

£~ Full synchronization - will show the results of synchronizing all attributes on the object

rﬁ' Detta synchronization - will show the results of synchronizing only the attrbutes on the object that has pending changes 1
Generate Preview Commit Preview !
Status:

Preview commitment option

27. Open a Metaverse Search:

45 Synchronization Service Manager on INODEMOSADS01 - m] X
File Tools Actions Help

Operations Connectors @ Metaverse Designer

| _{%I Mstaverse Search

hd Collation: <default>

Scope by Object Type: Al

Attribute | Operator | Value

|Z] Add Clause
& Edit Clause
[ Delete Clause

Retrieved 274 of 274 matching records Search |

displayMame & - ETCD Tl
Adam Bamr ‘g !
AIP RMS Cluster Service Accourt
AIP Scanner Service Account
Alan Brewer

Alan Steiner

Alexandre Siva

Affons Parovszky

Alicia Thomber

Aliza Lawyer

Allan Guinot

Allison Brown

Metaverse search option
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28. Click Search.
29. Aaron Painter no longer exists in the Metaverse.
30. Run an Export on the Azure AD connector:

Total objects refrieved: 1 & Run
& stop
Distinguished Name 3 Expart C q
CN={535378724F6376374E 3053797B5666376B75397A39773D3D) e
\ ¥ Import Connector
ol Cunnect}Space Object Properties X
Awaiting Export Corfirmation 1 Import I Lineage 1
[Total number of Connectors: 2 Distinguished Name: CN={585378724F6376374E3053792B5666376B75357A39773D3D}
Profile Name: Export User Name: INOVITDEN
StepType:  Export M' Modification type: delete
StartTime:  1/23/2019 12:39:15 P Object ype: user —
Export Statistics
Adds 0
Updates 0 Attribute information —
g:lr;;“:s ? Changes | Attibute Name | Type | Oid Value [ New Value ~
Delete Adds bl delete accountEnabled  boolean  true
delete cloudAnchor string User_96163c14-d200-477e-50eb-9%e 23613
delete cloudMastered boolean alse
- delete commonMName string Aaron Painter
Propeties |jocte  countyCode number
delste department string Strategy Consutting
delete dizplayMame string Aaron Painter
delete dnsDomainName  string inovitdemos ch

Export run profile execution on Azure AD

31. You'll get a delete in the sync statistics.
32. Click Deletes:

Export Statistics

Adds 1]
Updates 0
Renames 1]
Deletes 1
Delete Adds 1]

Export Statistics on Azure AD
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33. Click on the object GUID:

Total objects refrieved: 1 [ Fun
& Stop
Distinguished Name 2] Export C N
CN-{585378724F6376374E 3053792856663 76B75397A39773D3D) R
\ & Import Connector
=
4 Connecto¥Space Object Properties X
Awaiting Export Corfirmation 1 Import ] Lineage }
Total number of Connectors: 2 Distinguished Name: CN-={585378724F6376374E 3053797856663 76875397A39773D3D)
profile Name: Export User Name: INOVITDEN
StepType:  Export i Modification type: delet
StartTime:  1/23/2019 123915 F » oo

Object ype: user
Export Statistics i |
Adds 0
Updates 0 Attribute information —
g::';;n:s 1D Changes | Atribute Name | Type | Old Value | New Value ~
Delete Adds Fil delete accountEnabled  boolean  true

delete cloudAnchor string User_96163c14-d200-477e-50eb-9%¢ 23613

delete cloudMastered boolean alse

= delete commonMame string Aaron Painter
Propetties delete countryCode number 0

delete depariment string Strategy Consutting

delete displayMame string Aaron Painter

delete dnsDomainName  string inovitdemos ch

Connector space validation

34. Your user will be deleted from the Azure AD.

35. You'll see Awaiting Export Confirmation.

36. Run delta import on the Azure AD connector.

37. The object will be deleted in the connector space of the Azure AD

connector:
18103 Tinovitdemos.on...  Windows Azure Active Directory (Micr... Idle
inovitdemos.ch Active Directory Domain Services Idle

o5 Object Details X

Total objects retrieved: 1

Distinguished Name
CN={585378724F6376374E3053792B5666376875397A39773D30}

[Total number of Connectors: 2
Profile Name: Delta Import Liser : INOV]|

StepType:  Delta Import (Sige Only)
Start Time:  1/23/2019 J£45:03 FM

Synchronization Statisti
Staging

Unchanged

Adds

Updates

Renames

Deletes

L el

Deletion of the object in the connector space
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38. Run delta sync on the Azure AD connector to finish the change.

39. Open the connector space on the Azure AD connector. You won't find the

preceding CN=:

18103 1inovitdemos on
inovitdemos ch

Windows Azure Active Directory (Micr.
Active Directory Domain Services

Idie
Idie

& Create
& Properties
& Delete

ol Search Connector Space

Scope: Specify distinguished name (DN) for sub-tree:

Sub-Tree j |
Search Results

Total Retrieved: 274 maiching records

& Configure Run Profiles
& Run

& Stop

& Export Connector

& Irnport Cannector

& Update Connector

Outbound Synchiof
Export Attribute Flow

True

False

Close Help

DN & Object Type | Conn | Explicit |
CN={55584D4E6C312F 7053307562545865655A. . user 3 False
CN={555842692B675271436B36453455644857 .. user True False
CN={555A547430313248756B69474D57354573... user True False
CN={566246777AS54F 2F6C6BED0497555612F57... user True False
CN={56694C4965425437463079796549473675... user True False
Synchronization Statid CN={567150514A6F 5648765571 793030714572... user True False
CN={56754767334E624E 38554851 324FI77568... user True False
Lmsm CN={57572F434R 3446454 36RE54F 4362526634 user True False
o CN=ES?ESSZS?MM4574?545755[)3275553351 user True False
CN={58414F6F4A435572636BI6446T2BT22F 76 user True False
E:';f:nzgﬂnmm CN={58415045444C356B573071386ERCRC5 747 user True False
o oath Flow | CN={58616D3330654 76637454 F6346564C4336... user True False
Connectors nithout Fid CN={594844336E564386F 576B4B724E 7AT33856.. user True False
Fitore Coictors || CN={5948644AGES56CA54F304F4F616ET35734 .. user True False
Detotad Commean | CN=[596B7D5158306 14645453252374 7434444 . user True False
Metavarse Obyoct Dl C1V=(S96F2F596D465556725512694F436B4F 2B. . ser True False
CN={5A4F59704C 743664545794 5835654472, user True False
CN={5A574E505267797558304B76332F646763... user

\é Refresh Scherma

Search Connector Space

24

Connector space search and validation options

With this option, you've seen that you can filter objects in a filter OU by filling the
adminDescription attribute with User_NoSync. The same procedure can be used to
filter groups with Group_NoSync, for example. Here, you can find the specific In
from AD—Group Common inbound rule, which is shown in the following screenshot:
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4 Edit inbound synchronization rule X

Edit inbound synchronization rule

Description

Add scoping filters, or click next to skip this step
Scoping filter

Attribute Operator Value
Join rules

isCriticalSystemObject - NOTEQUAL - ue
Transformations

adminDescription = NOTSTARTSWITH w Group_

Add group

adminDescription usage for groups

In the next example, we'll build a custom rule.

Building a custom rule for filtering

In this example, we'll build our own rule to filter by a specific department. You can
use the following procedure in the Synchronization Rules Editor:

1. Open the Synchronization Rules Editor.
2. Click on Add New Rule and select Inbound.
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3. Configure the Description section:

@ Create inbound synchronization rule X
Create inbound synchronization rule
Description Name In from AD - User Exclude Example
Scoping filter Description Users that match this rule will not be synchronized to the Azure AD,
Join rules
Connected Syst: ==
Transformations en yetem ingvitdemas.ch Y
Connected System Object Type e =
Metaverse Object Type person =
Link Type = =
Precedence 50
Tag ‘Custc"rl
Enable Password Sync D
Disabled O
Inbound rule creation process
4. Build a Scoping filter:
department EQUAL Human Resources
5. The configuration should look like this:
4 Edit inbound synchronization rule x

Edit inbound synchronization rule

Description Add scoping filters, or click next to skip this step

Scoping filter
Attribute Operator Value

Join rules

Transformations
Agdd group Remove groups;

Scope filtering by department attribute

6. Leave the Join rules.
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7. Go to Transformations and create a transformation:

Constant cloudFiltered True

8. This is shown in the following screenshot:

Create inbound synchronization rule
Description Add transformations
Scaping filter FlowType Target Attribute Source Apply Or Merge Type
Join rules Constant v cloudFiltered v Trug] O Update
Transformations

Cloud filtering option

9. Save the rule and step through the following run profile steps in the
synchronization manager:
¢ Delta Import: AD Connector

Delta Sync: AD Connector
Export: AAD Connector

Delta Import: AAD Connector
Delta Sync: AAD Connector

10. Verify that the human resources users are deleted in your Azure AD.

With the following example, you can block synchronizing the thumbnailPhoto with
Azure AD. Furthermore, the configuration will also remove other uploaded
thumbnailPhotos.

You can use the following PowerShell to configure the scenario:

$ThumbnailRules = (Get-ADSyncRule | Where-Object
{ ($_.AttributeFlowMappings.Source —eq "thumbnailPhoto") -and
($_.Direction —eq "Inbound")})

foreach ($syncrule in $ThumbnailRules) {

Write—-Host -ForegroundColor Green "Processing Rule
$ ($syncrule.Name) "

$mapping = $syncrule.AttributeFlowMappings | Where-Object {$_.Source
—-eq "thumbnailPhoto"}
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Remove-ADSyncAttributeFlowMapping —-SynchronizationRule $syncrule -
AttributeFlowMappings $mapping —-OutVariable rule

Add-ADSyncAttributeFlowMapping —-SynchronizationRule $syncrule -
Source (@ ('thumbnailPhoto') -Destination 'thumbnailPhoto' -FlowType
'Expression' -Expression 'AuthoritativeNull' -ValueMergeType 'Update'’
—OutVariable rule

Add-ADSyncRule -SynchronizationRule $rule[0]
}

Connecting Azure AD Connect to the second
forest

Now that we've seen how the synchronization rules work, we can integrate an
additional Active Directory forest to our configuration.

Perform the following steps and use the mentioned scripts to configure your
environment:

1. Create the Demo Org Structure:

New-ADOrganizationalUnit -Name "Managed Business Objects" -
Path "DC=AZUREID,DC=CH"

New-ADOrganizationalUnit -Name "Users" -Path "OU=Managed
Business Objects, DC=AZUREID,DC=CH"

New-ADOrganizationalUnit —-Name "Groups" -Path "OU=Managed
Business Objects, DC=AZUREID,DC=CH"

New-ADOrganizationalUnit —-Name "Devices" -Path "OU=Managed
Business Objects, DC=AZUREID,DC=CH"

New-ADOrganizationalUnit —-Name "Managed Service Objects" -Path
"DC=AZUREID, DC=CH"

New-ADOrganizationalUnit —-Name "AAD" -Path "OU=Managed Service
Objects, DC=AZUREID,DC=CH"

New-ADOrganizationalUnit -Name "Users" -Path

"OU=AAD, OU=Managed Service Objects, DC=AZUREID,DC=CH"

2. Create the Azure AD Connect AD Management Agent service account:

New—-ADUser —-Name '"svcaadcadma" -SamAccountName svcaadcadma -
UserPrincipalName svcaadcadma@azureid.ch -path
"OU=Users, OU=AAD, OU=Managed Service Objects,DC=azureid,DC=ch"
—AccountPassword (ConvertTo-SecureString "YOURPASSWORD" -
AsPlainText -Force) -Enabled $True
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3. Create the group managed service account (gMSA) to run the AAD
Connect:

Add-KdsRootKey -EffectiveTime (Get-Date) .AddHours (-10)
New—-ADServiceAccount —-Name svcaadconnect -DNSHostname
INOAZUREIDADSO1l -PrincipalsAllowedToRetrieveManagedPassword
INOAZUREIDADSO01$

4. Set the following rights for the AD Management Agent account on the
domain level.

5. Configure the permissions to configure AAD Connect svcaadcadma:

¢ Replicate Directory Changes
¢ Replicate Directory Changes All:

=

4= =p |

~ 3 azureid.c

File Action View Help
— azureid.ch Properties ? *
zall=al M=NIENCEE
: Active Directory Users and ] General Managed By Object Securty  Agtribute Editor
| Saved Queries Group or user names: I
4R Administrators (AZUREID Admiflistrators) ~
~ Builtin - 4% Pre-Windows 2000 Compatible Bceess (AZLUREIDPre-Window ...
| Computers . H2 Incoming Forest Trust Builders 8ZUREID Incoming Forest Trus...
2| Domain Controllers 4% ENTERPRISE DOMAIN CONTROLLERS
_| ForeignSecurityPrincipal{| a svcaadcadma (svcaadcadma@azureid.ch)
| Keys : b
| LostAndFound ! Add_ Remove
2] Managed Business Objec|| '
| Managed Service Accour ' Pemissions for svcaadcadma LN
3| Managed Service Object: ! Reanimate tombstones \ A
—: Program Data Replicating Directory Changes
| System Replicating Directory Changes Al
| Users [ Replicating Directory Changes In Fittered Set
—: NTDS Quotas [ Replication synchronization o
| TPM Devices

Active Directory MA service account permissions

6. Enable the AD Recycle Bin Feature:

Enable-ADOptionalFeature -Identity 'CN=Recycle Bin
Feature,CN=Optional Features,CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration, DC=azureid,DC=ch' -Scope
ForestOrConfigurationSet -Target 'azureid.ch'
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Create your test users with the following in detailed viewed script:

1. Import the Active Directory module:

Import—-module activedirectory

2. The script part auto-populates the currently used domain:

$dnsDomain =gc env:USERDNSDOMAIN

$split = $dnsDomain.split(".")

if ($split[2] -ne $null) {

$domain = "DC=$ ($split[0]),DC=$ ($split[1l]),DC=$($split[2])"
} else {

$domain = "DC=$ ($split[0]),DC=$ ($split[1l])"

}

3. Declare any variables:
$dirpath = $pwd.path
SorgUnit = "OU=Managed Business Objects"
$dummyPassword = ConvertTo-SecureString —-AsPlainText

"OnBo@rdInoDemosl9!" —-Force
Scounter = 0

4. Import the CSV file:

$ImportFile = Import-csv "$dirpath\ADUsers.csv"
$TotalImports = $importFile.Count

5. Create users:

$ImportFile | foreach {

Scounter++
$progress = [int] ($counter / $totalImports * 100)
Supn = "$($_.GivenName) .$ ($_.Sn)QRazureid.ch"

Write-Progress —-Activity "Provisioning User Accounts" -status
"Provisioning account $counter of $TotalImports" —-perc
$progress

if ($_.Manager -eq "") {

New-ADUser —-SamAccountName $_.SamAccountName —-Name $_.Name -
Surname $_.Sn -GivenName $_.GivenName -Path "$orgUnit, $domain"
—AccountPassword $dummyPassword —-Enabled S$true -title $_.title
-officePhone $_.officePhone -department $_.department -
UserPrincipalName $upn -PasswordNeverExpires $false

} else {

New-ADUser —-SamAccountName $_.SamAccountName —-Name $_.Name -
Surname $_.Sn -GivenName $_.GivenName -Path "$orgUnit, $domain"
—AccountPassword $dummyPassword -Enabled S$true -title $_.title
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—-officePhone $_.officePhone -department $_.department -manager
"$ ($_.Manager) , $orgUnit, $domain" -UserPrincipalName $upn -
PasswordNeverExpires $false

}

If (gci "$dirpath\userimages\$ ($_.name).jpg") {

$photo =

[System.IO.File] : :ReadAllBytes ("$dirpath\userImages\$ ($_.name)
-jpg")

Set-ADUSER $_.samAccountName -Replace
@{thumbnailPhoto=$photo}

}

}

Create the email addresses from userPrincipalName with the following script:

Import-Module ActiveDirectory

Get-ADUser -LDAPFilter ' (userPrincipalName=%*)' °
-Properties userPrincipalName,mail | Select-Object * | °
ForEach-Object { Set-ADObject -Identity °
$_.DistinguishedName -Replace °
@{mail=$ ($_.userPrincipalName)} }

Create a DNS forwarder to your other domain, because Active Directory trust has
been established:

£ DN
v 5 INODEMOSADSDT
| Forward Lockup Zones

Mame Type

- New Conditional Forwarder x
_| Reverse Lookup Zones

*| Trust Points DNS Domain:
| Conditional Forwarders

azureid.ch

IP addresses of the master servers:

IP Address Server FQDM Validated Delete
10,0.0.20]

[[]store this conditional forwarder in Active Directory, and replicate it as follows:

All DNS servers in this forest

Mumber of seconds before forward queries time out:

The server FQDN will not be available if the appropriate reverse lookup zones and entries are not
configured.

0K Cancel

DNS configuration for additional forests

[174]



Exploring Advanced Synchronization Concepts Chapter 3

Configure the ms-ds-consistencyGuid permissions for the svcaadcadma service
account:

SaccountName = "AZUREID\svcaadcadma"
$ForestDN = "DC=AZUREID,DC=CH"
Scmd = "dsacls 'S$ForestDN' /I:S /G ' "$SaccountName'":WP;ms-ds-—

consistencyGuid;user'"
Invoke-Expression $cmd

Now that we've prepared our second Active Directory Forest, we can include it in our
Azure AD Connect:

1. Open the Azure AD Configuration wizard on the YD1ADSO01 server:

Azure AD Connect
N

re AD Connect

¢- Synchronization Rules Editor

'¢ wnchronization Service
| -

Synchronization Service WebSenac...

Start Menu—Azure AD Connect
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2. Click Configure:

&+ Microsoft Azure Active Directory Connect

Welcome to Azure AD Connect

Tasks

The synchronization service scheduler is suspended until this setup wizard is closed.
Learn more

Azure AD Connect configuration
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3. Click Customize synchronization options:

& Microsoft Azure Active Directory Connect

Additional tasks

The required tasks for the scenaric have been completed. Choose from the list below to perform additional
tasks.

Privacy seftings

‘\ View current configuration
Customize synchronization options
Configure device options (7]
Refresh directory schema
Configure staging mode

Change user sign-in

Manage federation (7]

Troubleshoot

Previous Next

Synchronization options customization
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4. Connect to Azure AD with global administrator rights:

& Microsoft Azure Active Directory Connect

Tasks
Sync
Connect Directories
Domain/OU Filtering
Optional Features

Configure

Connect to Azure AD

Enter your Azure AD global administrator credentials for 181031inovitdemos.onmicrosoft.com - AAD. (7]

USERNAME

|admin@181 031inovitdemos.onmicrosoft.com |

PASSWORD

Previous Next

Providing global administrator credentials for Azure AD connection
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5. Connect the second forest:

& Microsoft Azure Active Directory Connect

Connect your directories

Tasks
Connect to Azure AD Enter connection information for your on-premises directories or forests. 2]
Sync DIRECTORY TYPE

Connect Directories Active Directory v

Domain/OU Filtering FOREST @

Opti | Feat . .

ptional Features azureid.ch . Add Directory

Configure

COMNFIGURED DIRECTORIES

inovitdemos.ch {Active Directory)

Previous

Connecting the additional AD forest
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6. Use the service account in the other forest to connect:

&» AD forest account _ X

AD forest account

An AD account with sufficient permissions is reguired for periodic synchronization. Azure AD
Connect can create the account for you. Alternatively, you may provide an existing account with the
required permissions. Learn more about managing account permissions.

The first option is recommended and requires you to enter Enterprise Admin credentials.

Select account option.
) Create new AD account

(®) Use existing AD account

DOMAIN USERNAME
|AZUREID.CH\svcaadcadma |

PASSWORD

Using the AD Management Agent service account of the additional forest

7. You should get a second AD that's valid in your list:

CONFIGURED DIRECTORIES
inovitdemos.ch {Active Directory)

azureid.ch (Active Directory) Q

Valid connection overview
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8. As we already verified the domain suffixes, our domain suffix is okay to
sync:

&» Microsoft Azure Active Directory Connect

Azure AD sign-in configuration

Tasks

To use on-premises credentials for Azure AD sign-in, UPN suffixes should match one of the verified custom
tonnect to Azure AD domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment,
Sync along with the matching custom domain in Azure, (2]

Connect Directories Active Directory UPN Suffix

Azure AD Domain
Azure AD sign-in azureid.ch Verified
Domain/OU Filtering

O

Optional Features

Configure

Previous

Sign-in configuration option
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9. Filter the OU you want to synchronize:

& Microsoft Azure Active Directory Connect

Domain and OU filtering

If you change the OU-filtering configuration for a given directory, the next sync cycle will automatically
perform full import on the directory.

Directory: | azureid.ch v Refresh Ou/Domain [ 2]

) Sync all domains and OUs
®) Sync selected domains and OUs

Tasks
Connect to Azure AD
Sync
Connect Directories
Azure AD sign-in

Domain/OU Filtering

Optional Features

4 [ azureid.ch

Builtin

Computers

Domain Controllers
ForeignSecurityPrincipals
Infrastructure
LostAndFound

Managed Business Objects
[ Devices

[ Grou ps

Users

Managed Service Accounts
Managed Service Objects
Program Data

System

Users

Configure

Ooo00oadno

A

aooonn

Previous

Filtering the related objects
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10. Enable the following features to see the extended synchronization options:

& Microsoft Azure Active Directory Connect

Optional features

Tasks
Connect to Azure AD Select enhanced functionality if required by your organization.

Sync .

Y Exchange hybrid deployment @
Connect Directories
) Exchange Mail Public Folders (Preview) @
Azure AD sign-in

. I | Azure AD d attribute filteri
Domain/OU Filtering ure AD app and attribute filtering @

Optional Features Password hash synchronization @

Azure AD Apps [ Password writeback @

Azure AD Attributes Group writeback (Preview) @

Directory Extensions Device writeback 9
Configure

Directory extension attribute sync @

Learn more about optional features.

Previous

Configuration of optional features—app and attribute filtering, password hash sync, and extension attributes
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11. With this configuration, you can limit the attributes that get synced to
Azure AD for specific workloads:

& Microsoft Azure Active Directory Connect

Azure AD apps

Tasks
Connect to Azure AD The information necessary to use the following apps will be exported te Azure AD. Remove an app only if
S required to mest strict organizational security policy.
yne
Connect Directories AZURE AD APPS
Azure AD sign-in Office 365 ProPlus
Domain/OU Filtering Exchange Onlina

Optional Features SharePoint Online

Lync Online
Azure AD Apps M
Azure RMS

Azure AD Attributes

Intune
Directory Extensions [ Dynamics CRM
Configure 3rd party application

| want to restrict the list of applications. (7]

Previous

App filtering options
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12. Choose which attributes get exported:

& Microsoft Azure Active Directory Connect

Tasks

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Optional Features
Azure AD Apps
Azure AD Attributes
Directory Extensions

Configure

Azure AD attributes

These attributes will be exported to Azure AD based on the previously selected application. Remove an
individual attribute only if required to meet string organizational security policy.

EXPORTED ATTRIBUTES

domainNetBios
employeelD
extensionAttribute1
[[] extensionAttribute10
[ extensionAttribute11
[ extensionattribute12
[[] extensionattribute13
[ extensionAttribute14
[ extensionattribute15
extensionAttribute2
extensionAttribute3
extensionAttributed

| want to further limit the attributes exported to Azure AD. e

|| View the list of attribute as comma-separates values

Previous

extensionAttribute limitations

Chapter 3
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13. Choose some additional attributes, but keep in mind that not all services
will get these attributes:

& Microsoft Azure Active Directory Connect

Tasks

Connect to Azure AD

Sync
Connect Directories
Azure AD sign-in
Domain/OU Filtering
Optional Features
Azure AD Apps
Azure AD Attributes

Directory Extensions

Configure

Directory extensions

Synchronize directory extension attributes from on-premises to Azure AD to make them available to cloud-

based apps.

Available Attributes

domainReplica (group) [String]
domainReplica (user) [String]
dSASignature (group) [Binary]
dSASignature (user) [Binary]
eFSPalicy (group) [Binary]
eFSPolicy (user) [Binary]
employeeNumber (user) [String]
employeeType (user) [String]
entryTTL (group) [Integer]
entryTTL (user) [Integer]
extensionName (group) [String]

extensionName (user) [String]

Selected Attributes

employeelD (user) [String]

Previous

Directory extension implementation

Never start the synchronization directly—Initial load is always a
manual stepping process that's used to avoid errors.
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14. We're ready to start the configuration, so click Configure:

& Microsoft Azure Active Directory Connect

Ready to configure

Tasks
Connect to Azure AD Once you click Configure, we will do the following:
Sync - Enable Directory Extension

Connect Directories Update 18103 1inovitdemos.onmicrosoft.com - AAD Connector

Azure AD sign-in Update inovitdemos.ch Connector

Domain/OU Filtering Configure azureid.ch Connector

Optional Features Enable Password hash synchronization

= Configure synchronization services on this computer
Azure AD Apps
Azure AD Attributes [] start the synchronization process when configuration completes,

Directory Extensions

Synchronization will be disabled. Your Active Directory forest(s) will not be synchronized with Azure
until synchronization is enabled. Learn more

Final configuration step

15. Close the configuration assistant.

16. Let's start stepping through the initial load of the new Active Directory
forest, so open the Synchronization Service Manager:

4 Synchronization Service Manager on INODEMOSADS01 - m] x
File Tools Actions Help
ﬁ Operations Qﬂj Connectors |&l Metaverse Designer 4. Metaverse Search

37
Name Type Desaription State
03Tinovidemos on_ | Windows Azure Active Diectoy Micr | [ide | ) Create

inovitdemos.ch Active Directory Domain Services Idle 2 Properties

azureid.ch Active Directory Domain Services Idle A
& Delete
& Configure Run Profiles
21 Run

Connected directories overview
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17. Start the initial load with the following steps—and control every step:
1. Run a full import on all AD Forests

Run a full import on AAD

Run a full sync on all AD Forests
Run a full sync on Azure AD
Run an Export on AAD

S e

Run an Export on all AD Forests

Yeah! We connected our new forest under complete control. Congrats!

The authentication part for this will be described in chapter 7, Deploying Solutions on
Azure AD and ADFS, chapter 8, Using the Azure AD App Proxy and the Web Application
Proxy, and chapter 10, Exploring Azure AD Identity Services.

Keep an eye out for the ADFS B2B configuration with a claim's provider trust in
Chapter 10, Exploring Azure AD Identity Services.

Summary

In this chapter, you learned about declarative provisioning and how synchronization
rules work. We explored practical examples to learn how to use standard sync rules
and how to create our own. You also learned how to use PowerShell to configure
synchronization rules and block/delete attributes to and in Azure AD. With the
integration of another untrusted Active Directory, you saw the standard procedure to
do this and to customize your synchronization options to define precisely what
should happen in your environment.

In the next chapter, we'll show you how to monitor your synchronization solution.
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Monitoring your identity synchronization processes, your Active Directory health
status, and the functionality of your ADFS and Web Application Proxy authentication
platform is essential for your organization. Also, gathering performance data is
necessary to provide a suitable infrastructure.

In this practical chapter, we'll explore the various monitoring capabilities for the
identity bridge that's constructed by Azure AD Connect, the Active Directory itself
and, if used, the ADFS and the Web Application Proxy. We'll investigate the Azure
AD Monitoring and logs functionalities, the Azure AD Connect Health service, and
the Azure Security Center to get a good idea of several use cases to provide an
efficient and accurate monitoring to deliver a stable and suitable identity
infrastructure for connecting to Azure AD.

This chapter will cover the following topics:

e How Azure AD Connect Health works
e Azure AD Monitoring and logs
e Azure Security Center for monitoring and analytics

How Azure AD Connect Health works

Azure AD Connect Health offers you the ability to monitor and gain insights into the
identity infrastructure used to extend on-premises identities to Azure Active
Directory and Office 365. You can view alerts, performance information,

usage patterns, and configuration settings; it enables you to maintain a reliable
connection to Office 365 and much more. This is accomplished by using an agent
that's installed on the targeted servers.
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The diagram that follows shows how Azure AD Connect Health communicates. It
also shows the components that are currently supported:

¢ Active Directory Domain Services (ADDS) 2008R2 up to 2016
e Azure AD Connect Version 1.0.9125 or higher

¢ Active Directory Federation Services (ADFS) and Windows Azure
Pack (WAP) 2008R2 up to 2016

You can find the actual support and licensing requirements
athttps://docs.microsoft.com/en-us/azure/active-directory/

hybrid/reference-connect-health-fagq.

The following diagram shows the architecture of the solution:

Firewall

Processes Data
Generates:

e Alerts

* Usage Trends

‘On-Premises Identity Infrastructure
WAP ADFs AD DS AADConnect

ETLEE

Health Agent installed

D Ports: 443 and 80
Administrative Portal

https://portal.azure.com

Ports: 443, 80 and 56771 o Rgrois

Aaure Acsive Dirmtory Connect Hewth - Guick start

To deploy all Azure AD Connect Health Agents, you'll need to
finish the lab tasks in chapter 8, Developing Solutions on Azure AD
and ADFS, because in this lab, you'll install ADFS and the Web
Application Proxy.
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The installation is a very easy task and always follows the same routine. In the
following screenshot, under Get tools, you'll find all of the actual binaries for the

agents.

The health agent for Azure AD Connect will always be installed
with the tool itself. Azure AD Connect Health requires Azure AD
Premium P1 licenses.

The following steps can be used to install and configure the feature:

1. Download and install the binaries on the specific server.

2. Click Configure.

3. Provide global administrator credentials to successfully register the agent
with the service.

The following screenshot shows the starting page, where you can download the
agents:

Azure Active Directory Connect Health - Quick start

INOVITDEMOS provided by inovit GmbH

« What's New
Quick start Azure AD Connect Health for Sync - Diagnose and remediate duplicated attribute
sync errcrs from the portal is now in preview!

Azure Active Directory Connect (Sync)
Learn maore about release history

© syncerrors

Sync services

Q\ Get tools
Active Directory Federation Services \ Download and install Azure AD Connect Health Agents to get health and usage

. information of your on premise services.
AD F5 services ¥ P

- Download Azure AD Connect Health Agent for AD FS
Active Directory Domain Services - Download Azure AD Connect (configures Azure AD Connect Health agent for sync)
- Download Azure AD Connect Health Agent for AD DS
4 AD DS services

Configure

Provide feedback
2 Settings . ) ) . :
Report an issue, ask a question or provide feedback on the Azure Active Directory

Role based access control (IAM) Connect Health Service

TROUBLESHOOTING + SUPPORT

A Troubleshoot Learn more
Documentation and FAQs for using Azure AD Connect Health

MNew support request
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With the Azure AD Connect Health Agent, you'll get all of the insights about your
synchronization process, as we discussed in Chapter 2, Understanding Identity
Synchronization. You'll find the current configuration information and alerts from the
synchronization engine, including synchronization errors. Furthermore, if your Azure
AD Connect manages thousands of users, groups, and other objects, you'll get the
related information about the Run Profile latency. The service helps you to gather the
actual performance and values for future planning, as can be seen in the following
screenshot:

181031inovitdemos.onmicrosoft.com ¥ INODEMOSADSO01 X
181031inovirdemos onmicrosoft.com
O Delete Settings o3 Properties [ Delete
Overview Operations
Azure Active Directory Connect Servers Alerts
INODEMOSADSQ1
1 - 0 active
INODEMOSADSO01 Healthy Active 0
Resolved from last 24 hours 1
Operations Last export to Azure AD
Alerts
AadSyncService-18103linavitdemes.onmicrasoftcom Exported 12/31/2018, 5:26:15 PM
0 .
Active 0
Resolved from last 24 hours 1
Run Profile Latency from the last 24 hours
Last export to Azure AD Sync Error
AadSyncSenvice- 16103 inovitde..
Exported 12/31/2018, 5:26:15 PM
No data. Click for more options.

The ADFS Health Agent is used by ADFS and the Web Application Proxy role. The
agent needs to be installed on any server with these specific roles. The agent delivers
the following fundamental values:

e Security reports for the top 50 users who have bad username/password
attempts

¢ High-failure IP report for ADFS sign-ins
¢ Monitoring with alerts email notifications
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¢ Usage analytics for ADFS sign-ins with pivots (apps, network location, and

other information)

¢ Token Requests/sec from the last 24 hours

¢ Trends in performance data for capacity planning

e Certificate information

You can see metric values under the chart's configuration in the following screenshot:

Monitorin

joginingy

Y Filter ' Edit Chart

Token Requests /sec from last 24 hours
( Right-click for more information )

4ihr

& PM Jan 10 &AM 12 PM
INODEMOSURAD INODBEMOSADSH
1950 1377 e

MACHINE NAME MIN MAX AVG
INODEMOSURADT 0.00/s 0.00/s 0.00/s
INODEMOSADSD 0.00/s 0.00/s 0.00/s

X

Edit Chart 0 x

Time Range

Post 24 Hours

Metric

‘ Token Requests /sec v |
ADFS Private Bytes
Extranet Account Lockouts
Qutstanding Token Reguests (Proxy)
Rejected Token Requests/Sec (Proxy)
TCP Connections Established
Token Request Latency (Proxy)
U/P Authentication Failures
U/P Authentication Failures/Sec
Used Memory (%)
Used Processor (%)

You'll find the actual capabilities at https://docs.microsoft.com/en-us/azure/
active—-directory/hybrid/how-to—-connect—health-adfs.

The Agent Installation Wizard guides you through a very fast setup experience, and
you just need to provide global administrator credentials to register the agent.
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If IE enhanced security is enabled, the following websites must be allowed on the
server that's going to have the agent installed:

® https://login.microsoftonline.com
® https://secure.aadcdn.microsoftonline-p.com
® https://login.windows.net

¢ The IE local intranet zone needs to include your ADEFS server, such
as https://login.inovitdemos.ch

The following screenshot shows the installation dialog of the agent:

% Azure AD Connect Health AD F5 Agent Setup — *

Azure AD Connect Health AD ES

P Agent

Microsoft Azure AD Connect Health Agent is designed for use solely in conjunction
with Azure Active Directory. This agent will collect and transmit configuration, event
log and login data to Microsoft Azure Active Directory for the purposes of monitoring
and providing you with additional insights into operational activity (including logins).

Microsoft Azure Subscription Agreement.

Version 3.1.24.0 Install Close

To use the ADFS Health agent, you need to configure the auditing settings on the
server with the following commands:

auditpol.exe /set /subcategory:"Application Generated" /failure:enable
/success:enable
Set-AdfsProperties —AuditLevel Verbose

The ADFS service account needs to able to Generate security audits, for example, in
the local security policy configuration under Security Settings | Local Policies | User
Rights Assignment.

After installing the ADFS Health Agent, you should find the following three new
services:

e Azure AD Connect Health AD FS Diagnostic Service
e Azure AD Connect Health AD FS Insight Service
e Azure AD Connect Health AD FS Monitoring Service
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We'll also get a lot of information about the ADFS and Web Application Proxy
infrastructure. After completing your configuration in the test environment, we
expect a result similar to the following screenshot:

Dashboard > Azure Active Directory Connect Health - AD FS services > logininovitdemos.ch > Server List

login.inovitdemos.ch X Server List

logininovitdemos.ch

0 Delete
NAME ACTIVE... LAST BOOT TIME LAST UPLOADED

Overview
ACTIVE DIRECTORY FEDERATION SERVER

[‘] login.inovitdemos.ch
a Quick Start INODEMOSADS01 0 1/9/2019, 18:18:30 1/10/2019, 16:41:04

Federation Server

@ ACTIVE DIRECTORY FEDERATION PROXY SERVER
Federation Server Proxy INODEMOSURADT ) 12/31/2018, 14:51:24  1/10/2019, 16:36:28
o
~ 1~ Properties
Operations.
Alerts

(] 0 active

Active 0
Resolved from last 24 hours 0
Manitoring

Token Requests /sec from the last 24 hours

&PM Jan 10 &AM 12 M
| INODEMOSURAD! IleDBmsADsm

9.5 /day 3.77 [day

STATUS
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At the time of writing, two new features are the Bad password attempt and the Risky
IP features, which help you to protect against attacks to your authentication
infrastructure. In chapter 7, Deploying Solutions on Azure AD and ADFS, we'll discuss
more security features that will be provided through ADFS on the Windows Server
2019 and the upcoming features in the field of identity protection:

Reports

Bad password attemp... Risky IP [Preview]

CQInanovitoemos.cn

You'll find more information about the feature sets of Azure AD
password protection and risky sign-in reports at https://docs.
microsoft.com/en-us/azure/active-directory/authentication/
howto-password-ban-bad-on-premises-troubleshoot and https:/
/docs.microsoft.com/en-us/azure/active-directory/reports—

monitoring/concept-risky-sign-ins.

The Azure AD Connect Health agent for the Active Directory helps you to identify
problems with your directory services infrastructure. You can gather information
such as the count of domain controllers, the domains and sites, and the current
holders of the Flexible Single Master Operation (FSMO) roles. A very helpful
feature provides the monitoring sections, which allow you to get insights about the
LDAP binds and the Kerberos/NTLM authentication. Furthermore, replication
information is also provided through this agent. The agent installation follows the
same procedures as for ADFS, as you can see in the following screenshot:
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Microsoft Azure AD Connect Health Agent is designed for use solely in conjunction with Azure Active

activity (including logins).

Before installing, please ensure all application pre-requisites are met:
» PowerShell 4.0
» Outbound connectivity to Azure service endpoints™
+ Open firewall ports: TCP/IP port 443 and 3671

» Allow necessary websites™ if IE Enhanced Security Configuration is enabled

*For a complete list, please see: aka.ms/aadchprereqs

Microsoft Azure Subscription Agreement,

Version 3.1.24.0 Install Close

Microsoft Azure AD Connect Health agent for

Directory. This agent will collect and transmit configuration, event leg and login data to Microsoft Azure
Active Directory for the purposes of monitoring and providing you with additional insights into operational

After the installation, you should find two more services, as shown at the top of the
following screenshot. The last two services listed in the screenshot show the Azure

AD Connect Health Synchronization services:

@gﬂzure AD Connect Health AD D5 Insights Service
{;?‘;AzureAD Connect Health AD DS Monitoring Service
LQ;A:-:ureAD Connect Health AD F5 Diagnostics Service
-J."l};AzureAD Connect Health AD F5 Insights Service

;‘"}-.AzureAD Connect Health AD FS Monitoring Service
@;AzureAD Connect Health Sync Insights Service
{;?‘;AzureAD Connect Health Sync Monitoring Service
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The following screenshot shows you insights about the Active Directory health state,
including authentication performance data:

Dashboard > Azure Active Directory Connect Health - AD DS services > inovitdemos.ch > Domain Controllers, Domains and Sites

inovitdemos.ch x Domain Controllers, Domains and Sites
£ settings Q) Refresh @ Delete T Refresh  =Z Group by Site =2 Columns
~
Essentials ~ Ay »
Forest name Functional Level DOMAIN CONTROLL... FSMO ROLES SITE STATUS ACTIVE ALERTS ~ DC TYPE
inovitdemos.ch ‘Windows2016Forest
Domain naming master FSMO role Schema master FSMO role
INODEMOSADSO.inovitdemos.ch INODEMOSADSO 1.inovitdemos.ch |NOVITDEMOS.CH
Domain Controllers, Domains and Sites INODEMOSADSO1 P R Default-First-Site-Name 0 GC
[‘] inovitdemos.ch Replication Status
(1 of 1 DCs monitored) inovitdemos.ch
Domains
Li S
0
@ Ocswin
Operations
Alerts
inovitdemos.ch
0 ..
Active 0
Resolved from last 24 hours 0
Monitoring
LDAP Successful Binds/sec from the last 24 hours NTLM Authenticatio...
simn us
s /_/\/MM L//
o PM Jan 10 oam 2P0 snte 1zPM

Kerberos Authentications/sec from the last 24 ho...

N
(111 |

- Performance Monitors
Collection

To conclude, let's look at some additional practical tips we always need in our
projects. The following steps can be useful to configure your environment for several
needs:

¢ Proxy servers:
¢ You can import the IE settings with the following cmdlet:

Set-AzureAdConnectHealthProxySettings -
ImportFromInternetSettings
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¢ Or you can import the proxy settings from your WinHTTP
configuration:

Set-AzureAdConnectHealthProxySettings -
ImportFromWinHttp

¢ Or you can set the proxy completely manually:

Set-AzureAdConnectHealthProxySettings -
HttpsProxyAddress address:port

¢ Testing the health agent connectivity:
¢ Testing can be done with the following cmdlet:

Test-AzureADConnectHealthConnectivity —Role ADFS

The output for a working configuration looks as follows:

oudadmin: ea nnectivit ADFS
DConnectHealth t i e as follows:

ureADConnectHealth

r
uring a t regi
data upload proced
Connectivit est 2 - EventHub data uploa
Tenant Id i olle d during agent regi tion.
Connectiv est = tHub data upload pr dure completed succ

Test-AzureADConnectHealthConnectivity completed successfully...

Now that we've worked through the Azure AD Connect Health Service, we'll
continue our journey with the Azure AD monitoring and logs features.

Azure AD monitoring and logs

In the Azure portal, under the Azure AD blade and the Monitoring section, we also
get insights into the Azure platform and the associated on-premises identity
infrastructure.
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We can view the complete Sign-ins to the several services, as well as Audit logs,
additional logs, and diagnostic information. The following screenshot shows the
actual Sign-ins to our environment, including the time, user, application, and status.
Furthermore, you will see whether the access was protected by a conditional access
rule or Azure MFA itself:

Dasfboard > INOVITDEMOS provided by inovit GmbH - Sign-ins
INOVITDEMOS provided by inovit GmbH - Sign-ins

« | ==columns T Refresh  Download ¥ Script CF Power Bl £33 Export Data Settings %K Troubleshaot
. " Search iti d rts 'starts with' it
B pp registrations earch is csse sensitive and supports starts with’ operator
User Application Status Conditional Access
I app regisrations erevew) Lrterty mome ortjecia | A v [ v
5 poplicat Date Show d
4 Licenses
Azure AD Connect
i Custom domain names DATE user APPLICATION sTATUS CONDITIONAL ACCESS MFA REQUIRED
2 Mobility (MDM and MAM)
171072019, 417:45 PM g Glase) Threat Protection Success Not Applied No
Password reset
1/10/2019, 2:17:33 PM Te ing Glass) dh d Threat Protection Success Not Applied Ne
1 company branding
1/10/2019, 3:14:10 PM Tenant Administrator (Breaking Glass) ‘Azure Portal Suceess Not Applied No
£ User settings
1/10/2019, 2:36:22 PM Jochen Nickel ‘Azure Advanced Threat Protection Success Not Applied No
Properties
2 Notifications settings 110/2019, 2:36:12 PM Jochen Nickel ‘Azure Advanced Threat Protection Success Not Applied No
Security 1/10/2019, 2:15:51PM (Breaking Glass) Threat Protection Success Not Applied Ne
© Ovenview (Preview) 171072019, 215:49 P11 g Glass) Threat Protection Success Not Applied No
¥ identity Secure Score (Previe. 1102019, 2:15:49 PM g Glass) Threat Protection Success Not Applied No
O Conditional Access 1/10/2019, 2:15:49 PM Te ing Glass) ch d Threat Protection Success. Not Applied No
9 v 1102019, 215:47PM Te g Glass) (dvanced Threat Protection Success Not Applied No
Users flagged for risk
1/10/2019, 2:15:46 PM Tenant Administrator (Breaking Glass) ‘Azure Advanced Threat Protection Success Not Applied No
A Risk events
1/10/2019, 2:15:44 PM Tenant Administrator (Breaking Glass) ‘Azure Advanced Threat Protection Success Not Applied No
O Authentication methods
1/10/2019, 2:15:02 PM (Breaking Glass) Threat Protection Success Not Applied Ne
Monitoring
1/10/2019, 21459 PM g Glass) Threat Protection Success Not Applied No
D sign-ins
11072019, 21432 P11 Tenant Administrator (Breaking Glass)  Office365 Shell WCSS-Clent Success Not Applied No
B Audit logs
® Logs Load more
¥ Diagnostic settings
By clicking on an entry, you get many more details:
Details
Basicinfo  Deviceinfo  MFAinfo  Conditional Access
Request |d Gf2caefd-227e-4682-bff4-a3b%9ca2 3600 IP address  62.2.96.130
Correlation Id - 20804f00- dd1b-4b0a-a370-1eac620b8e77 Location  Cugy, Vaud, CH

User Jochen Nickel Date
Username Jjechen.nickel@inovit.ch Status
User ID 07bf426f-4188-433d-99b%-d14d2f3e62c1 Client App
Application  Azure Advanced Threat Protection

Application |D 7b7531ad-5026-4f2d-8a1d-38495ad33e17

1/10/2019, 2:36:22 PM
Success

Browser

[
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To provide programmatic access to your Azure Active Directory

data over the REST-based APIs, you can use this guide: https://
docs.microsoft.com/en-us/azure/active-directory/reports—
monitoring/tutorial-access-api-with-certificates.

You're also able to extend your reporting capabilities with Power BI by clicking the
Power Bl icon. If you do so, the following screen appears:

Welcome to Power Bl

You're on your way to exploring your data and monitoring what matters.
Let's start by getting some data.

Need more guidance? Try this tutorial or watch a video

Discover content Create new content
My organization Services Files Databases
Discover apps published Choose apps from online Bring in your reports, Use Power Bl Desktop to
by other people in your services that you use. workboaoks, or data from connect to data in Azure
organization. Excel, Power Bl Desktop SQL Database and more.
or CSV files,
Get Get Get Get

More ways to create your own content

Samples Qrganizational Content Packs
Partner Showcase Service Content Packs

1. Click My organization and we'll start to extend our solution with Power
BI. We can use the predefined apps to produce a good starting point.
Choose the Azure Active Directory Activity Logs app —just press Get it

now. You can find more information about this pack at https://docs.
microsoft.com/en-us/azure/active-directory/reports-monitoring/

howto-power-bi-content-pack.
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2. Provide the number of days you want to pull for your reports and your
tenant name. Click Next:

Connect to Azure Active Directory Activity ~
Logs

Number of Days

Pull the report for the # of days entered here. Maximum days allowed is 30. Default value is
7. If your tenant has high volume of data, please keep it less than 7 days

7

TenantName
Enter your Tenant Mame here (e.g. contoso.onmicrosoft.com)

18103 1inovitdemos.onmicrosoft.com

Meed help connecting? Learn more

3. The wizard will guide you to connect, and then you need to sign in to
consent for OAuth2.

We'll discuss the security issues of this process in detail in chapter
6, Managing Authentication Protocols.

4. Click Accept:
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B® Microsoft

admin@181031inovitdemos.onmicrosoft.com

Permissions requested
Accept for your organization

Azure AD Power Bl Content Pack App
App info

This app would like to:

v Signin and read user profile

v/ Read directory data

' Read all audit log data

v Read audit log data

v~ Signin and read user profile

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and priva

tatement. The i has not i links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Cance' -

That was easy, wasn't it? From now on, you can gather details about your complete
identity infrastructure through fancy reports:

Sign-ins by Location

o)

NORTH ASIA
AMERICA ( @R 3
N
Atlantic Ocean < 4
AFRICA.
o

SOUTH.
AMERICA Indian Ocean

Application Usage

Sign-ins by Date

Total Signins @ Total Unique Users

ifico

AUSTRALIA

being T "

@}

Applications

Microsoft App Acce...
Azure Portal
Office365 Shell W

Azure Advanced T
Microsoft Office 3
MS-PIM

Office 365 Bxchang..
Protection Center
Azure Classic Portal
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Keep in mind that all information is built in a drill-down format:

Total Signins @ Total Unique Users NORTH

AsIA
AMERICA @ops
231
[ ]

Atlantic Ocean

AFRICA
e}

SOUTH

. AMERICA Indion Ocean  AUSTRALIA

. |> Bing

© 2018 HERE, © 2012 Micres o t Corparation Teums.

1/10/19 ACOM Azure bsite Tenant Admini. 130 dows

1/10/19 Azure Advanced Threa... Jochen Nickel 62.2.96.130 NB02 Windows IE jochen. nickel @inovit.ch

1/10/19 Azure Advanced Threa.. Tenant Admini. 6: 6.130 Windows Firefox admin@18103 Tinovitde mos.onn
1/10/19 Azure Porta Tenant Admini. 62.2.96.130 Windows Firefox admin@18103Tinovitdemos.onn
1/10/19 Azure Porta Tenant Admini. 77.58.235.145 dows Firefox admin@18103 1inovitde mos.onn
1/10/19 Microsoft AppSource Tenant Admini. 77.58.235.145 Windows Firefox admin@18103 Tinovitde mos.onn
1/10/19 Microsoft Office 365 P. Tenant Admini... 2.96.130 dows Firefox linovitde mos.onn
1/10/19 Microsoft Power Bl Tenant Admini. 77.58.235.145 Windows Firefox admin@18103Tinovitdemos.onn
1/10/19 0365 Suite UX Tenant Admini. Windows Firefox admin@18103 Tinovitde mos.onn
1/10/19 Office 365 Exchange O... Tenant Admini. 62.2.96.130 Windows Firefox admin@18103 Tinovitde mos.onn
21040 Oficn25 Choly Toron: Adoin &1008120 WAl s Cir i @101021 ,.A‘,.MMAM;NV

Next, we'll take a deeper look into the Audit Logs, where we find our administrative
tasks and, for example, the consent we have given to the Azure AD Power BI pack:

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:44 PM

1/10/2019, 8:55:43 PM

ServicePrincipal

ServicePrincipal

ServicePrincipal :

ServicePrincipal

ServicePrincipal :

ServicePrincipal

ServicePrincipal

: Azure AD Power Bl Content Pack App

+ Azure AD Power Bl Content Pack App, User :...

Microsoft Graph, ServicePrincipal : b3a0a59...

: Windows Azure Active Directory, ServicePri...

Microsoft Graph, SenvicePrincipal : httpsi//...

: Windows Azure Active Directory, ServicePri...

+ Azure AD Power Bl Content Pack App.

admin@18103Tinovitdemos.onmicrosoft.com

admin@18103Tinovitdemos.onmicrosoft.com

admin@1810231inovitdemos.onmicrosoft.com

admin@18103Tinovitdemos.onmicrosoft.com

admin@18103inovitdemos.onmicrosoft.com

admin@18103Tinovitdemos.onmicrosoft.com

admin@18103linovitdemos.onmicrosoft.com

Consent to application
Add app role assignment grant to user

Add OAuth2PermissionGrant

Add OAuth2PermissionGrant

Add app role assignment to service principal

Add app role assignment to service principal

Add service principal
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Be aware that you can download the information in a CSV format. This option
requires you to turn on the Diagnostic settings. Just click on Turn on diagnostics:

Dashboard » INOVITDEMOS provided by inovit GmbH - Audit logs > Diagnostics settings

----------------------------

O Refresh

Turn on diagnostics to collect the following data.

After enabling the diagnostic feature, you get three options for where you can
transfer the information:

¢ Archive to a storage account, which needs to be created or an existing one
will be used additional costs. Routing logs to an Azure storage account
enable you to retain it for a longer period.

e Stream to an event hub from which you can create activities that should be
done. Routing logs to an Azure event hub allows you to integrate with
third-party SIEM tools, such as splunk. This enables you to combine
different data, such as the Azure AD activities and other security
information, in your SIEM to provide in-depth insights into your
environment.

¢ Send to Log Analytics to collect the logs on a central position for your SOC.
Log Analytics consolidates monitoring data from various sources and
provides a query language and analytics engine and provides you with
insights into the operation of your applications and resources.

The following types are available:

¢ AuditLogs, with information about the operations and activities done by
users or services

e SignInLogs, with information about the applications used, including
conditional access information, login times, and risk levels

To export sign-in data, your organization needs the Azure AD P1 or
P2 license.
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We'll turn on the Log Analytics functionality with the following information:

® You can add Name as inodemosloganalytics

e Select Send to Log Analytics and check the box for AuditLogs and
SignInLogs:

Diagnostics settings O

H save 2 Discard

* MName

| inodemosloganalytics v

Archive to a storage account

Stream to an event hub

Send to Log Analytics

Log Analytics S
inovitdemosomsws

LOG
| Auditlogs
+'| SigninlLegs

o In order to expert Sign-in data, your organization needs Azure AD P1 or P2 license. If you
don't have a P1 or P2, start a free trial.

Next, jump to your newly-created log analytics functionality and start querying the
information from your Azure AD:
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“ inovitdemosomsws - Logs

Leg Analytics

Advanced settings

General
Quick Start
Workspace summary

= view Designer

(] Logs

,D Logs (classic)

ﬁb Solutions
Saved searches
Pricing tier

L' Usage and estimated costs
Properties

9 Service Map

‘Workspace Data Sources

! Wirtual machines

Schema

«
£ New Query 1* +

inovitdemosomsws

Filter (preview)

Tirne range: Custom

- X

« signinLogs

| Collapse all

F 4 SEMVICErABr CUpErarional.
» (5 ServiceFabricReliableAct...
» H ServiceFabricReliableSer...
~ lH SigninLogs

t AppDisplayName

t Appld

t Category

t ClientAppUsed

{} ConditionalAccessPolicies

t ConditionalAccessStatus

t Correlationld

© CreatedDateTime

{} DeviceDetail

# DurationMs

tId

A

Completed, Showing results from the custom time range.

© 1O RESULTS FOUND (custom)

@ records matched for the selected time range

Need Help?

# Select gnother time range.

® Add g custom time filter to your guery.

with-log—analytics.

If you want to get more information about this topic, check out the
"Integrate Azure AD logs with Log Analytics using Azure Monitor"

video at https://docs.microsoft.com/en-us/azure/active-
directory/reports—-monitoring/howto-integrate—-activity—-logs—

Furthermore, we'll use Log Analytics in chapter 16, Azure Information Protection, in

the last part of this book.

If you use the logs part in the Azure AD section, you'll see the first result after the

service is activated:

Active
~ (@ inovitdemosomsws had
» LogManagement

» Custom Logs

E=Tame alicHaRT

» o Functions

Favorite workspaces
Stable

v AuditLogs
Stable
Tenantld

SourceSystem

V' Tenantld

TimeGenerated [UTC]

Completed. Showing results from the last hour.

Columns v

Drag a column header and drop it here to group by that column

5e202€5e-375b-4971-88ad-bGe30f5dddes  Azure AD

AuditLogs

Y SourceSystem

Bl 3 records

Display time (UTC+00:00) v

G 00:00:02.221

Y TimeGenerated [UTC] YV Type Y Resourceld Y

2019-01-10T20:15:44.821 Auditlogs  /tenants/T703 9d7-dc1e274bAd0 i rosof..

5e202e5e-375b-4971-98ad-b6e30f5dddes

Azure AD

2019-01-10T20:15:44.821Z
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Now that you have an idea of the Azure AD capabilities, you can start trying the
different functionality to get a perfect overview of your infrastructure.

Azure Security Center for monitoring and
analytics

In this section, we'll explore the Azure Security Center's capabilities for monitoring
our identity and access-management infrastructure. With the Azure Security Center,
you're able to understand the security state across your on-premises environments
and cloud workloads. New Azure resources will be automatically discovered and on-
boarded and you can apply security policies across your complete hybrid
environment to ensure compliance with actual security standards. The service also
provides the collection, search, and analysis of several sources, including third-party
solutions and firewalls. Furthermore, we can find threats with advanced analysis
mechanisms and are able to respond and recover from incidents because of the
provided real-time security alerts. The export of your security events into an SIEM
solution for further analysis is possible. The service integrates many new threat-
detection parts, such as behavioral profiling, machine learning, and global
intelligence threats.

The Azure Security Center can find many different attacks, such as the following;:

e Compromised machines

Failed exploitation attempts

Advanced malware

Web application vulnerabilities
Brute-force attacks

Data exfiltration

The monitoring identity and access feature set is in preview. You
need to use a standard-tier plan of the Azure Security Center to use
this functionality. Actually, there is a limit of 600 accounts for using
the identity recommendations.
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With the monitoring of identity activities, you can provide a higher level of security
for your organization, because you can provide proactive actions before an incident
happens. Furthermore, you are in the position to stop an active attack. The identity
and access dashboard provides you with insights and recommendations for your
subscription, such as the following:

¢ Enable MFA for privileged accounts
¢ Remove external accounts with write permissions
e Remove privileged external accounts

We'll find the following message if we start on the portal: You have subscriptions
that are not fully protected. Upgrade to the Standard tier for more
recommendations:

Security Center - Ove

Y subscriptions

GENERAL Policy & compliance

O overview

. Getting started
Events
O search
POLICY & COMPLIANCE
1 Coverage
Security policy
RESOURCE SECURITY HYGIENE
Recommendations
Compute & 2pps
Networking
% Data & storage
Identity & access (Preview)
B Securiy solutions
ADVANCED CLOUD DEFENSE
= Adaptive application controls
D Just in time VM access
4 File Integrity Monitoring
THREAT PROTECTION
U Ssecurity alerts
@ Custom alert rules (Preview)
® Securiy alerts map (Preview)
AUTOMATION & ORCHESTRATION

%) Playbooks (Preview)

Subscription coverage

Policy compliance

I

1 Cowered red
ToRL 1
Notcowra

esources

Resource security hygiene

Secure score

I Securescone

()

score

Threat protection

4" Customers who have tumned on advanced
threat detection gain visibilty intothei threst
landscape

Enable Advanced Threat Detection =

C N/A No resources to assess

subscriptions

Resource health monitoring

0 Compute & apps

> 0 Networking

il e s
ity o their tretlandscape

Enable Advanced Threat Detection =

& 0 0oto & storage

0 tdentity &

No compliance data for selected subscriptions N

Top recommendations by secure score impact

No results

New - App Service threat detection
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With the following steps, we will enable the feature set:

1. Upgrade to an Azure Security Center standard instance:

~ Apply your trial on 2 subscriptions 0 Managed resources (managed resources include VMs, on prem servers, SQL servers and App Service instances)

| name RESOURCES

v INQVITMASTER MPNSTD100 0 30 days left in trial
v MPN - JOCHEN NICKEL 0 30 days left in trial
NAME RESOURCES

@ inovitdemosomsws. 0

Tiial only available if not previously applied to this workspace. [ ueoraoe |

Start trial

Change your plan anytime. After 30 days, Azure Security Center Standard will be applied $15/supported
node/month.Supported node types include: on-prem server, VM, SOL server and App Service instance. For full
threat protection and security management capabilities, start your trial with the Standard plan

2. Start a trial and upgrade your existing log analytics workspace, with the
following expected result:

NAME RESOURCES

oD inovitdemosomsws 0 Trial only available if not previously applied to this warkspace.

3. You can see the insights into your identity infrastructure, where you can
define different time frames to be analyzed:
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Identity & Access (Preview)

novitdemasomsws

D Refresh B3 Analytics

Last 30 minutes

IDENTITY POSTURE FAILED LOGONS LOGONS OVER TIME

Failed logon reasons

Logans 0 Io
SUCCESSFUL FAILED

0% 0 o8
FAILED TOTAL
]
555 AM 600 AM 605 AM 610 AM E15 AM 620 AM 625 AM 630 AM
. CCOUNT D ¥ amToweT OMPUTE LOGON ATTEMPTS
Accounts logged on Accounts failed to log
on No failed logans were found for the time period. No logon attemptes were found for the time periad.

0 0

Locked accounts Accounts with changed
or reset password

0 0

Active critical notable Active warning notable
issues issues

Seeall... Seeall...

We also see that we're directly able to dive deeper into the monitoring and log
information through the log-analytics integration, which can be used on the top of the
portal. We highly recommend that you come back to the monitoring portals during
the work on all labs provided in this book to see the several components in action.
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Summary

In this chapter, we discussed the key monitoring and log capabilities to hold your
identity infrastructure in a stable and suitable state. We learned which functionality is
provided by the Azure AD section in the Azure portal. Furthermore, we saw how
Azure AD Connect Health works and how easy it is to install and configure your
environment. We extended our solution and now have a broader view of the whole
security state of the hybrid environment through the Azure Security Center. You
should be able to answer questions about the identity infrastructure-monitoring
capabilities and to configure a suitable monitoring and log solution for your own
organization or customers.

In the next chapter, we will learn how to use the Azure Identity Protection features to
protect your cloud and on-premises environment. We will discuss and configure the
Azure AD Privileged Identity Management capabilities.
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After reading about and learning how to configure the monitoring of your identity
management infrastructure in the previous chapter, we will now dive into identity
protection. Protecting your identity is one of the main focuses of security today, so
you should be able to put the right capabilities in place that protect your organization
against any attack.

At the beginning of our identity protection journey, we will start with an overview of
the Microsoft Cloud services that can help you in this field. We will also dive into a
number of different services, starting with the theory before moving on and applying
that theory in an example configuration. After working through this chapter, you
should be able to identify the correct solution component for your existing or future
requirements. To summarize, this chapter covers the following topics:

e Microsoft Identity Protection solutions
e Azure ATP and how to use it
e Azure AD Identity Protection

¢ Using Azure AD Privileged Identity Management (PIM) to protect
administrative privileges

Let's start with an introduction to Microsoft Identity Protection solutions so we can
maximize problem detection during different attack stages.
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Microsoft Identity Protection solutions

Microsoft has developed and established a huge portfolio of identity protection
features on both Azure and on-premises to help organizations secure their identities
and protect themselves against sensitive data leakage. There are many single services
available, but a unified identity protection solution is expected in the near future. We
already see many integrations between identity protection services that detect,
investigate, and prevent advanced attacks, compromised identities, and insider
threats—including data leakage—to form a broad and deep identity investigation
solution that works on-premises and in the cloud. Some of the more common attacks
that are faced by organizations include password spray attacks, leaked or reused
credentials, spoofed domains, malicious links or attachments, and much more. The
following figure illustrates the different services often used to maximize the detection
of attacks in their various stages:

Azure AD Identity Protection Cloud App Security (CASB)
|dentity Protection & Conditional Access Extends protection & Conditional Access to
other cloud apps

Advanced Email Threat Protection @ :tackerbruteforing
Email filtering service — malware, viruses, phishing account or uses stolen Ié Attacker accesses . Attacker exfiltrates
“ account credentials sensitive data data

Phishing User opens

. ail attachment
[V
Attacker creates
and sends
phishing mail . .
O e 0 e

Userclicks Exploit & Command & Useraccount  Attacker attempts  Privileged account Domain
onalURL Install Control compromised  lateral movement compromised compromised

Windows Defender ATP Azure ATP / ATA Azure AD Privileged

Prevent, detect, investigate, and respond to Identity Protection Identity Management / PAM

advanced threats Privileged Identity Protection

Attack vectors and protection products overview

As you can see in the above figure, an attacker first successfully targets patient zero
with backdoor malware designed to establish command and control. The attacker
then moves laterally through the network and obtains privileged credentials and
accesses sensitive systems. During this stage, the Office 365 Advanced Email Threat
Protection, Windows Defender ATP, the Azure ATP, and Azure AD Identity
Protection should all be in place to protect the identities at stake. An attacker will
then try to use remote code execution from a local machine to a Domain Controller in
order to gain access to domain administrator accounts.
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It's important at this stage that Azure ATP and Azure AD Privileged Identity
Management are used to establish the right controls. After this step, if successful, the
attacker is free to access sensitive data and open it exfiltrate such information. To
protect your sensitive data, the Microsoft Cloud App Security Broker (MSCASB)
and the Cloud App Security service can help you to extend the protection of your
sensitive data.

Now that we've had a look at a potential attack scenario and the related technology
involved, we can dive deeper into each of the related services. We'll use the crawl-
walk-run strategy to start, as follows:

e Crawl: First, protect your privileged users and primary environments by:
¢ Enabling Azure MFA for your administrative accounts, or
better, using Azure AD PIM
e Monitoring your risk reports and using the identity secure
store functionality
¢ Enabling and configuring Azure ATP to protect your
primary user domains

e Walk: Then, protect all users and Domain Controllers by:
e Blocking legacy authentication and using conditional access
(for more information, visit: https://bit.1ly/2M3NXzw)
¢ Turning on password hash synchronization in Azure AD
Connect and banned password checking (for more

information, visit: https://docs.microsoft.com/en-us/
azure/active-directory/authentication/concept-

password-ban-bad)
¢ Protecting all domains and forests using Azure ATP

* Monitoring all Azure ATP alerts and investigating any lateral
movements or domain dominance alerts

¢ Run: Finally, protect all users and integrate the alerts into your security
operations flow by:
¢ Enabling Azure MFA for your end users using sign-in and
the user risk policy

In this chapter, we will focus on identity protection technologies that are mentioned
in the preceding strategy. Other processes will be looked at in Chapter 13, Identifying
and Detecting Sensitive Data and Chapter 8, Using the Azure AD App Proxy and the Web
Application Proxy. However, now, let's start with the Azure ATP service.
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Azure ATP and how to use it

Azure ATP is used to detect and investigate advanced attacks, compromised
identities, and insider threats. Thanks to behavioral analytics in the backend, it
provides very fast threat detection and also reduces the fatigue of false positives.
Furthermore, it provides focused essential information using the Azure ATP attack
timeline. Azure ATP is simple to work with, and the architecture is quite easy to
understand because there are only two components per service and a downloadable
sensor, which monitors local traffic, that is installed directly on your Domain
Controllers. The sensors use dynamic resource limitation based on the domain
controller's load.

There is another, more complex deployment method available, however, which uses a
standalone sensor on a dedicated server and requires the configuration of port-
mirroring from the Domain Controllers in order to receive network traffic. The
service integrates directly with the Microsoft Intelligent Security Graph. You can find
more information about this functionality at https://www.microsoft.com/en-us/

security/operations/intelligence.
Azure ATP helps you to detect the following advanced attacks:

e Reconnaissance attacks, such as:
e Account enumeration

e User group membership enumeration
User and IP enumeration

Host and server name enumeration (DNS)
e Compromised credentials, such as:
e Brute force attempts
¢ Suspicious VPN connections
e Suspicious group membership modifications

Honey Token account suspicious activity

e Lateral movements, such as:
e Pass-the-Ticket
e Pass-the-Hash

¢ Overpass-the-Hash
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e Domain dominance, such as:
Golden Ticket attacks

DC shadowing
Skeleton Key attacks
Remote code execution on Domain Controllers

e Service creation on Domain Controllers

The on-premises product with the most basic features available is Microsoft
Advanced Threat Analytics (ATA), which is still supported and in development. The
cloud service, on the other hand, provides the functionality to protect your
environment, so we recommend Azure ATP over ATA.

We will now see how to configure Azure ATP in your environment.

You need to have finished chapter 1, Building and Managing Azure
Active Directory and Chapter 2, Understanding Identity
Synchronization to complete the configuration which follows.

So, let us get started! To configure Azure ATP, you need to follow the below steps:

1. Open the link, https://portal.atp.azure.com/, in a browser and log on
as a global administrator.

2. Next, create your instance of Azure Advanced Threat Protection, as shown
in the following screenshot:

Azure Advanced Threat Protection

Welcome,
You're about to create your instance of Azure Advanced Threat Protection.

Azure ATP creation dialog
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3. Before configuring Azure ATP, you need to create a service account in your
local active directory. Log on to your Domain Controller and open an
elevated PowerShell and execute the following cmdlet:

New—-ADUser —Name "Azure ATP Service Account" -—-SamAccountName
svcaatp -UserPrincipalName svcaatp@inovitdemos.ch —-path
"OU=Users, OU=AAD, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" —-AccountPassword (ConvertTo-

SecureString "YourPassword" —-AsPlainText -Force) —-Enabled
$True

4. Jump back to the Azure AD portal and follow the configuration
instructions.

5. Now, use the newly-created service account, as shown in the following
screenshot:

inovitdemos.ch\svcaatp

Username svcaatp

Password ssssssse

Domain inovitdemos.ch

[ Single label domain

Connecting the directory services

6. Afterward, directly deploy your first Azure ATP sensor on your Domain
Controller, as shown in the following screenshot:

( You have installed Azure ATP sensors on 1 out of 2 Domain Controllers. Download Details

Sensor setup @
Accesskey @ 3IXNARoynRPBPSFWzp [y

NAME ™ TYPE DOMAIN C... VERSION SERVICE STATUS HEALTH

INODEMOS... Sensor INODEMOSA... 2.64.6247 Running

Deploying the Azure ATP agents

[218]




Configuring and Managing Identity Protection Chapter 5

7. Download the setup executable to your Domain Controller and start the
installation.

8. Choose your preferred language and choose the Sensor-only deployment
method, as shown in the following screenshot:

Sensor deployment type

= Sensor
The Sensor is installed directly on your domain controllers and monitors local network traffic. The
Sensor also performs dynamic resource limitation based on the domain controller load.

m Microsoft

Choosing the sensor type
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9. Click Next and Configure the Sensor with the Access key of the portal, as
shown in the following screenshot:

Configure the Sensor

Installation path CAProgram Files\Azure Advanced Threat Protection Sensor

Access key 7 IXbtbU/+ZGCVyIr Vol ADr3uWvSHLWX 1 +mGHKHA0U427kPg==|

m Microsoft

Getting the sensor agent shared key and installation path

10. Finish the installation and open the services.msc management console to
view the newly-installed services, which should include the following two
services:

-.Et" Azure Advanced Threat Protection Sensor

-.S(" Azure Advanced Threat Protection Sensor Updater

Newly installed services for Azure ATP
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11. Next, enable the sensor as a Domain synchronizer to gather the related
information for Active Directory, as shown in the following screenshot:

INODEMOSADSO01

Description INOVITDEMOS
Damain Controller (FODN) NODEMOSADSO1.inovitdemos.ch

Capture network adapters Ethernet

Domain synchronizer
candidate

Enabling the synchronizer role
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12. The next configuration task is the activation of the Suspected Golden
Ticket usage detection, which can be found under the Preview section, as
shown in the following screenshot:

Detections

Suspected Golden Ticket usage (ticket anomaly) @ & o

Activation of the golden ticket protection

13. Configure all of the relevant Scheduled reports and notification settings for
testing its capability, as shown in the following screenshot:

Scheduled reports

B Summary Sent every week on Sunday at 12:00 AM UTC to tenants@inovit.ch
A summary of alerts and health issues Edit | Clear

5| Modifications to sensitive groups Sent every week on Sunday at 12:00 AM UTC to tenants@inovit.ch
Every modification to sensitive groups in Active Directory, including modifications Edit | Clear

generated a alert

S Passwords exposed in cleartext Sent every day at 12:00 AM UTC to tenants@inovit.ch
All LDAP authentications which exposed user passwords in cleartext Edit | Clear

® Lateral movements paths to sensitive accounts Sent every week on Sunday at 12:00 AM UTC to tenants@inovit.ch
Sensitive accounts at risk of being compromised through lateral movement Edit | Clear
techniques

Reporting section overview
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14. The Notifications settings page looks like the following screenshot:

Notifications

(D) Before transferring to another page, remember to save the changes you made to the configuration

Mail notifications

A new alert is detected

!
o]

tenants@inovit.ch

A new health issue is detected & o

tenants@inovit.ch

Syslog notifications @

Syslog service Configure

Configuring notifications

Now that you have configured your Azure ATP service, you can use the guidance
available at nttps://gallery.technet .microsoft .com/ATA-Playbook-ef0a8e38 to
create attacks and test your environment in realistic scenarios. The document is
written for Microsoft ATA, but you can still use it for testing purposes. You can also
use the following Azure ATP security alert guide to validate your results: https://
docs.microsoft.com/en-us/azure-advanced-threat-protection/suspicious-
activity-guide. In the next section, we will dive into the features of Azure AD
Identity Protection.
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Azure AD Identity Protection

Azure AD Identity Protection introduces automatic, risk-based, conditional access to
help protect users against suspicious logins and compromised credentials. Azure AD
Identity Protections also offers insight into, and a consolidated view of, threat
detection based on machine-learning. Furthermore, the service delivers an important
level of remediation recommendations, as well as performing compromise risk
calculations about a user and their session. The service requires an Azure AD
Premium P2 or equivalent licensing.

You will get the following capabilities from this service:

¢ Detection: Vulnerabilities and risky accounts are detected by:
¢ Highlighting vulnerabilities and providing custom
recommendations

¢ Calculating sign-in and user risk levels
e Investigation: Risk events are investigated and solved by:
 Notifications
¢ The provision of relevant and contextual information
Basic workflows used in tracking

¢ Easy access to remediation actions (for example, a password
reset)

¢ Risk-based conditional access: It includes:
e Risk mitigation, such as blocking sign-ins or requesting
multi-factor authentication
¢ Blocking or securing risky user accounts
¢ Asking users to register for Azure MFA

To get a greater understanding of this service, we need to start configuring it. So,
login as a global administrator to https://portal.azure.com and complete the
following steps:

1. Go the Azure AD Identity Protection tab or use the Search option to
search the service

2. Start the on-boarding process by visiting the onboard menu under Settings
and clicking Create at the bottom of the page, as shown in the following
screenshot. Follow the process and finish on-boarding:
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Dashboard > Azure AD Identity Protection - Getting started
Azure AD ldentity Protection - Getting started
INOVITDEMOS provided by inevit GmbH

€ 4" Congratulations! You now have access to the new ‘Security Overview’ of the refreshed Azure AD Identity Protection. Try it out. =

GENERAL
What is Azure AD Identity Protection?

Overview

Getting started Azure Active Directory Identity Protection provides a consolidated view of at risk users, risk events and vulnerabiliies, with the ability to remediate risk
immediately, and set policies to auto-remediate future events. The service is built on Microsoft's experience protecting consumer identities, and gains

tremendous accuracy from the signal from over 138 logins a day.
INVESTIGATE

Users flagged for risk
To start using Azure Identity Protection, dick the Onboard menu on the lower left to get started.
A Riskevents

2 Vulnerabilities

CONFIGURE
What can Azure AD Identity Protection do?

MFA registration

User risk policy DISCOVER USERS FLAGGED FOR RISK
Sign-in risk policy Detect users flagged for risk and investigate risk events for the user.
Learn more.

Azure AD Identity Protection wizard

3. Now jump directly into the Overview section, as shown in the following
screenshot:

Azure AD Identity Protection - Overview

INOVITDEMOS provided by inovit GmbH

€ O Refresh

4" Congratulations! You now have access to the new ‘Security Overview” of the refreshed Azure AD Identity Protection. Try it out. =5

GENERAL
Overview
Getting started Users flagged for risk Risk events Vulnerabilities @
INVESTIGATE , 3
Users flagged for risk ; RISKLVEL  COUNT  VULNERABILITY
A Risk events ' Medium 275 Users without multi-factor authentication registration
2 Vulnerabilities f Medium 1 Roles don't require multi-factor authentication for activation
CONFIGURE Low 6 There are too many global administrators
MFA registration At
User risk policy 1

Sign-in risk policy 10/13 i 1212

.
5 S e T
02 oo

Alerts

Azure AD Identity Protection portal overview
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4. The portal will present you with the relevant risks facing your
environment, such as:
¢ Users who are not enrolled with Azure MFA
e Azure AD or Azure resource roles that don't require Azure MFA
¢ The assignment of too many global administrator roles

5. Now, configure your first scenario by using the following source https://
docs.microsoft.com/en-us/azure/active-directory/identity—

protection/quickstart-sign-in-risk-policy, with one of your users

6. Next, configure the alerts and weekly digest settings for information about
the activities in and against your environment

7. After the service is enabled, you can test the functionality of Azure AD
Identity Protection with the existing playbook, which is available
at: https://docs.microsoft.com/en-us/azure/active-directory/

identity-protection/playbook.

As you can see, running Azure AD Identity Protection doesn't require some long
configuration task. However, we do recommend that you run your tests based on the
provided playbook and get as much experience as possible:

User risk level = All

Medium risk users L] Unprotected s @

1 user 6 / 6 risky sign-ins last week
Medium risk users detected. Protect more sign-ins by
Investigate users and reset managing conditional access
passwords. policies.

Identity Secure Score (Preview) 37/223 @
Menitor and improve your identity security posture.

Identity Secure Score information
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As shown in the preceding screenshot, the Identity Secure Score provides you with
information on your identity security position and how it can be improved. The
service will recommend activating certain security features and following specific
recommendations, for example:

Enabling Azure MFA for Azure AD privileged roles
Enabling self-service password reset
Enabling sign-in and user risk policies

Not allowing the expiration of passwords, or turning on
password hash sync if you are in a hybrid configuration

Ensuring all users are enrolled to Azure MFA

Not using more than five global administrators
Disabling accounts that have not been used in the last 30
days

Blocking legacy authentication

Not allowing users to grant consent to unmanaged
applications

We will discuss some areas of identity protection in more detail in chapter ¢,
Managing Authentication Protocols and chapter 13, Identifying and Detecting Sensitive
Data. We will also offer a deep-dive into the Cloud App Security service, which
provides you with capabilities to protect against the following:

e Malicious insiders: Protection against disgruntled employees

e Malware: Detection of malware in cloud storage as soon as they are

uploaded

¢ Rogue applications: Identification of rogue applications that can access
your sensitive data

e Compromised accounts: Combating advanced attackers that leverage
compromised user credentials

e Data exfiltration: Detection of unusual flows of data either within or
outside of your organization

¢ Ransomware: Identification of ransomware that uses sophisticated
behavioral analytics technology

Now that we have looked at Azure AD Identity Protection, it's time to move on to the

Azure AD PIM service.
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Using Azure AD PIM to protect
administrative privileges

Azure Active Directory Privileged Identity Management (PIM) provides similar
functionality to the Microsoft Identity Manager, including Privileged Access
Management (PAM) in the on-premises infrastructure.

If you need more information about the on-premises PAM solution,

visit https://docs.microsoft.com/en-us/microsoft—identity-ma
nager/pam/privileged-identity-management-for—-active—

directory-domain-services.

With Azure AD PIM, you can manage, control, and monitor your privileged identities
and access to your directory information and resources in an Azure environment. The
main reason for using Azure AD PIM is to reduce the attack surface and to enable
administrative access just-in-time. Privileged access is often configured as permanent
and unmonitored, but with Azure AD PIM you can avoid security breaches and risks.

The service allows you to assign time-bound access to resources using a start and end
date and that requires approval to activate privileged roles. To protect the activation
of a role, the service uses Azure Multi-Factor Authentication. For example, during the
activation process, a user can be forced to justify why they need to activate their role.
Furthermore, you can also enable notifications that alert you when a privileged role is
activated. For auditing and compliance requirements, you are also able to configure
and enable access reviews that ensure a user needs a specific role. You can also
download an audit history for both internal and external audits.

To use Azure AD Privileged Identity Management, you need to own
an Azure AD Premium P2 license, which is also part of the EMS E5
or Microsoft 365 E5 plan, for every privileged account you want to
protect. If you don't have access to an Azure AD Premium P2
license, protect your permanent privileged accounts with Multi-
Factor Authentication. To do so, you will need to meet the licensing
requirements, which are explained in full at https://docs.
microsoft.com/en-us/azure/active-directory/authentication/

concept-mfa-licensing.
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Now that we know the basic functionally of Azure AD PIM, let's start with an
example configuration.

To work through this lab, you must have completed the lab tasks in
the first chapters, or have your own users already created.

The following table illustrates a common example configuration used by many
companies when they first begin using the cloud:

Directory role User
Global Administrator Don.Hall@inovitdemos.ch
Global Administrator Dan.Jump@inovitdemos.ch
Global Administrator Chris.Gray@inovitdemos.ch

Keep in mind that unmanaged privileged accounts create a vulnerability that can be
exploited to access critical systems with sensitive data. Continuously randomizing
credentials for each account—whether scheduled or in direct response to an
attack—is the first step to take.

First, let's enable Azure AD PIM on our test tenant and use the default role
configurations. We need to ensure that it works and to remember to implement a
breaking-glass account. Afterward, we will be able to gather feedback and adjust our
configuration as necessary.
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Now we will start the configuration by enabling PIM with the Quick Start wizard.

1. First, log in with your global administrator account at https://portal.
azure.com and navigate to Azure AD PIM.

Dashboard > Privileged Identity Management - Quick start

Privileged Identity Management - Quick start

. ! Introduction
72 Quick start i
""""""""""""""""""""""""""""""""""""" Secure your organization by managing and restricting privileged access

@ Consent to PIM
Azure AD Privileged Identity Management
Azure AD Privileged Identity Management PowerShell module

Tasks Azure AD Privileged Identity Management for Azure resource roles
My roles . . . .
What's new in Privileged Identity Management
My requests

~ | All services
Application access v | Azure Active Directory
+'| Azure resources
Approve requests
New feature
Review access

Azure Active Directory

Manage Monday, December 17, 2018
Azure AD roles New PIM Weekly Digest Email
Azure resources Feature update

Azure Active Directory
Activity
Wednesday, October 3, 2018

My audit history
Breaking change: AAD PIM Powershell Module updates to
Troubleshooting + Support 2.0.0.1762

% Troubleshoot New feature

Azure Active Directory, Azure resources
New support request
Monday, August 6, 2018

Azure AD PIM - Quick Start options
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In our case, we use the
account admin@inovitdemos.onmicrosoft.com, which will act as
our breaking-glass account:

A breaking-glass account allows you to modify your configuration
even if Azure AD PIM, the Multi-Factor Authentication service, or
the federation service, is not available. Make sure to protect this
account and use your Azure AD PIM controlled account to
administer your environment.

2. Now enable the service by using Consent to PIM, as shown in the
preceding screenshot.

3. Now verify your identity, as shown in the following screenshot:

O Refresh

Privileged Identity Management and Azure Multi-Factor Authentication (MFA) work together to help you manage access to secure applications and services.
Before you get started with PIM, we need to make sure that you're able to use MFA.

Verify your identity with Azure MFA now. If you haven't registered yet, we'll help you do that.

2
o Verify my identity

Identity verification process

The more information required dialog box appears if Azure MFA
hasn't been previously enabled.

4. Fill in and finish the additional security verification dialog.
5. Click Consent to proceed, as shown in the following screenshot:

D Refresh P> Consent

Consent to activate the feature
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6. Next, select Sign up PIM for Azure AD Roles under the Manage | Azure
AD roles section, as shown in the following screenshot:

Azure AD roles - Quick start

INOVITDEMOS provided by inovit GmbH

«

-~
Overview

£z Quick start

(2 Sign up PIM for Azure AD Rol...

Sign up process to PIM

7. Click Sign up to start the discovery process for administrative roles.

8. View your own Active roles in the portal, as shown in the following
screenshot, including their status:

My Activation history for the past 7 days My roles
3 | SECURITY AD...
I PrivILEGED .. Eligible roles  Active roles
5 I service AD..
4
ROLE NAME STATUS ACTION
Security Administrator Permanently ...
2 Global Administrator Permanently ...

1 Privileged Role Administrator ~ Permanently ...

7PM

Directorv activations last 5...

9

Insides about the active roles
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In the next tasks we will add users to roles and test the configuration.

1. Now, return to Azure AD roles page and manually assign the three global
administrators as eligible admins for the specific Azure AD, as shown in
the following screenshot. Note that you can also use the Manage | Wizard
option to modify your role assignments:

Azure AD roles - Quick start
INOVITDEMOS provided by inovit GmbH

«

Overview .: Azure AD Privileged Identity Management
2 Quick start

Azure AD PIM is a Premium feature that enables you to limit standing admin access to privileged roles and much more. Learn more

Tasks

My roles
@ My requests - 9
@ Approve requests Assign Activate Approve

Review access Assign users or current admins as Activate your eligible admin roles so View and approve all activation

eligible admins for specific Azure AD that you can get limit standing access request for specific Azure AD roles
roles, so that they only have access to the privileged identity that you are configured to approve
Manage when necessary
= Roles
Members Assign eligibility Activate your role Approve requests
Alerts
Modification of role assignments
. o .
2. Click on Manage | Roles and choose the Global Administrator role, as
shown in the following screenshot:
Manage Directory Readers Allows access to various read only tasks in the directory.
+ Roles Directory Writers Allows access read tasks and a subset of write tasks in the directory.

Members Exchange Administrator Users with this role have global issions within Mi ft F Online

Alerts Global Administrator Users with this role have access to all administrative features in Azure Active Directory
‘= Access reviews " . —— P B

Guest Inviter Users in this role can manage Azure Active Directory B2B guest user invitations when the “Members cani... ...

Configuring the Global Administrator role
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3. You should see all of the members present, including their assignment
type, as shown in the following screenshot:

Global Administrator - Members

Manage
Members

Description

Troubleshooting + Support
¥ Troubleshoot

New support request

«

== Add member Y= Access reviews Export O Refresh
Assignment type
Al v

Search

0
MEMBER EMAIL ASSIGNMENT TYPE
Jochen Nickel jochen.nickel@inovit.ch Permanent
Master Tenant Administrator admin@inovit.onmicrosoft.com Permanent
Dan Jump DanJump@inovitdemos.ch Permanent
Tenant admir i i .on. Permanent
Don Hall Don.Hall@inovitdemos.ch Permanent
Chris Gray Chris.Gray@inovitdemos.ch Permanent

EXPIRATION

Assigned roles overview

4. Now edit your three test users so they are eligible by clicking the three dots
at the end of the user line, as shown in the following screenshot:

5. You should end up with the following result:

Make eligible

Remove

Choosing the assignment type to make him eligible

Assignment type

Eligible v

Search

/O

MEMBER
Dan Jump
Don Hall

Chris Gray

EMAIL
Dan.Jump@inovitdemos.ch
Don.Hall@inovitdemos.ch

Chris.Gray@inovitdemos.ch

ASSIGNMENT TYPE
Eligible
Eligible

Eligible

Result of changes
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Practical note: Check the description of the role and see what you
can do with it.

6. Click on Access reviews to create an access review for a role.
7. Click New.

8. Choose and fill in the following values because it's a best practice to start
with a monthly review:
¢ Review name: Global Administrator role monthly review

¢ Description: Global Administrator role monthly review
¢ Frequency: Monthly
¢ Review role membership: Global Administrator
¢ Reviewers: Selected users
e Select reviewers: Use your
admin@tenantname.onmicrosoft.com (PIM role
administrator)
e Upon completion settings:
¢ Auto apply: Enable
e Reviewer not responding: Remove access

9. Leave the remaining default settings and then click Start. You should end
up with the following result:

GLOBAL ADMINISTRATOR ROLE MONTHLY REVIEW

Global Administrator Tenant Administrator o 1/9/2019 2/8/2019 Initializing
admin@ 18103 linovitdemos.onmi...

Access review overview

10. Now that we have converted the accounts from permanent to eligible and
have created our first access review for the Global Administrator role, we
will test our configuration with Don Hall.

11. Open a new private browser session and navigate to https://portal.

azure.com.
12. Log in with don.hall@yourdomain.com.
13. Navigate to Azure AD PIM or use the Search option to find it.
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14. Click on My roles. You should find that you are eligible for the Global
Administrator role, as shown in the following screenshot:

My roles - Azure AD roles

« | .
Eligible roles  Active roles
Activate -

Refresh
Azure AD roles | _

ROLE NAME STATUS PENDING REQUESTS ACTION
Azure resource roles

Global Administrator Not active 0 pending request(s) Activate

Troubleshooting + Support

X Troubleshoot

View your own roles

15. Click Activate to use your role. You will need to verify your account before
proceeding.

16. Click Verify my identity to complete Azure MFA enrollment.

17. Respond to the verification process and click Activate, as shown in the
following screenshot:

Global Administrator 2 O X

Role activation details

> Activate

NAME
Don Hall

EMAIL
Don.Hall@inovitdemos.ch

ACTIVATION
Eligible

EXPIRATION

Activate the global administrator role
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18. Note that you can customize activation time; the role is active for 1 hour by
default. Now, provide an activation reason and click Activate. Then, sign
out and try your first login as Global Administrator:

Activation status O X

», Stagel
+ Processing your request and activating

your role.

Stage 2
@ Validating that your activation is

successful.

Stage 3

e Activation complete, use the link below
to sign out and log back in to start
using your newly activated role.

Proofing the activation

19. That's it! You've just successfully gained privileged access with Azure AD
PIM.

20. Now, sign Don Hall out and log back in with your permanent
administrator that also has the privileged administrator role assigned.
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21. Click on Activity | Directory roles audit history to find the role activation
from Don Hall, as shown in the following screenshot:

Activation history

6 | SECURITY 4D...
| PRIVILEGED R...
5 | service AD.,
| GLOBAL AD...

4

f

0 .

7PM T:15PM T:30PM 7:45PM 3PM

Total Max Avermae

10 Activati 10 Activations per day 10 Activations per day

TIME REQUESTOR ACTION MEMBER ROLE REASONING EXPIRATION
Bon Fal
1/3/2019, 8:00:42 PM  Don Hall Activate Global Admiristrator First try with PIM 1/3/2019, %:00:42 P..
Don.Hall@inovitdemos.ch
1/9/2019, 8:00:11 PM  Don Hall Activation requested " ! Global Administrator First try with PIM
g ; Don.Hall@inovitdemos.ch i

1/9/2019, 7:46:15 PM  Tenant Administrator Create access review - Global Administrator Access review created. Review Name... -

Roles audit history

Check the following features on the Azure AD roles section to get more experience
on how to configure Azure AD PIM:

e Go to Tasks | Application Access to verify your role assignment.
¢ Go to Review access to complete a review.

¢ Go to Approve requests if you have configured a role approval; you can do
this under Manage | Settings | Roles:
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Dashboard > Privileged Identity Management > Azure AD roles - Settings > Roles > Guest Inviter

Roles X Guest Inviter O

INOVITDEMOS provided by inovit GmbH

»  Device Administrators H save X Discard

»  Directory Readers Incident/Request ticket
Require incdident/request ticket number during activation @

»  Directory Writers
o [EE

»  Exchange Administrator
»  Global Administrator . . -
Multi-Factor Authentication

«  Guest Inviter Reguire Azure Multi-Factor Authentication for activation @

encoe [

» Information Protection Administrator

»  Intune Service Administrator

Require approval

p.  License Administrator Reguire approval to activate this role @

»  Message Center Reader Enabi

»  Password Administrator

»  Power Bl Service Administrator
o Self-approval is not allowed. we recommend to add at least 2 approvers.
=  Privileged Role Administrator

»  Reports Reader
SELECTED APPROVER ACTION

»  Security Administrator

§ oot [ remove
s  Security Reader v Don.Hall@inovitdemos.ch

Guest Inviter role assignment

Now that we have successfully enabled Azure AD PIM for Azure AD roles, assigned
and tested our first role, created an access review for the role, and viewed the audit
history, we're closer to understanding Azure AD Privileged Identity Management.
(Note that there is an additional lab for Azure resources and other features in the
code section of the book for this chapter.)
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To summarize, you should complete the following Azure AD PIM tasks for your
Azure resources:

¢ Enable Just in Time access to Azure
o Expire access automatically
¢ Assign temporary access for quick tasks or on-call schedules

Get alerts when new users or groups are assigned resource access, or when
eligible assignments are activated

Use Azure AD sign in for Azure VMs

Before we close our section on PIM, we should tell you that Azure AD PIM, and
Office 365 E5, offer Privileged Access Management functionality for privileged tasks
and workload roles:

Microsoft 365 admin center

,O\ Usars v INOVITDEMOS provided by inovit GmbH
£ Groups 2
 New request | Vie ‘ All Requests .

B Resources v
B Biling v
@ support ~ Organization Management  RoleGroup Don.Hall@inovitdemos.ch ~ 1/9/2019 7:00:41 PM Approved PIM on behalf the user
£ settings ~

Services & add-ins

Security & privacy

Office 365 Privileged Identity Management portal

Now that we have configured the Privileged Identity Management and the
protection, we provide a good state of security to our organization.
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Summary

After completing this chapter, you should be able to explain the main requirements
when protecting identities and why they're a part of your security solution. In this
chapter, we looked at the key issues of core identity protection components, and how
to enable and configure the relevant services for your needs. If you would like more
information on the Windows Defender ATP service, check out the Chapters

13, Identifying and Detecting Sensitive Data.

In the next chapter 6, Managing Authentication Protocols, we will discuss the all-
important modern protocols, including OAuth 2.0, OpenID Connect, and SAML 2.0,
which help you to establish a suitable authentication design for your organization
and customers.
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Section 2: Authentication and

Application Publishing

This section of the book will enable you to understand and use as well as troubleshoot
with and develop on the most important authentication protocols. Furthermore, you
will learn to securely publish cloud and on-premise services with Azure AD and
ADFS/Web Application Proxy capabilities.

The following chapters will be covered in this section:

Chapter 6, Managing Authentication Protocols
chapter 7, Deploying Solutions on Azure AD and ADFS

Chapter 8, Using the Azure AD App Proxy and the Web Application
Proxy

chapter 9, Deploying Additional Applications on Azure AD
Chapter 10, Exploring Azure AD Identity Services
Chapter 11, Creating Identity Life Cycle Management in Azure



Managing Authentication
Protocols

In this chapter, we will provide you with an overview about the important
authentication protocols you need to know in order to handle your configurations
and projects in that field.

We see a lot of confusion in the usage of authentication protocols in our projects. It's
very important to understand the different protocols, that you can discuss with
application providers about the correct implementation tasks and requirements. We
see very often that a lot of time is used for discussing authentication methods and
solutions. It's clearly impossible to put all the material about the different
authentication methods in only one chapter, as that would fill a complete book in the
real world. We decided to provide you with essential summaries with extensive and
working external examples. We will deploy many of the different authentication
methods in the labs of this book. You will find specific labs to adapt your knowledge
of technical configurations in the following chapters:

e Chapter 7, Deploying Solutions on Azure AD and ADFS

e Chapter 8, Using the Azure AD App Proxy and the Web Application Proxy
e chapter 9, Deploying additional applications on Azure AD

e Chapter 10, Exploring Azure AD identity services
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The focus of this chapter will be to get you acquainted with some experiences and
decision paths that can assist you with authentication protocols. We will divide the
chapter into the following sections:

¢ Microsoft identity platform

e Common token standards in a federated world

Security Assertion Markup Language (SAML) 2.0
WS-Federation

OAuth 2.0

OpenlD Connect (OIDC)

Pass-through authentication and seamless single sign-on (SSO)
e Multi-factor authentication (MFA)

Let's start working through this authentication reference to kick off your journey.

We highly recommend that you work through all the references in
9 this chapter.

We will start with an overview of the Microsoft identity platform.

Microsoft identity platform

Microsoft provides an identity platform with two endpoints called V1.0 and V2.0 with
two sets of client libraries to work with these endpoints. The following libraries are
used: Azure AD Authentication Library (ADAL) SDK and the Microsoft
Authentication Library (MSAL). In the Azure AD portal, we will find how to include
applications built with ADAL or MSAL over the app registrations (preview), as
shown in the following screenshot:
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App registration portal.azure.com

. Azure AD Authentication . P o
Client SDK — Library (ADAL) Microsoft Authentication Library (MSAL)
Endooint V1 Endpoint V2 Endpoint
p W1 Tokens V1 Tokens OR V2 Tokens

Azure AD Azure AD B2C

Microsoft identity platform overview

The following list describes the main use cases of the two endpoints:

e The V1.0 endpoint allows only work and school accounts to sign in

¢ The V2.0 endpoint allows work and school accounts from Azure AD and
Microsoft Accounts (MSA) to sign in

¢ The v2.0 endpoint does not support SAML or WS-Federation—only
OIDC and OAuth 2.0

¢ The v2.0 endpoint doesn't support the SAML assertion grant

¢ Both endpoints accept sign-ins from guest users for single-tenant or multi-
tenant applications

Now that we have an overview on the available endpoints, we will jump into the
token formats.
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Common token standards in a federated
world

When a digital identity is transferred across a network, it's only a collection of bytes.
It's common to refer to a set of bytes containing identity information as a security
token or just a token. In a claims-based world, a token contains one or more claims,
each of which carries some piece of information about the user it identifies.

Today, the tokens come in different flavors, including the following token formats:

Security Assertion Markup Language (SAML):
e XML-based

e Very descriptive metadata
JSON Web Token (JWT):

e Easily readable by humans

e Smaller token size

Simple Web Token (SWT):
¢ Form-encoded attribute/value pairs

¢ Not very common

e Kerberos

For the following protocol specifications, we recommend a good basic knowledge of
claims-based authentication. You can download the Microsoft claims-based
authentication handbook to prepare yourself. Use the following download link to get
the book: https://www.microsoft.com/en-us/download/details.aspx?id=28362.

We will discuss SAML 2.0 in the next section.

Security Assertion Markup Language
(SAML) 2.0

SAML is the foundation for much of the current identity federation activity. SAML
2.0 is preceded by SAML 1.0 and 1.1. SAML 1.1 was released in 2003 and had just two
scenarios (also known as profiles), and both were IdP-initiated. Shibboleth 1.3 and
Liberty Alliance—WS-FF 1.2 extended SAML 1.1, and SAML 2.0 was released by

OASIS in 2005.
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The following table shows the SAML core principles:

Assertions Protocols Bindings
Package of identity A§soc1ates a message (prpto?ol)
. . Request/response based with transport (communication
information .
mechanism)
Examples:
Defines th . * HTTP Redirect
Synonym token cHnes the Messaging * HTTP POST
requirements « HTTP Artifact
* SOAP
Examples:

* Authentication request
* Single logout
* Artifact resolution

XML-based

In the next section, we will talk about the key facts of the SAML 2.0 protocol.

Key facts about SAML

The SAML standard provides accurate messages for the transfer of requests and
assertions (claims). SAML offers several options for the transfer of information, such
as the use of SOAP. The SAML standard defines identity information as assertions. A
large part of the standard flows into the definition of assertions and attribute profiles.
A session timeout is not considered. When logging off, an attempt is made to reach a
large circle of recipients. SAML 2.0 uses profiles, which describe how assertions,
protocols, and bindings combine to form a federation scenario.

For example, a web SSO profile will be used as follows:

¢ Authentication Request Protocol
e HTTP Redirect binding at IdP
e HTTP POST Binding at SP

There are many different SSO profiles available that are defined in the specification:

Web Browser SSO profile
Enhanced Client or Proxy (ECP) profile
Identity provider discovery profile

Single logout profile

Name identifier management profile
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e Artifact resolution profile
¢ Assertion query/request profile
¢ Name identifier mapping profile

For Shibboleth administrators, we highly recommend the following
source: https://bit.ly/2DnG5pQ.

There are also SAML attribute profiles, such as the following, available for use:

e Basic attribute profile
X.500/LDAP attribute profile
UUID attribute profile

DCE PAC attribute profile
XACML attribute profile

To give an example, we use the typical SAML web SSO profile in the following

diagram:
SAML Issuer
{Identity Provider)

Authenticate

A
|
|
I Trust
I
|
Redirect L
- — Web Application
- Browse o (Service Provider)

SAML web SSO profile

The following description explains the different steps in the authentication process:

¢ Trust is established between the Web Application and the SAML Issuer
o The user browses to the Web Application

e The Web Application detects that the user is not authenticated and
redirects him to the SAML Issuer
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The user automatically browses to the SAML Issuer

The user authenticates to the SAML Issuer

The SAML Issuer builds the token and passes it back to the user
The user POSTs the token to the Web Application

We highly recommend you work through the following Azure AD
SAML 2.0

article: https://docs.microsoft.com/en-us/azure/active-direct
ory/develop/single-sign-on-saml-protocol.

For debugging SAML-based SSO, work through the following articles:

® https://social.technet.microsoft.com/wiki/contents/articles/
31247 .azure-active-directory-how-to-debug-saml-based-single-sign-

on-to-applications.aspx - How to debug SAML-based single sign-on to
applications

® https://docs.microsoft.com/en-us/azure/active-directory/develop/
howto-vi-debug-saml-sso-issues - Debug SAML-based single sign-on to
applications in Azure Active Directory

In conclusion, we can say that SAML 2.0, which was released in 2005 by OASIS, is
now commonly used in web sign-in scenarios, particularly for web applications with
an XML token format.

WS-Federation

WS-Federation was developed by an industry consortium and was released in
December 2006, with Microsoft being a key contributor. WS-Federation is also part of
a larger framework, WS-Security, and builds on the work of WS-Trust from February
2005, defining the following two key principles:

¢ The protocol for requesting/receiving security tokens

¢ How trust should be brokered between parties using an Security Token
Service (STS)

It also defines two profiles:

¢ Active Requestor Profile
e Passive Requestor Profile
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WS-* Federation Suite consists of:

o WS-Trust
e WS-Federation
e WS-Policy

In the next section, we will describe the key elements of the WS-Federation
specification.

Key facts about WS-Federation

In WS-Federation, in contrast to SAML, the token can be anything. Basically no
defined messages are used. On the other hand, a suggestion is made for the use of a
web service. The WS-Federation standard uses SOAP and makes the tunneling of
SOAP available via the Web browser. The token for this standard is not subject to any
concrete specification. WS-Federation can use a security token that is a SAML
assertion. This means that WS-Federation can also use components from the SAML
standard. As with SAML, there is no session timeout and an application must
explicitly register to receive the information about a logoff.

There are also some relationships regarding SAML-P with the WS-Federation and
the passive requestor profile, for example:

e Similar to SAML WebSSO profile

e The following parts are incompatible:
e Different request and response messages

¢ No IdP-initiated use case
¢ No Assertion Query profile

Use the following source to gather more information about the topic:

https://docs.microsoft.com/en-us/azure/active-directory/develop/azure-ad-
federation-metadata

With the following sample, you can test and analyze WS-Federation with Azure AD:

https://github.com/Azure-Samples/active-directory-dotnet-webapp—
wsfederation

Conclusively, we can say that WS-Federation, which was established in 2006, is now
commonly used for web sign-in scenarios, and .NET web applications. The token
format is agnostic, like SAML, JWT, and so on.
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OAuth 2.0

In simple words, authentication is the act of proving who you are, whereas
authorization is the act of determining what you can do. OAuth 2.0 is about delegated
authorization and not about authentication. It is not a protocol, it's an authorization
framework defined in the RFC 6749, The OAuth 2.0 Authorization Framework. This can
be confusing because there are many cases in which you use OAuth 2.0 to log in to a
client web application.

The authentication process must end by figuring out and validating the identity of the
end user, but OAuth doesn't do that. OAuth provides time-based tokens, which can
be used to access a resource on behalf of the end user without providing any identity
information about the end user.

OAuth 2.0 is the existing standard for API security and is a major breakthrough in
identity delegation.

Key facts about OAuth 2.0

The following are the principal facts concerning OAuth 2.0:

e Itis an internet protocol/specification for creating and managing
application identity

e Itis a cross-platform mechanism

e It has delegated authorization to APIs

e Its main purpose is to get the client an access token

e It is not an authentication protocol

e Itis preceded by OAuth 1.0 and OAuth Web Resource Authorization
Profiles (WRAP)

e It is an internet standard used by Facebook, Google, and Twitter

The OAuth framework differs between two client (application) types when accessing
a service on behalf of a user. The two types of application can be described as
follows:

e Public: Runs locally on a device. Not trusted to hold a secret.
¢ Private: Runs behind firewalls. Can be trusted with secrets.
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The following diagram gives an example of the roles in the OAuth framework :

User Data
User App

Issue Token

\

Authenticate and Consent

User I.I

| et Date B
Clent D \\ ﬁ

Resource
Server

Authorizatio

Server

Roles in the OAuth framework

The provided list of roles are as follows:

Authorization Server: Issues the access token
Resource Server: Verifies and accepts the access token
Client: The application that requests the access token

access the resource server with an access token

User (Resource Owner): Is the end user, who grants the permission to

In the following screenshot, you will find an example consent, which is used with

Cloud App Security that requires access to Salesforce:
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Allow Access?

Microsoft_Cloud_App_Security UKS is asking to:

* Access your basic information

* Access and manage your data

* Provide access to your data via the Web
* Access and manage your Chatter data

* Provide access to custom applications
* Allow access to your unique identifier

* Access custom permissions

* Access and manage your Wave data

* Access and manage your Eclair data

* Perform requests on your behalf at any time

Do you want to allow access for

inosalesadmin@inovit.ch? (Mot you?)

Deny “

To revoke access at any time, go to your personal settings.

Typical OAuth 2.0 consent

You will find more information about the Azure AD consent
framework at: https://docs.microsoft.com/en-us/azure/active-

directory/develop/consent-framework.

It is also important to understand the flows in OAuth 2.0 that define the process
for obtaining an access token.
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Main OAuth 2.0 flow facts

There are four flows defined in the specification:

e Authorization code flow:
e One-time code issued to client

Client redeems code for access token
Access and ID token
Used for server-side apps

Authorization code flow with proof key for code exchange
(PKCE) for native/mobile applications

e Client credentials flow:
e Authenticates the client, not the user

e Client receives an access token for itself
¢ Does not support refresh tokens
¢ Recommended for client applications with no end user
(machine-to-machine communication)
¢ Resource owner password flow:
¢ Client collects username/password from user
¢ Exchange username/password for access token
e Used if you control the client application and the resource
¢ Typically used in online services, where the online service
client app talks with the own service
e Implicit flow:
e Client is untrusted (public)
¢ No refresh token issued
e Recommended to use for Single Page Applications (SPA)
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You can use the following resources to deploy several OAuth 2.0 examples with your
on-premise ADEFS infrastructure:

https://docs.microsoft.com/en-us/windows-server/identity/ad-£fs/
development /enabling-ocauth-confidential-clients-with-ad-fs

https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/
development /native-client-with-ad-fs

Work through the following examples with Azure AD to get deeper into the different
flow types:

e OAuth 2.0 implicit grant flow: https://docs.microsoft.com/en-us/
azure/active-directory/develop/vl-ocauth2-implicit-grant—-flow

¢ OAuth 2.0 auth code grant flow: https://docs.microsoft.com/en-us/
azure/active-directory/develop/vl-protocols—oauth-code

o OAuth 2.0 On-Behalf-Of flow: https://docs.microsoft.com/en-us/

azure/active-directory/develop/vl-oauth2-on-behalf-of-flow

¢ OAuth 2.0 client credentials flow: https://docs.microsoft.com/en-us/
azure/active-directory/develop/vli-ocauth2-client-creds—-grant—flow

The next section provides you with information about the authorization code flow.

Authorization code flow

The main concept of this flow is that the client gets an authorization code first and
uses the code to redeem the access token. It's recommended for private clients (web
apps or native mobile applications) that have the capability to spawn a web browser.
In that case, private clients establish a secret with the OAuth server. The secret will be
used to authenticate the client during the access token redemption.

The access tokens expire and need to be refreshed with refresh tokens, and each of
them has their own lifetime and can be stored for a longer term. A refresh token can
also be used to redeem a new access token later.
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Chapter 6

The following figure shows an example of the authorization code grant type:

User
. > Facebook
>~ Authorization
Amazon (‘ .\
A
- - a. - «* Facebook
\Nr,
.
Client

Authorization code grant type flow

The flow works in the following order:

L e

ISANRS

The User clicks the button to post this purchase
The Client redirects the user to OAuth server
The User authenticates and grants consent

The OAuth server redirects the User to the Client with the authorization

code

The Client requests an access token from the Authorization Server

The OAuth server returns the access token to the Client

The Client uses the access token to authorize to the resource
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Client credential flow

The main concept of this flow is application authentication and not user
authorization, where the application establishes a secret. The application
authenticates with the secret and receives an access token. Users are not involved in
this flow and the client can perform this flow out of band.

The following diagram shows the client credential grant type:

APP A
1\
..-‘4 Azure AD

\\‘ Gra ph
o

QAuth
[ e

User

Client credential grant flow

The flow runs in the following order:

1. The User uses the client (through the address book app)

2. The client authenticates to the OAuth server (Azure AD)

3. The OAuth server provides an access token to the client

4. The client calls resource (web service) with the access token in the header
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Implicit grant flow

While acquiring an access token, this flow is mostly used by JavaScript clients
running in the web browser. Also, important to note is that there is no authentication
requirement for the JavaScript client. The difference between this and the
authorization code flow is that the access token will be received in the grant request.

The following figure shows an example of the implicit grant type.

. User Credentials User Agent User Credentials Authorization

(Browser) Server
Access Token
-

User
Resource Owner

Implicit Grant Request

Implicit Grant Request

Client Application

Implicit grant flow

The flow in the main points runs as follows:

1. The Client Application opens a browser to send the user to the
Authorization Server

2. The authorization prompt appears to the user and approves the application
request

3. A redirect for the user goes back to the application with an Access Token

Resource owner password credentials flow

The main concept in this flow is that the resource owner must trust the client
application. This means that the resource owner has to give its credentials directly to

the client application.
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The following figure shows the resource owner password credentials grant type:

. - Access Token Request
User Cred entlalgi Authorization
Server
Access Token
[

Client Application

Resource owner password credential flow

In conclusion, we can say that the specification of OAuth 2.0, which was published in
October 2012, is now commonly used in rich client and modern application scenarios
and with RESTful Web API access. The token format is agnostic but JWT is primarily
used.

OpenlID Connect (OIDC)

OIDC was established as a standard by its membership in February 2014.

OIDC provides a lightweight framework for identity interactions in a

RESTful manner. The specification was developed under the OpenID Foundation and
has its roots in OpenlD; it was greatly affected by OAuth 2.0, because that
specification was not intended for authentication. Microsoft was also a co-author of
the OIDC specification.

Key facts about OIDC

It defines the following identity layers on top of OAuth 2.0:

e Jt uses two OAuth 2.0 flows:
e Authorization code flow

e Implicit flow
e Adds an ID token to OAuth 2.0 exchange
¢ Adds the ability to request claims using an OAuth 2.0 access token
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The following roles are used:

e OpenlD Connect Provider (OP): Authorization server issues the ID token
¢ Relying Party: Client application that requests the ID token

e ID token: Issued by the OP

¢ Claim: Information about the user

The following figure shows the OpenlD Connect flow:

OpenlD Connect Provider (OP)

Client
Registration

AuthN Response | |Web Application

-

Browse and Log In o

Authenticate
& Consent

————————

User

OpenID Connect flow

The flow runs with the following steps:

L

O N oG

A client registers with the OP

The user browses to the web app and initiates login

The web app redirects the user to the OP

The user authenticates to the OP and gives consent for the web app to use
his identity

OP builds the authorization code

OP redirects the user back to the web app with the authorization code
The web app sends the authorization code to OP

OP creates the ID token and access token and sends back to the web app
The web app verifies the ID token
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The specification also uses a UserInfo EndPoint with the following characteristics:

e Returns additional claims about a user

¢ REST-based endpoint

¢ Authenticates with access token received from OPx
¢ Response returned in JSON

More information about OIDC and Azure AD is available
at: https://docs.microsoft.com/en-us/azure/active-directory/

develop/v2-protocols-oidec.

Build the following sample applications with an on-premise ADFS infrastucture:

. Enabling OIDC: https://docs.microsoft.com/en-us/windows—-server/
identity/ad-fs/development/enabling-openid-connect-with-ad-fs
e Single logout for

OIDC: nttps://docs.microsoft.com/en-us/windows—-server/identity/a
d-fs/development/ad-fs—-logout-openid-connect

Use the examples with Azure AD to dive further into the

OIDC implementation. These are covered here: https://docs.
microsoft.com/en-us/azure/active-directory/develop/sample—
v2-code

In conclusion, we can say that the specification was released in February 2014, was
co-authored by Microsoft, and is used for web sign-in when consent is needed. The
token format is JWT.

Pass-through authentication and
seamless SSO

Azure AD pass-through authentication provides an alternative to the Azure AD
password hash synchronization and a local ADFS infrastructure if all claims-based
applications are connected to the Azure AD. Microsoft offers with this service the
capabilities to reduce the on-premise complexity and operations of ADFS.
Furthermore, in combination with the password hash synchronization, customers get
a redundant and flexible authentication environment. You are also able to include
password protection features for your local Active Directory.
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Pass-through authentication supports the Azure AD conditional access policies,
Azure MFA, and the blocking of legacy authentications to secure your organization's
or customer environment. The communication of the on-premise agent and the Azure
AD service is protected with certificate authentication. The feature can support multi
forest infrastructures if forest trusts are enabled and the UPN-suffix routing is
configured correctly. In combination with seamless SSO, users get a native SSO
experience and are automatically signed into on-premise and cloud-based
applications.

The following components are involved in the user sign-in process:

e Azure AD STS: Stateless security token service (STS) for processing sign-
in requests and security token issuance

e Azure Service Bus: Communication component between cloud and on-
premise

e Azure AD Connect Authentication Agent: Listener and responder to
password validation requests

e Azure SQL Database: Storage for tenant associated authentication agents
¢ Active Directory: Store for local user accounts and passwords

Let's look at the following diagram to understand the functionality accessing the
Outlook web app:

Application Azure Active Directory D

Pass-through
User Authentication
agent

On-Premises
Active Directory

Path-through authentication flow
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Deep dive information about the service can be found at the
foﬂowdngsource:https://docs.microsoft.com/en—us/azure/
active-directory/hybrid/how-to-connect-pta-security—-deep-
dive

The flow runs with the following steps:

1.

User tries to access Outlook web app

2. When the user is not signed in, he will be redirected to the Azure AD sign-

L

10.
11.

12.

in page
User enters his username, and selects Next
User enters his password, and selects Sign In

The Azure AD receives the sign in request and puts the
username/password encrypted with the public key of the authentication
agents in a queue

The on-premise authentication agent retrieves the encrypted credentials
from the queue

The agent retrieves requests over a pre-established and persistent
connection.

The agent decrypts the password with his private key

The agent validates the username and credential against the local Active
Directory, like ADFS

The Domain Controller evaluates the request and responds with the result
the agent

The agent responds back to Azure AD

Azure AD validates the answer—the user will be signed in or Azure MFA
will be executed

If all works fine, the user is signed in

To choose the best option for your hybrid authentication solution, you can use the
following source to help you with your decision https://docs.microsoft.com/en-

us/azure/security/azure-ad-choose-authn.
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Multi-factor authentication

Protecting sensitive information or application access with additional authentication
is an important task, not just in the on-premise world. In particular, it needs to be
extended to every sensitive cloud service used. There are a lot of variations for
providing this level of security and additional authentication, such as certificates,
smart cards, or biometric options. For example, smart cards depend on special
hardware used to read the smart card and cannot be used in every scenario without
limiting the access to a special device or hardware. The following table gives you an
overview of different attacks and how they can be mitigated with a well-designed
and implemented security solution:

Attacker Possible security solution
Password brute force Strong password policies
Shoulder surfing . One-time password solution
Key or screen logging
Phishing or pharming Server authentication (HTTPS)
Man-in-the-Middle Two-factor authentication
Whaling (Social engineering) Certificate or one-time password solution
Certificate authority corruption Transaction signature and verification
Cross Channel Attacks (CSRF) Non repudiation

Secure PIN entry

Secure messaging

Browser (read only)

Push button (token)
Three-factor authentication

Man-in-the-Browser
Key loggers

Microsoft provides the Azure MFA functionality to address exactly the attacks
described in the previous table. With a one-time password solution, you can build a
very capable security solution to access information or applications from devices that
cannot use smart cards as the additional authentication method. Otherwise, for small
or medium business organizations, a smart card deployment, including the
appropriate management solution, will be too costly, and the Azure MFA solution
can be a good alternative for reaching the expected higher security level.
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Azure MFA

Azure MFA provides the security of a two-step verification. The user gets many
options to verify his identity, like phone calls, text messages, the mobile app with
notifications, and created codes. Also, the integration of OATH hardware tokens is in
the actual preview. To roll out the feature, you can use the following sources:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/
tutorial-mfa-applications

https://docs.microsoft.com/en-us/azure/active-directory/authentication/
howto-mfa-getstarted

Azure MFA includes the capabilities to integrate on-premise components with the
following two agents:

¢ Active Directory Federation Services (ADFS) 2016 and higher
e Network Policy Server (NPS)

If you need to integrate older versions of ADFS or third-party RADIUS servers, the
only option is to deploy the on-premise Azure MFA server. With this integration
there are some limitations, such as:

¢ No synchronization of the registration information
e Usage of two registration and user portals
¢ Additional MFA infrastructure to manage

In the next section, we will discuss the certificate authentication option.
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Certificate authentication

Azure AD supports the use of certificate-based authentication. Devices can use a
client certificate to connect. This feature eliminates the need to enter a
username/password combination to access your mail and Microsoft applications on
your mobile device. You can use the following two sources to gather more
information on the specific platform:

e Android: https://docs.microsoft.com/en-us/azure/active-directory/
authentication/active-directory-certificate-based-authentication-
android

e iOS: https://docs.microsoft.com/en-us/azure/active-directory/
authentication/active-directory-certificate-based-authentication-
ios

Otherwise, you can use the device authentication as an alternative method. We
describe the device authentication in the next section.

Device authentication

The other method that Microsoft includes in the multi-factor solution framework is
the device authentication. The device authentication can be used with the following
registration or join method of the device:

Azure AD registration

Workplace Join
Azure AD Join
Hybrid Azure AD Join

You will find more information about all the different options at the following
source: https://docs.microsoft.com/en-us/azure/active-directory/devices/
overview. You can use these states for conditional access in your on-premise ADFS or
your Azure AD.

To deploy on-premise conditional access with your ADFS infrastructure, you can use
thefouovvhlgsotwce:https://docs.microsoft.com/en—us/windows—server/
identity/ad-fs/operations/configure-device-based-conditional-access-on—
premises. For cloud environments, we recommend the following source to start your
journey into conditional access: https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/overview.

[ 266 ]


https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-android
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/authentication/active-directory-certificate-based-authentication-ios
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/azure/active-directory/devices/overview
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/operations/configure-device-based-conditional-access-on-premises
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
https://bit.ly/2W2nV4h

Managing Authentication Protocols Chapter 6

Biometric authentication

Windows Hello is another authentication solution that uses biometric user
information like the fingerprint, face, or iris recognition. The functionality is available
for personal or enterprise-grade security to provide authentication. You also can use
this feature against your on-premise ADFS and your Azure AD. Use the following
source to plan and deploy Windows Hello in your organization: https://docs.
microsoft.com/en-us/windows/security/identity-protection/hello-for-
business/hello-planning-guide.

Summary

Working through the chapter and the given references, you have worked through
many aspects and practical examples of the most important authentication protocols.
We have tried to provide you with a very crisp reference card with much valid
additional information about this topic. You should be able to use WS-Federation,
SAML, OAuth 2.0, and OIDC in your design or configuration work for customers or
your own organization. As already mentioned at the beginning of the chapter, we will
use the knowledge in the upcoming chapters.

In the next chapter 7, Deploying Solutions on Azure AD and ADFS, we start to work on
it directly!
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Deploying Solutions on Azure
AD and ADFS

What's better than using theory directly in a practical lab activity? Nothing, in our
eyes. Working through chapter 6, Managing Authentication Protocols, you learned
about the different authentication methods used in current environments. Now, we'll
start to use this knowledge to deploy several scenarios to our Azure AD and Active
Directory Federation Services (ADFS). We will help you to understand all the
configuration steps for required a suitable authentication environment.

In this chapter, you will extend your current lab environment, install and configure
the service we connect, and configure your authentication solution to handle different
methods. We use this approach so that you can understand all the stuff from scratch.
We highly recommend that you read chapter 6, Managing Authentication

Protocols, before you run through this chapter, which will cover the following topics:

e Basic environment installation and configuration
e Azure AD authentication deployments

¢ ADFS authentication deployments

e Integrating Azure MFA into ADFS

Are you ready to go? Yes! We'll start by preparing our environment.
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Basic environment installation and
configuration

In this chapter, we start to extend our actual simulated on-premises infrastructure
with the additional servers we need in order to demonstrate and configure different
capabilities. In the following diagram, we introduce the complete environment we'll
have configured after working through all the labs in the book:

Cost saving: Start VMs only foryour work — Don't forget to Shutdown!

Licenses Licenses
D Microsoft 365 E5 Trial Microsoft 365 E5 Trial
—] Azure Trial subscripti Azure Trial subscripti
ure Trial subscription Additional Software ure Trial subscription

SQL Server 2017 Trial
C SharePoint 2016 Trial
D a Visual Studio 2017 Community
Visual Studio Code ]
® <3
Windows 10 PRO/ENT

Azure AD1: yourdomainl.onmicrosoft.com Azure AD2: yourdomain3.onmicrosoft.com

Subject:
YOURDOMAIN1.COM YT ENEEED YOURDOMAIN2.COM
certauth login.yourdomain1.com

enterpriseregistration.yourdomaini.com

10.0.04 10.0.0.6 .0.0. 10.0.0.11 10.0.0.7 10.0.0.20
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(2vepus, 8 GB memory) (4 vcpus, 16 GB memory) (4 vepus, 16GBmemory) (1 vepus, 35 GBmemory) (1 vepus, 3.5 GB memory) (2 vepus, 8 GB memory)

YD1cLIo1 YD1CLI02
Standard D2 v2 Standard D2 v2 Subject: login yourdomain2.com

(2 vepus, 7 GE memory) (2 vepus, 7 GB memary)

Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview

In this chapter, we will add YD1APP0O1 and YD1URAO1 to our environment.
YourDomainl (YD1) is used to identify the machine in the correct domain. In our case,
we used INODEMOAPPO1 as an example. You need to provision the machines with the

previous values.
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You already deployed the YDADS01 domain controller in chapter 2, Understanding
Identity Synchronization. For all future virtual servers, use the same Azure
subscription, the same resource group, and the same virtual network. Join the virtual
machines to your existing Active Directory. For the domain controller installation, we
used inovitlabs.ch as an example. In the following chapters, we will use similar
DNS suffixes. To be clear, we use inovitdemos.ch as a continuous representation of
inovitlabs.ch and we will add azureid.ch and leano.ch for the different
scenarios.

azureid.ch will be used for the second domain we use without
any cloud integration.

leano.ch will be used as a cloud-only environment for business to
business communication.

You can use the names you prefer.

For a better understanding, we show one example for an additional virtual machine,
and you should run into the following result if you have provisioned all virtual
machines by the end of the book:

4 INOAZUREIDADSO1 Running inovitdemosrgrp West Europe AZURESPONSOR12000

INODEMOSADSO1 Running inovitdemosrgrp West Europe AZURESPONSOR12000

INODEMOSAPPO1 Running inovitdemosrgrp West Europe AZURESPONSOR12000

INODEMOSCLIOT Running inovitdemosrgrp West Europe AZURESPONSOR12000
J® INODEMOSCLIO2 Running inovitdemosrgrp West Europe AZURESPONSOR12000
4% INODEMOSINFO1 Running inovitdemosrgrp West Europe AZURESPONSOR12000
i INODEMOSRMSO1 Running inovitdemosrgrp West Europe AZURESPONSOR12000

i INODEMOSURAQ1 Running inovitdemosrgrp West Europe AZURESPONSOR12000

Virtual machine overview

For INODEMOSAPPO01 (vyDAPPO01), we use a Standard B4ms (4 VCPUs, 16 GB
memory) virtual machine with Windows Server 2019. This virtual machine will be the
host for running an SQL Server instance, most of our demo apps, and Visual Studio.
For this reason, we use such a big machine type:

¢ Always use the same resource group
¢ Always use the same subscription

Use the size from the previous screenshot (recommended)

Always use the same virtual network

Always configure a DNS name for a virtual machine
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You can use the Connect button to download the RDP-connection file:

“* Connect

P s Q Restart M Sstop & Capture I Delete ) Refresh

O awisor(1or

Resource group (change)
inovitdemaosr ‘

Enable virtual machine backup te protect your data from corruptien and accidental deletion =

Computer name

INODEMOSAPPOT
Status Operating system
Running Windows
Location Size
West Europe

Standard B4ms (4 vcpus, 16 GB memory)

13.95.5.160

Subscription (change)
[AZURESPONSOR12000

Public IP address

Subscription ID
e05b2agd-afc1-46d6-a55d-206b40f3c73c

Virtual network/subnet
inovitdemosrgrp-vnet/default

DNS name

inodemosapp01.westeurope.cloudapp.azure.com

VM configuration options

To make the labs as easy as we can, we define for every machine an RDP inbound
rule at creation time, and configure a static internal IP address for the virtual

|
2 Overview . W Network Interface] inodemosapp01661 |  Effective security rules __ Topology @
E Activity log : Virtual network/subnet: inovitdemosrgrp-vnet/default Public IP: 13.95.5.160 Accelerated networking: Disabled

24 Access control (IAM)

Inbound port rules  Outbound port rules
& Tags

Application security groups

@ Netwaork security group INODEMOSAPPO1-nsg (attached to network interface: inodemosapp01661)

X Diagnose and solve proble... Impacts 0 subnets, 1 network interfaces

Add inbound port rule

Settings . peommy NAME PORT PROTOCOL SOURCE DESTINATION ACTION
£ Networking | 300 RDP 3389 Tcp Any Any Allow
= Network y y o
= ]
8 Disks | 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow .
& size |

| 65001 AllowAzureL oadBalancerinBound Any Any AzureloadBalancer  Any @ Allow
0 security |

| 65500 DenyAllinBound Any Any Any Any © Deny
<7 Exensions

Firewall configuration

If you click on Network Interface, you can configure the static IP:

l inodemosapp01661 - IP configurations
et

X «  dmadd Hsae X oiscard
B ovenien | IP forwarding settings
| IPforwarding Disabled

W Activity log |
4 Access contral (IAM) | Vitualnetwork inovitdemosrgrp-vnet
& Tags

1P configurations
Settings * Subnet default (10.0.0.0/24)
% 1P configurations

)
B8 DNS servers

NAME P VERSION Tvee PRIVATE P ADDRESS
@ Network security group
F— | pcontit 1Pt Primary 10.0.0.6 (Static)

PUBLICIP ADDRESS

13.95.5.160 (INODEMOSAPPO1-ip)

Static IP configuration
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Next, we need to click on the virtual network to configure our YDADS01 domain
controller as the primary DNS server:

] inovitdemosrgrp-vnet - DNS servers

Virtual network

“F Overview

B Activity log

i Access contral (IAM) 10.0.0.4
& Tags

. Diagnose and saolve problems

Settings

< Address space

** Connected devices
<> Subnets

¥ DDosS protection

= Firewall

B8 DNS servers

Custom DNS configuration

Now we are ready to go, and you can follow the same steps for any additional virtual
machines. We also provide a scripting solution in the code package of the book.

This configuration is just for lab and demonstration purposes, and
not for a production environment. We highly recommend that you
do the same on your already provisioned domain controller
configuration.
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For this chapter, and specifically the YD1URAO1 virtual machine, we need to configure
two additional inbound port rules to provide external access to our Web
Application Proxy. We need to open port 80 TCP (HTTP) and 443 TCP (HTTPS).
The expected configuration should look like the following:

2 overview . I Network Interface: inodemosura01741  Effective security rules  Topology @
Virtual vnet/ Public IP: 13.80.139.166 Private IP: 10.0.0.7 Accelerated networking: Disabled

W Activity log
s Access control (IAM)

& Tags

Inbound port rules  Outbound port rules  Application security groups

@ Netwark security group INODEMOSURAO1-nsg (attached to network interface: inodemosura01741) Addinbound port ke
X Diagnose and solve proble... | Impacts 0 subnets, 1 network interfaces
Settings PRIORITY NAME porT PROTOCOL SOURCE DESTINATION AcTION
Networking | 300 HTTP 30 TP Any Any Allow
& Disks N HTTPS 423 TP Any Any Allow
A size ]
340 RDP 3389 T Any Any Allow
Security
65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork Allow
7 Extensions
~ 65001 AllowAzurel oadBalancerlnBound Any Any AzureloadBalancer  Any Allow
7. Continuous delivery (Preview)
65500 DenyAllinBound A A A A o D
2 Availability set enyintoun ™ " " " i

Firewall configuration

Now that we have discussed the virtual machine setup, you should deploy the
YD1APPO1 and YD1URAO1 servers to run the following labs in this chapter.

Create the certificate for your environment
with let's encrypt

To provide a valid certificate for our tasks, we need to install the Posh-ACME
PowerShell module to use let's encrypt as our certificate provider. The certificates are
valid for three months, without any cost. If you want to use your environment for
longer, you just need to renew the certificate.

Find the module description and further information at the
foﬂovvﬂugsource:https://docs.microsoft.com/en—us/office365/
enterprise/base-configuration-dev-test-environment

1. With the following command, you install the module:

# Install for all users (requires an elevated PowerShell)
Install-Module —-Name Posh-ACME

# Install for current user
Install-Module —-Name Posh—-ACME -Scope CurrentUser
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2. After installing the PowerShell module, we can request our certificate
(replace the DNS suffix with your value):

New-PACertificate

'* . inovitdemos.ch', 'certauth.login.inovitdemos.ch' -
AcceptTOS —-Contact jochen.nickel@inovit.ch

3. You will get a message that you need to create the TXT entries in your
public DNS server required for the domain verification process:

Please create the following TXT records:

_acme-challenge.inovitdemos.ch -> OtORHpZ1CruSu2Tb-iZloSnU7oMOsiTefMPg8pDDeVM

_acme-challenge.certauth.login vitdemos.ch -> 5je--CO7tiMYFXdclcFQKuSUwxnbQTVuzV4UBXpIBQs

Let's encrypt verification entries

4. Create the values in your public DNS like in the following example:

_acme—challenge.inovitdemos.ch TXT 15MIN TTL
OtORHpPZ1CruSu2Tb-iZ10SnU70MOsiT0£fMPq8pDDeVM
_acme—challenge.certauth.login.inovitdemos.ch TXT 15MIN
TTL 5je—-—-CO7tiMYFXdclcFQKu9UwxnbQTVuzV4U8xpIBQs

Keep in mind that it requires some time for the values to become
active. After creating the entries, you can press any key to continue.

5. After a successful validation, you'll get a message that you can remove the
values from your public DNS:

Please remove the following TXT records:

_acme-challenge.inovitdemos.ch -> OtORHpZ1CruSu2Tb-1iZ1oSnU7oMOsiTefMPg8pDDeVM
_acme-challenge.certauth.login.inovitdemos.ch -> 5je--CO7tiMYFXdclcFQKuSUwxnbQTVuzV4USxpIBQs

Removal note for Let's encrypt verification option

6. Your new certificate is created:

AL1SANs

Newly created certificate information
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7. Now, we need to find and import the certificate on every server in our
environment. Use the following cmdlet:

Get-PACertificate | £l
The output of the preceding command is as follows:

Subject 1 CN=*.inovitdemos.ch

NotBefore 1 1/12/2019 2:45:09 PM

NotAfter 1 4/12/2019 3:45:89 PM

KeyLength 1 2048

Thumbprint : B7440A0C8D7BADB3E740BE@1F18A461E411FAB3D

ALLSANs : {*.inovitdemos.ch, certauth.login.inovitdemos.ch}

CertFile ¢ C:\Users\jochen.nickel\AppData\Local\Posh-ACME\acme-v@2. letsencrypt.org\49385785\! . inovitdemos.ch\cert.cer

KeyFile : C:\Users\jochen.nickel\AppData\Local\Posh-ACME\acme-v@2. letsencrypt.org\49385785\! . inovitdemos.ch\cert.key
ChainFile \Users\jochen.nickel\AppData\Local\Posh-ACME\acme-ve2. letsencrypt.org\49385785\ ! . inovitdemos.ch\chain.cer
FullChainFile \Users\jochen.nickel\AppData\Local\Posh-ACME\acme-ve2. letsencrypt.org\49385785\ ! . inovitdemos.ch\fullchain.cer
PfxFile 1 C:\Users\jochen.nickel\AppData\Local\Posh-ACME\acme-v@2. letsencrypt.org\49385785\ ! . inovitdemos.ch\cert.pfx
PfxFullChain : C:\Users\jochen.nickel\AppData\Local\Posh-ACME\acme-v@2. letsencrypt.org\49385785\! . inovitdemos.ch\fullchain.pfx
PfxPass : System.Security.SecureString

Certificate information

8. Just type .\cert.pfx and hit Enter, and then follow the import wizard.
9. Choose Local Machine for the storage location:

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification autharity, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O Current User

To continue, dick Next.

Certificate Import Wizard

10. The default password used from the PowerShell module to protect the PFx
file is poshacme. Choose Mark key as exportable only if you want to
export the file with your own password to use it on other servers:
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Private key protection

Password:

To maintain security, the private key was protected with a password.

Type the password for the private key.

poshacme

Import options:

[isplay Password

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[CProtect private key using virtualized-based security{Mon-exportable)

Include all extended properties.

Certificate import options

11. Now, open the certificate management console for the local machine store
with the cert1m.msc command and you are able to verify the installed
Certificate:

5

Certificates - Local Cemputer

| Personal
| Certificates

7| Trusted Root Certification Au

| Enterprise Trust
| Intermediate Certification Au
| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification
| Trusted People

Client Authentication lssuers
Preview Build Roots

| Test Roots

| AAD Token Issuer

Other People

e5IM Certification Autharities
Homegroup Machine Certifig
Local NonRemovable Certific
Certificate Enrollment Requey
| Shielded VM Local Certificate|
| Smart Card Trusted Roots
| Trusted Devices

| Windows Live 1D Token Issuel

lssued To
m*.azure\d.(h
“zg*.azurewd.(h
?;*.em;lah;‘ch
l?rza"‘.idam.ch

“za*.identityplu;.ch
@*.inovitdem os.ch

M Certificate

General Detalls  Certification Path

Issued By
Let's Encrypt Authority X3

COMODO RSA Domain Validation..,
COMODO RSA Domain Validation...
COMODO RSA Domain Validation..,
COMODO RSA Domain Validation..,

Let's Encrypt Authority X3

Show: | <All> s
Field Valug @
[=]Public key RSA (2048 Bits)
BPuinc key parameters 0500
@Enhanced Key Usage Server Authentication (1.3.6....
[z |subject Key Identifier 579dfdcfeTb00ed7h 72688979, ..
[ | Authority Key Identifier KeyID=284a6263047dddbacs. ..

Folrartificate Brlicies

@Auﬂwority Information Access
e Name

[1]Authority Info Acce:

Mrartifircate Balicw:Palicu Tds

DS Mame=certauth.login.inovitdemos.ch

||DNS Name=%,inovitdemos.ch

Certificate store and Subject Alternative Names
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We don't show this procedure in every following chapter, so be
aware that you always install the certificate on a new server in your
environment.

Now that we have finished all the preparation tasks, we can install ADFS and the web
Application Proxy for our demo application installations.

Installing the ADFS farm on YDADSO01

In our environment, we will install the ADFS farm on our domain controller. In
production, this is not always the recommended option, but for cost saving, we'll use
this option. Let's start!

1. Create the internal DNS entry for the ADFS farm:

Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A
—Name "login" -IPv4Address "10.0.0.4"

2. Create the internal DNS entries for the demo applications:

Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A
—Name "claims" -IPv4Address "10.0.0.6"
Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A
—Name "kerb" -IPv4Address "10.0.0.6"
Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A
—Name "basic" -IPv4Address "10.0.0.6"
Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A
—-Name "ntlm" -IPv4Address "10.0.0.6"

3. Create the ADFS group managed service account (gMSA):

Add-KdsRootKey -EffectiveTime (Get-Date) .AddHours (-10)
New—-ADServiceAccount svcadfs —-DNSHostName
login.inovitdemos.ch -ServicePrincipalNames
http/login.inovitdemos.ch

4. Install the ADFS farm:

# Get the certificate thumbprint

gci Cert:\LocalMachine\My\ | f1

# Install the ADFS Farm with WID
Install-WindowsFeature ADFS-Federation -
IncludeManagementTools

Install-AdfsFarm -CertificateThumbprint
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66F1BF8CCD904DF74154A5D24769DE155E874257 —
FederationServiceName login.inovitdemos.ch -
GroupServiceAccountIdentifier inovitdemos\svcadfs$ -
FederationServiceDisplayName "INOVITDEMOS Login"

# Server restart

Restart-Computer

5. Enable IdP Initiated Signon Page

Set-AdfsProperties -EnableIdPInitiatedSignonPage $true

6. Check your ADFS infrastructure installation, opening the provided links in
your browser:

# Check ADFS Metadata
https://login.inovitdemos.ch/adfs/fs/federationserverservi

ce.asmx
# Check IDP Sign In
# Add "login.inovitdemos.ch" to the "Local Intranet"

settings in IE
https://login.inovitdemos.ch/adfs/ls/IdpInitiatedSignon.as

j 22,9

7. Now, we connect ADF'S to our Azure AD and change to a federated
environment. We use the SupportMultipleDomain options to be ready
for later demonstrations, where we integrate a second domain suffix and an
additional Active Directory forest:

Connect-MsolService
Convert-MsolDomainToFederated -DomainName inovitdemos.ch -

SupportMultipleDomain: $true

8. Next, we install and configure the web Application Proxy.

Installing the Web Application Proxy on
YD1URAO1

We will install the web Application Proxy on YD1URAO1 to provide external
access to our ADFS infrastructure by following these steps:

1. Open an evaluated PowerShell instance and use the following commands:

# Get the certificate thumbprint
gci Cert:\LocalMachine\My\ | f1l
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# Install Web Application Proxy
Install-WindowsFeature Web-Application-Proxy -
IncludeManagementTools

# Configure Web Application Proxy

$creds = Get-Credential

Install-WebApplicationProxy -FederationServiceName
"login.inovitdemos.ch" -FederationServiceTrustCredential
$creds —-CertificateThumbprint
"66F1BF8CCD904DF74154A5D24769DE155E874257"

# Server restart
Restart-Computer

2. Next, we will publish Active Directory Federation Services with the
Web Application Proxy:

Add-WebApplicationProxyApplication —-Name "Federation
Services" -BackendServerUrl
"https://login.inovitdemos.ch/" -ExternalUrl
"https://login.inovitdemos.ch/" -ExternalPreauthentication
"PassThrough" -ExternalCertificateThumbprint
"66F1BF8CCD904DF74154A5D24769DE155E874257"

3. Now, we need to create the entries in the public DNS for ADF'S and the
demo applications, where you need to use your DNS server names:

login.inovitdemos.ch. CNAME 15 MIN
inodemosura0Ol.westeurope.cloudapp.azure.com
basic.inovitdemos.ch. CNAME 15 MIN
inodemosura0Ol.westeurope.cloudapp.azure.com
kerb.inovitdemos.ch. CNAME 15 MIN
inodemosura0Ol.westeurope.cloudapp.azure.com
ntlm.inovitdemos.ch. CNAME 15 MIN
inodemosura0Ol.westeurope.cloudapp.azure.com
claims.inovitdemos.ch. CNAME 15 MIN
inodemosura0Ol.westeurope.cloudapp.azure.com

4. Next, we will test the external ADF's functionality.

5. Use your administrative virtual machine or any other external client,
open https://login.inovitdemos.ch/adfs/ls/idpinitiatedsignon.
aspx in a browser, and log in with one of your test users.
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Now, we have a working ADFS and Web Application Proxy infrastructure. The
only missing actors are the demo applications that we will implement now on the
YD1APPO1 server and subscribe to several cloud services.

Installing demo applications on (YD1APP01)
for ADFS

For our tasks in this and later chapters, we need to install a SQL Server and
Management Tools instance on the server.

The following software needs to also be installed on the server:

e Visual Studio (https://bit.1ly/2NzB14qg) with the following options:

Windows (3)

il Universal Windows Platform development u] NET desktap development

M Create applic the Universal Windows Platform with C2 ows Forms and console applications using the

Web & Cload (3

eb applications using ASP.NET, ASP.NET Core, HTML

@ ASPINET and web development Azure development
szure SOK. &

¥
c ole ne ns using Modejs, an asynchronous @

Visual Studio package installation options

¢ Visual Studio Code (https://code.visualstudio.com/)
Next, we start with the Internet Information Service (IIS) base installation:

1. Install IIS:

Install-WindowsFeature NET-Framework-Core, NET-
Framework-45-Features, Web-Mgmt-Console, Web—-Asp-Net , Web-
Asp—-Net45,Web-Basic—Auth, Web-Client-Auth, Web-Digest-
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Auth, Web-Dir-Browsing, Web-Dyn—-Compression, Web—-Http-
Errors,Web-Http-Logging, Web-Http—-Redirect, Web-Http-
Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy—-Mgmt-—
Console, Web—-Metabase, Web-Mgmt-Console, Web-Mgmt -

Service, Web-Net-Ext, Web—-Net-Ext45, Web-Request-Monitor, Web-
Server, Web-Stat-Compression, Web—-Static-Content, Web-
Windows—Auth, Web-WMI, Windows—-Identity-Foundation

2. Now, we install the SQL instance. Create the SQL organizational unit in
your Active Directory:

New—-ADOrganizationalUnit -Name "SQL" —-Path "OU=Managed
Service Objects, DC=INOVITDEMOS, DC=CH"
New-ADOrganizationalUnit —-Name "Users" -Path

"OU=SQL, OU=Managed Service Objects, DC=INOVITDEMOS,DC=CH"

3. Create the service accounts:

# SQL Database engine service account

New—-ADUser —-Name "svcsgldb" —-SamAccountName svcesqgldb -
UserPrincipalName svcsgldb@inovitdemos.ch —-path
"OU=Users, OU=SQL, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" —-AccountPassword (ConvertTo-
SecureString "YourPassword" —-AsPlainText -Force) -
Description "SQL Database Engine" -Enabled $True

# SQL Agent service account

New—-ADUser -Name "svcsgldbagent" —-SamAccountName
svesqldbagent -UserPrincipalName
svesqldbagent@inovitdemos.ch —-path
"OU=Users, OU=SQL, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" —-AccountPassword (ConvertTo-
SecureString "YourPassword" —-AsPlainText -Force) -
Description "SQL Database Engine Agent" -Enabled $True

4. Next, we can do a standard installation of SQL Server 2017 (Trial
Edition: https://bit.1y/2FoSE6z ) with a default instance. You can follow
the guidance at https://bit.1ly/21KJ9mi to install the service.
5. Just use the following parameters to install:
¢ In general, use the default settings

Add just the database engine and the Full-Text Index as features
Add the current user as administrator

Use the service accounts for the database engine and the SQL
Agent; choose the start type to be automatic

Download and install SQL Management Studio
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6. After the installation, you should be able to connect to the new SQL

instance with SQL Management Studio:

L&: Microsoft SOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help

- | i3 - - & [ | PE| New Query B el e e
Object Explorer ~ 1
Connect~ ¥ ¥ ¢ .

=l =} INODEMOSAPPO1 (SOL Server 14.0.2002.14 - INOVITDEMOS\cloudadmin)

Databases

Security

Server Objects

Replication

PolyBase

Always On High Availability
Management

Integration Services Catalogs
=3 50L Server Agent
5] XEvent Profiler

Connecting to the SQL instance with SQL Management Studio

authentication methods.

7. Configure the authentication demo apps.

We use the test site from the Microsoft blog at https://bit.1ly/
20D1goN (credit: Emmanuel Boersma), to demonstrate the different

You need to change the bold values to create all demo apps with the

following values:
® basic

® kerberos

e ntlm

8. Use the following script:

New-Item C:\inetpub\basicroot -type Directory

Import-Module Webadministration

cd IIS:
New-Item 'IIS:\Sites\Basic Web Site' -bindings
@{protocol="http";bindingInformation=":80:basic.inovitdemo

s.ch"} -physicalPath

'c:\inetpub\basicroot'
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9. Next, will add an HTTPS binding to every demo app:

- v Go -G Show Al | Group by: No Grouping

-G Start Page Filter:

.93 INODEMOSAPPOT (INOVITDEMOS)cloudadmin)
Application Pools Marne

v 8] Sites @ basic Web Site

& basic Wek it & Defautt Web Site
D) Defautty| 21 Explore @ forms Web Site
A forms W Edit Permissions... € kerb Web Site
@ kerb Wel 2 add Applicstion.. @ ntim Web Site
& ntlm We =

Add Virtual Directory...

Edit Bindings...

D Status Binding

2 Started (ht..  basic.inovitdemes.ch on:80 (http)
1 Started (ht.. ™80 (http),208:™ (nettep) localhos...
5 Started (ht.. forms.inovitdemos.ch on :80 (http)
4 Started (ht..  kerb.inovitdemos.ch on :80 (http)

3 Started (ht.. ntim.inovitdemos.ch on :80 (http)

Path

chinetpub\basicroot
%SystemDrive3\inetpub\wwwroot
cinetpub\formsroot
chinetpublkerbroot
cinetpublntimroot

1IS demo app configuration overview

10. Do this for every app!

Site Bin ? X
Type Host Name Port IP Address Binding Informa... Add..
http basic.inovitdem... 80

Add Site Binding ? x
Type: IP address: Port:
https ~ |AII Unassigned v| |443
Host name:
|basic.in0\ritdemos.ch| |
I Require Server Name Indication
~| [ Disable HTTP/2
[] Disable OCSP Stapling Close
S5L certificate:
*.inovitdemaos.ch w Select.., View..

1IS binding configuration
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Now, we need to work on some extra tasks for the applications.

We start with the claims app:

1. Use the claims demo app package from the code package and execute the
script (change it to your values before execution):

.\deploy-testsite.psl -SourcePath
"C:\inovit\deploy" -SiteName "claims Web Site" -
SitePhysicalPath C:\inetpub\claimsroot -ADFSServer
inodemosads01l -AppFQDN claims.inovitdemos.ch

2. Connect the HTTPS binding of the claims demo app to your certificate.

Let's do the tasks for the kerberos app:

1. Create and configure a service account onYD1ADS01 to run the application
pool with the name svckrbapp, and with the password never expires

option selected. Note the password so you can provide it in the following
configurations:

New—-ADUser -Name "svckrbapp" -SamAccountName svckrbapp -
UserPrincipalName svckrbapp@inovitdemos.ch -path
"OU=Users, OU=AAD, OU=Managed Service

Objects, DC=inovitdemos,DC=ch" -AccountPassword (ConvertTo-
SecureString "YourPassword" -AsPlainText -Force) -
Description "Kerberos App Pool Account" -Enabled $True

2. Next, we need to configure the correct Service Principal Name for the
Kerberos Delegation scenario later:

setspn -S http/kerb.inovitdemos.ch inovitdemos\svckrbapp
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3. Configure the Kerberos delegation on your YD1APPO1
and YDIURAO1 computer account (for external access) with the svckrbapp
user account:

INODEMOSAPPOT Properties ? *

Location Managed By Cbject Security Dialin Atribute Editor
General Operating System Member Of Delegation Password Replication

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

(7) Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos anly)
(®) Trust this computer for delegation to specified services only

() Use Kerberos only

(@) Use any authentication protocol

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service N,
http kerb inovitdemos ch
£ >

Kerberos Delegation configuration in AD

4. Next, we need to jump to your YD1APPO01 server to configure the Kerberos
application.
5. Under Application pools, click Add a new application pool.
6. Name the pool Kerberos website and leave the other default values.
7. Click Advanced Settings and change the identity to
the svckrbapp account.
8. Click on the Kerberos website and click Advanced Settings.
9. Change the application pool to the newly created one: Kerberos website.
10. Under IIS Authentication, enable Windows Authentication and
disable Anonymous Authentication.
11. Go to Windows Authentication | Advanced Settings | Clear Enable
Kernel-mode.
12. Copy the content of the authpage folder from the code package to the
Kerberos root directory at C: \inetpub\kerbroot.
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Next, we will configure the nt 1m app:

1. Click on the NTLM website and click Advanced Settings
2. Change the application pool to Kerberos website

3. Under IIS Authentication, enable Windows Authentication and
disable Anonymous Authentication

4. Go to Windows Authentication | Advanced Settings | Clear Enable
Kernel-mode

5. Go to Windows Authentication | Advanced Settings | Providers and
leave only NTLM

6. Copy the content of the authpage folder from the code package to the
NTLM root directory at C: \inetpub\ntlmroot

Next, we will configure the basic app:

1. Copy the content of the authpage folder from the code package to the
basic root directory at C: \inetpub\basicroot

2. In the IIS manager, go to the basic app and configure the authentication so
that just the basic authentication is enabled

Reboot your YD1ADS01, YD1APPO1, and YD1URAO1 servers before we move on to the
next steps.

Now that we have finished the on-premises demo apps, we need to sign up for some
cloud demo apps.

Subscribing to demo apps (Azure AD)

To complete all the authentication and information protection labs, we need to
register for the following cloud applications:

e Sign up for a *salesforce developer account: https://developer.
salesforce.com/signup

Sign up for a service now developer account: https://bit.ly/2FnivuocC

Sign up for a business dropbox account trial: https://bit.1ly/1KYht6o

Sign up for a LinkedIn account: https://bit.ly/1k7JbKB

Sign up for a *Twitter account: https://bit.1ly/1k7JbKB
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e Sign up for a Google account: https://bit.ly/2reCBP3
e Sign up for a Okta developer account: https://bit.ly/2I0w3ix
e Sign up for a Proxyclick trial: https://bit.1ly/2D5BKqV

The applications marked with * will be used in this chapter and the
other one in the chapter 8, Using Azure AD App Proxy and Web
Application Proxy and the following.

After the successful trial or developer accounts, we can start with our journey
through the capabilities of Azure AD and ADFS.

Azure AD authentication deployments

In this section, we will build applications for our users and work through the
different authentication mechanisms provided by Azure AD. All the configurations
we do in this section will be done with global administrator rights and on the Azure
portal, https://portal.azure.com. We will start with Salesforce configuration:

1. Launch the Azure Active Directory blade and click Enterprise
applications.

2. Under All applications, click New application:

Enterprise applications - All applications

INOVITDEMOS provided by inowit GmbH - Azure Active Directony

« o= new application | £ Columns

& Overview
i Application Type
Manage All Applications N

= All applications

*  Application proxy

New application creation context
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3. Type Salesforce in the search field:

Salesforce v

2 applications matched "Salesforce”,

NAME CATEGORY
@ Salesforce CRM
@ Salesforce Sandbox CRM

Salesforce enablement

4. Under Single sing-on, change to SAML authentication:

Salesforce - Single sign-on

Enterprize Application

S Overview

Getting started

Deployment Plan ® Disabled G SAML
User must manually enter their Rich and secure authentication to
Manage username and password. applications using the SAML (Security
Assertion Markup Language) protocol.
Properties
wa Owners

£ Users and groups

2 Ssingle sign-on
2 Provisioning

C  Self-service

Choosing SAML as the authentication method
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5. Go to the SAML Signing Certificate section and click Download on
Certificate (RAW):

SAML Signing Certificate 4
Status Active

Thumbprint 291DEVE9ATT02406367550FOCCOTCE191828AFCO

Expiration 1/13/2022, 3:41:03 PM

Maotification Email admin@181031inovitdemos.onmicrosoft.com

App Federation Metadata Url | https://login.microsoftonline.com,/7709ca2b-3bed- ... | E

Certificate (Basebd) Download

Certificate (Raw)

Federation Metadata XML Download

Downloading the signing certificate

6. Now, log in to your Salesforce account and navigate to Identity | Single
Sign-On Settings.
7. Edit the SAML settings and click SAML Enabled:

sss
i3 Setup Home  Object Manager v

Identity ~

Auth. Providers

SETUP
Single Sign-On Settings

I Single Sign-On Settings

Identity Connect

Identity Provider

Identity Verification
Identity Verification History

Configure single sign-on in order lo authenticate users in salesforce.com from external environments. Your organization has the following options available for single sign-on

Login Flows « Federated authentication, a single sign-on method that uses SAML asserfions sent to a Salesforce endpoint.

SAML Assertion Validator

Login History

Stz S e Federated Single Sign-On Using SAML

Security SAML Enabled

Activations
CORS SAML Single Sign-On Settings New || New from Metadata File | New from Metadata URL
€SP Trusted Sites No SAML Single Sign-On Setings

Certificate and Key Manag...

Configuration of SAML in Salesforce

8. Next, we will create new SAML Single Sign-On Settings; click New:

SAML Single Sign-On Settings I New'INewfmm Metadata File || New from Metadata URL

No SAML Single Sign-On Settings

New settings dialog
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9. To gather the values for the configuration, you need to jump back to your
Azure portal and copy the three links to Notepad:

Set up Salesforce

You'll need to configure the application to link with Azure AD,

Login URL https://login.microsoftonline.com/770%ca2b-3bel- ...

Azure AD Identifier https://sts.windows.net/7708ca2b-3be8-4d92-80d7-...

Logout URL

https://legin.microsoftenline.com/common/wsfed ...

Salesforce configuration information about the Azure AD endpoints

10. Fill in the following information on the Salesforce configuration page:

SAML Single Sign-On Settings

Name  [lazureADSSO

SAML Version 2.0
tssuer  |[92-69d7-dc1e274b4d0e/| ke Azure AD Identifier
| erowse... | publiccertificate.cer W= Upload the downloaded certificate

(@ Asserion contains the User's Salesforce username:
() Assertion contains the Federation ID from the User object
() Assertion contains the User ID from the User object

APIName  |lAzureADSSO s
Entity 1D [v-ed.my.salesforce.com

https /418103 1inovitdemos-Hiev-ed my salesforce.com

Your tenant name

SAML Identity Type

SAML Identity Location

Identity Provider Login URL
Custom Logout URL
Custom Error URL

Single Logout Enabled

Just-in-time User Provisioning

User Provisioning Enabled

(@ dentity is in the Nameidentifier element of the Subject statement
(O Weniity is in an Atiribule slement

r om/7709ca2b-3beg-4d92-89d7-dcle2;

2| S Azure AD Login URL

[login. micr om/c

1.0] g Azure AD Logout URL

Ol

save| |save & New| [Cancel

Salesforce SAML configuration page

11. Next, we need to configure our Salesforce domain name under
SETTINGS | Company Settings | My Domain.
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12. Use your tenant name and click Check Availability and Register Domain:

SETTINGS
[ Company Settings
Business Hours
> Calendar Settings
Company Information
Critical Updates
Data Protection and Privacy
Fiscal Year
Holidays
Language Settings
My Domain
[V 1dentity
Auth. Providers
Identity Connect
Identity Provider
Identity Verification
Identity Verification History
Login Flows
Login History
Single Sign-On Settings
[ security

Activations

CORs

SETUP
Hﬁ My Domain

' My Domain

My Domain Step 1

‘Showcase your company's brand and keep your data more secure by adding a

name to your Because having s more secure,

Step 1 Choose Domain Name

Domain

Ready for [—>
Testing

Choose Domain

[ Ml m—p (Registration—>>
Name Pending

Choose Your Domain Name
Enter a domain name and check whether its avaiable. Be sure of your name before registering. Only Salesforce Customer Support can change your domain name once its registered.
our domain name can be up 10 34 characlers. It can inciude letiers, numbers, and hyphens; but i can' start or end with a hyphen.

| ips {18103 moundemos | dev-ca.

[Check Avaiiabiy] @) Available

[[Feuisier Bomain ] Aftr you cick Register Domain, Salesforce takes a few minutes 1o updale s naning regsiies, You receive an amad when s done.

features require . Is easy o set uj

Domain
Deployed
to Users

Salesforce domain registration process

The registration process takes about 5-10 minutes.

13. Refresh the page and Edit the Authentication Configuration:

Authentication Configuration

Edit

Authentication configuration dialog

14. Click Open and Upload a logo from chapter 1, Building and Managing
Azure Active Directory.
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15. Check AzureADSSO and Save:

Authentication Configuration Save | |Cancel| |Reset to Default

Header Logo  Upload a Logo
This logo will appear on your login pages.
JPG, GIF or PNG, 100 KB max.
Maximum dimension 250x125 px.

Browse... | inovit.jpg

Background Color | | |#F4F6F9

:_EEJ

Use the native browser for user authentication on D
i0s

Use the native browser for user authentication on O
Android

Right Frame URL |

[ Login Page
AzureADSS0O

Authentication Service

Save | Cancel Resetto Default

Choosing the Authentication service AzureADSSO

16. Click on login and if you are prompted to register your phone, click I Don't
want ....

17. If you are prompted, log in with your Salesforce administrator account.
18. Next, under the My Domain section, click Deploy to Users and OK.
19. Now, we switch back to our Azure AD configuration.

20. Set the Sign on URL and Identifier (Entity ID) text box values to your
value, https://<TENANT>-dev-ed.my.salesforce.com:

Values for the fields below are provided by Salesforce. You may either enter those values manually, or upload a pre-configured SAML

" Welcome to th for confi SAML based SSO. Please click here t de feed
</ L R e E Y e et metadata file if provided by Salesforce. Upload metadata file

Patterns: https://MYDOMAIN. lesf m

Set up Single Sign-On with SAML - Preview

* Signon URL @ | | https://18103Tinovitdemos-dev-ed.my.salesforce.com | «\

Read the configuration guide & for help integrating Salesforce.
Patterns: https://*.my.salesforce.com

* Identifier (Entity (D) e
Q Basic SAML Configuration ( e | [ https:/7181031inovitdemas-dev-ed.my:salesforce.com ! v
Sign on URL Required
Identifier (Entity ID) Required ~ Set additional URLs
Reply URL (Assertion Consumer Senice UR)  Optiona
Relay State Optiona

Patterns: htps://”.my salesforce.com/*

Azure AD Salesforce SAML configuration
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Now that we have configured SAML authentication, we can activate user
provisioning with Salesforce by following these steps:

1. Under the Manage section, click Provisioning.
2. Provisioning Mode drop-down list, set Automatic.

3. Under Admin Credentials, type in the admin username and password for
accessing Salesforce.

4. Obtain a secret token by switching to the Salesforce administration:

;‘ Switch to Lightning Experience Jochen Hickel -

My Profile

My Settings

Developer Console
Switch to Lightning Experience
Logout

Secret token creation for provisioning

5. Click Reset Security Token and you will receive a new security token by
mail:

Q Quick Find E Reset My Security Token

* My Personal Information

Advanced User Details

Reset Security Token

Approver Settings

Authentication Settings for E... \When you access Salesforce from an IP address that isn't trusted for your company, and you use a desktop client or the AP,

Change My Password

e
i After you reset your token, you can't use vour okd token in AP applications and desktop clients.
Connections _ﬂ

Grant Account Login Access

Reset Security Token
Language & Time Zone
Login History

Personal Information

Reset My Security Token

Get new secret token
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6. Next, we configure the provisioning settings in the Azure portal. Use the
token from your mailbox and configure a notification email address:

Admin Credentials

Azure AD needs the following information to connect to Salesforce's APl and synchronize user data.

kS

Admin Username @ | inosalesadmin@inovit.ch

El

Admin Password | LT LT

kS

Secret Token @ | LTI IS R T ISR T )

Tenant URL &

| Test Connection |

Notification Emsil @ | tenants@inovit.ch

Send an email notification when a failure cccurs

Configuring the provisioning service

The following message is expected:

0 Testing connection to Salesforce

The supplied credentials are authorized to enable provisioning

a few seconds ago

Test the connection to the Salesforce provisioning endpoint
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7. To use the newly deployed application, we need to create and assign a
group to the Salesforce application.

8. Create the following group and assign a licensed user from the Sales

department:

9. Assign this group with the following values:

* Group type

| Security

* Group name @

| Sales and Marketing Application Access

Group description @

* Membership type @

Assigned

Members @
1 members selected

Group assignment for Salesforce app access

Add Assignment

INOVITDEMOS provided by inowit GrmbH

Users and groups

1 group selected.

| Select Role
i Chatter Free User

Role selection

[295 ]



Deploying Solutions on Azure AD and ADFS Chapter 7

10. Under Manage | Provisioning | Settings, set Provisioning Status to
On and leave the default Scope.

11. Click the checkbox for Clear current state and restart synchronization and
click Save.

12. In the Restart Synchronization window, click Yes:

Settings

Start and stop provisioning to Salesforce, and view provisioning status.

Provisioning Status @ On Off
Scope @ Sync only assigned users and groups i

Clear current state and restart synchronization

Pravisioning is currently running for this application
Synchronization Details

Summary

‘We have synchronized 1 object(s) of type User to User,

Synchronization was last run on Sun Jan 13 2019 17:23:12 GMT+0100 (Central European Standard Time)

Mast recent full synchronization was completed Sun Jan 13 2019 17:23:12 GMT+0100 (Central European
Standard Time)

‘We completed the first full synchronization on Sun Jan 13 2019 17:23:12 GMT+0100 (Central European Standard
Time)

Errors
There are currently no actionable errars,

Synchronization and Provisioning status information

13. Test the application with your assigned test user at https://myapps.

microsoft.com.
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14. The following result is expected, a successful logon:

0.
, Search.. Search
inovit GmbH Help @
E Ye Xu @ Post ] File & Link More ~ l }
Share an update, (¢ tion someone m

Messages Recommendations

§- Feed Q Show All Updates Download Salesforce
Run your business

L from your phone with

ToMe There are no updates Salesforce.

Bookmarked Skip>

Muted

All Company
L People Trending Topics Al
1t Groups Add topics to your posts to increase

. their visibility. Topics that have a

B Files spike in activity are likely to trend.
# Topics

Successful logon on Salesforce with test user

We successfully deployed Salesforce, including SAML and provisioning capabilities,
to our Azure AD.

Now, we will use another feature in Azure AD with Twitter. For this, we use the
password-based Sign-In option:

1. First, we need to add the Twitter app from the application gallery. You
already know the process from Salesforce:

Add from the gallery

Twitter +
1 applications matched "Twitter",

NAME CATEGORY

u Twitter Social

Adding Twitter to app catalog
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2. Next, we choose Password-based Single Sign-on mode from the Single
Sign-On section.

3. The wizard automatically sets the correct URL to Twitter:

a Password-based
Password storage and replay using a

web browser extension or maobile
app.

Choosing password-based authentication option

4. We assign the sales and marketing application access group to the
application, and the provide the credentials we want to use and hide from
the user:

Assign Credentials 0 x

Assign credentials to be shared amaong all group members? @ Yes

User Mame inodemaouser

Password | [T T

Assigning the Twitter credentials to a group

5. You are also able to Update Credentials on the assigned groups:

+;ldd user ,’Edit I Remove | ’Update Credentials |EE Columns

o The application will appear on the access panel for assigned users, Set 'isible to users? to no in properties to prevent this, =»

DISPLAY NAME OBJECT TYPE
v Sales and Marketing Application Access Group

Update credentials option
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6.

7.

Now that we have configured the Twitter app for our sales and marketing
users, you can test the functionality with the user over at https://myapps.

microsoft.com.

You should have a Single Sign-On experience.

Some applications require access to the application's access panel (https://myapps.
microsoft.com). In this case, the website requires a browser extension:

1.

AN N

6.
7.
8.

To configure Microsoft Edge for the access panel extension, launch your
browser and navigate to https://myapps.microsoft.com

Log in as a test user
Click on Twitter
Click Install Now

Complete the installation wizard to install the My Apps Secure Sign-In
Extension

You get a new extension notification; click Turn it on
Relaunch the browser and navigate to https://myapps.microsoft.com
Log in as a test user

This is our first impression of Azure AD's capabilities. We will dive deeper in the next
Chapter 8, Using Azure AD App Proxy and Web Application Proxy, and now start to
configure our first applications in our ADFS infrastructure.

ADFS Authentication deployments

To configure a claims-based application with WS-Federation, we can use our claims
demo application. With this application, you can test many features of ADFS with
claims authentication and learn in a more practical way. Run the following
configuration on your YD1ADSO01. Later, we'll configure the application to get more
experience:

1.
2.
3.

Go to Server Manager, click Tools, and open ADFS Management.
Expand Trust Relationships and select Relying Party Trusts.
Select Actions, add Relying Party Trust, and click Start.

4. In the box, type https://claims.inovitdemos. ch:
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(® Import data about the relying party published enline or on a local netwark

LUse this option to import the necessary data and certificates from a relying party onganization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

hitps://claims inovitdemos.ch

Example: fz contoso com or hitps://www contoso .com/app

ADEFS relying party trust configuration

Click Next.
Type the display name as claims Demo Web Site and click Next.

Select I do not want to configure multi-factor authentication settings for
this relying party trust currently and click Next.
Select Permit all users to access this relying party, and click Next | Next.

Clear the Open the Edit Claim Rules dialog box for this relying party
trust when the wizard closes and click Close.

. Verify the new app with Internet Explorer by

typing https://claims.inovitdemos.ch:

MY CLAIMSWEB Welcome ! Sign out

Home

=L=}

WELCOME CLAIMSWEB!

About

Issued Identity
Claim Type Claim Value

http/fschemas.microsoft com/ws/2008/06/identity/claims/authenticationmethod| http://schemas. microsoft com/ws/2008/06/identity/authenticationmethod

hitp://schemas.microsoft. com/ws/2008/06/identity/claims/authenticationinstant | 2019-01-12T21:52:29.659Z

B Raw SAML Token

Property Value

SamliSecurity Token.Ild _aaedad05-d0ac-4fb2-9ab3-1491b39fid8d
SamlSecurityToken ValidFrom 1/12/2019 9:52:29 PM

SamlSecurity Token.ValidTo 1/12/2019 10:52:29 PM (60 minutes)
SamlSecurityToken Assertion.Assertionld | _aaedad05-d0ac-4fb2-9ab3-1491b39ffd8d
SamlSecurityToken Assertion.Issuer http://legin.inovitdemos.ch/adfs/services/trust
SamlSecurityToken Assertion.Issuelnstant | 1/12/2019 9:52:29 PM

Intended Audience https:/fclaims.inovitdemes.ch/

SamlSecurity Token.Assertion.MinorVersion| 1

SamlSecurity Token.Assertion.MajorVersion| 1

Signature Algorithm http:/iveww.w3.0rg/2001/04/xmlidsig-more#rsa-sha256

Signing Certificate [Serial Number] 6000CDFBC3A01C854182864F6407F1DA
Download Certificate [Not Before] 12/31/2018 1:30:00 PM

[Subject] CN=ADFS Signing - login.inovitdemos.ch
[Issuer] CN=ADFS Signing - login inovitdemos.ch

[Not After] 12/31/2019 1:30:00 PM
[Thumbprint] 5SFCC6AC1D76ESD11D485EEATEE40CB7F24305DED

Claims demo web site
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The installation script automatically puts the thumbprint of the
Token-Signing certificate in the web . config file of the claims web
application. If you renew the Token-Signing certificate, you need
to update the thumbprint in the application configuration.

You can gather the Token-Signing certificate from our ADFS instance with the
following command:

Invoke—-Command —-ComputerName INODEMOSADSO01l —-ScriptBlock {Get-
ADFSCertificate}

The output of the preceding command will look as follows:

ificateType
imary -
elLocation : CurrentUser

My

Thumbprint : SFCCBACIDYBESDIIDABSEEALEE4@CEYF24385DER

Get the Token-Signing certificate information

Another good helper for several test scenarios such as SAML, WS-Federation,
OAuth2, and the strong authentication methods is the Claims X-Ray tool from
Microsoft, which you can find at https://bit.1ly/2Eqop0i, and it's quite easy to
configure by following these steps:

1. Open an evaluated PowerShell instance on your YD1ADSO01 and run the
following script:

$authzRules = "=>issue (Type =
‘"http://schemas.microsoft.com/authorization/claims/permit
‘", Value = “"true'"); "
$issuanceRules = "@RuleName
claims ™ " 'nx: []=>issue (claim
$redirectUrl =
"https://adfshelp.microsoft.com/ClaimsXray/TokenResponse"
$samlEndpoint = New-AdfsSamlEndpoint -Binding POST -
Protocol SAMLAssertionConsumer -Uri $redirectUrl

‘"Issue all
x); "

Add-ADFSRelyingPartyTrust —-Name "ClaimsXray" -Identifier
"urn:microsoft:adfs:claimsxray" -
IssuanceAuthorizationRules $authzRules -
IssuanceTransformRules $issuanceRules -WSFedEndpoint
$redirectUrl -SamlEndpoint $samlEndpoint

[301]


https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi
https://bit.ly/2EqoPOi

Deploying Solutions on Azure AD and ADFS Chapter 7

2. To use OAuth2, we need to create the required OAuth client:

Add-AdfsClient —-Name "ClaimsXrayClient" -ClientId
"claimsxrayclient" —-RedirectUri
https://adfshelp.microsoft.com/ClaimsXray/TokenResponse

if ([System.Environment]::0SVersion.Version.major —-gt 6) {
Grant-AdfsApplicationPermission —-ServerRoleIdentifier
urn:microsoft:adfs:claimsxray —-AllowAllRegisteredClients -
ScopeNames "openid", "profile" }

3. You will get a WS-Federation Passive Endpoints and SAML Assertion
Consumer Endpoint and OAuth2 configured:

ClaimsXray Properties *

Manitoring |dentifiers Encryption Signature Accepted Claims
Organization Endpoints Proxy Endpoints Notes Advanced

Specify the endpoints to use for SAML and WS-Federation Passive protocols.

URL Index
W5-Federation Passive Endpoints
https://adfshelp microsoft.com/Claims ¥ray/TokenResponse
SAML Assertion Consurner Endpoints
https://adfshelp microsoft.com/Claims ¥ray/TokenResponse 0

4. Open a browser and test the basic capabilities with one of your test users
on the fOllOWing page: https://login.inovitdemos.ch/adfs/1ls/
IdpInitiatedSignon.aspx.
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5. Choose ClaimsXRay, log in, and see your token response:

Federation request referrer

https://login.inovitdemos.ch/adfs/oauth2/authorize?response_type=code&client_id=claimsxrayclient&resource=urn:microsoftadfs:claimsxray&redirect_uri=https://adfshelp.microsoft.com
/ClaimsXray/TokenResponse&prompt=login

Token Claims v

Claim Value

alternateloginid jochen.nickel@inovitdemos.ch

amp FormsAuthentication

amr urnioasisinames:tcSAML:2 O:aciclasses:PasswordProtected Transport
anchor winaccountname

appid claimsxrayclient

apptype Public

aud urnmicrosoftadfs.claimsxray

auth_time 1/12/2019 10:22:04 PM

authmethod urnioasisinames:tcSAML:2 O:aciclasses:PasswordProtectedTransport
clientip 10.00.7

clientreqid Tf403322-5481-49a5-0e02-0080000000c5

clientuseragent Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
endpointpath Jadfs/oauth?/authorize

Get your claim information

Now that we have our first helper applications in place, we can start playing around
with them. You are already able to view two sample implementations with WS-
Federation, SAML, and OAuth.
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With the Claims X-Ray application, we can run several tests against our ADFS

instance. For this, we use source at https://bit.ly/2EqoPOi:

1. Let's test our OAuth configuration with the following settings:

Claims X-Ray

1. Specify your federation service name
2. Select the authentication method

3. Select the token request type

Federation instance

Authentication type

Token request

D Force fresh authentication

Test Authentication

Note: if you want to force fresh authentication for your request, you need to turn that feature on using the toggle switch below.

| https:// ‘ login.inovitdemos.ch

@ Default Policy

O Forms

O Windows Integrated Authentication

O Certificate

O Multifactor Authentication

:o: oAuth
O SAML-P (SAML 2.0

O WS-FED (SAML 1.1)

By clicking on Test Authentication you agree to our Terms of Use and Privacy Agreement

In order to perform an x-ray on your claims, we need you to provide us with some information. Once you've made your selections, we will open a new browser tab, redirect to your
service, obtain a token, and finally display your claims.

Testing the OAuth configuration with the Claims X-Ray tool
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2. Now, you can analyze your response and you will see that you already
work with OAuth2:

Federation request referrer

https://login.inovitdemos.ch/adfs/oauth2/authorize?response_type=codeéiclient_id=claimsxrayclient&resource=urn:microsoft.adfs:claimsxray&uredirect_uri=https://adfshelp.microsoft.com
/[ClaimsXray/TokenResponse&prompt=login

Token Claims n ~

Claim Value

alternateloginid Jjochen.nickel@inovitdemos.ch

amp FormsAuthentication

amr urn:oasisnames:tcSAML:2.0:acielasses:PasswordProtected Transpart
anchor winaccountname

appid claimsxrayclient

apptype Public

aud urncmicrosoftadfs:claimsxray

auth_time 1/12/2019 10:22:04 PM

authmethod urn:oasis:names:tcSAML:2.0:aciclasses:PasswordProtectedTransport
clientip 10.0.0.7

clientregid 71403322-5481-49a5-0e02-0080000000c5

clientuseragent Moxzilla/5.0 (Windows NT 10.0; Wint4; x64; rv:64.0) Gecko/20100101 Firefox/64.0
endpointpath Jadfs/oauth2/authorize

View the response

What about if you want to translate a SAML Token into a Kerberos one:

1. You can work with the Non claims aware option in ADFS, which appears if
you add a new Relying Party:

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in secunity tokens to make authentication and
authorization decisions. Non-claims-aware applications are web-based and use Windows
Integrated Suthentication in the internal network and can be published through Web Application
Proxy for extranet access. Learn more

() Claims aware

(® Non claims awars

Adding the Kerberos example app
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2. Let's try this with our Kerberos example application:

Display name:

Enter the display name and any optional notes for this relying party.

Kerberos Demo Web Site

Providing a Display Name

3. Click Next and enter https://kerb.inovitdemos.ch in Relying party trust

identifier:

party trust.

Relying party trust identifier:

hitt inovitdem

Relying party trust identifiers:

Example: https:/fs contoso com/adfs/services /trust

Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying

Remove

Configuring the identifier

4. Click Next in the Access Control Policy section and next again until the
relying party is added.
5. To test the application, we need to configure the Web Application Proxy to
publish the app externally.
6. Log in to YDIURAO1 and publish the Kerberos application over at the
Remote Access Management console:

PUBLISHED WEE APPLICATIONS
Al published web applications | 1 total

Fter p

Name External URL Backend Server URL Preauthentication

Federation Services httpsy/login.inovitdemos.ch/ https.//logininovitdemos.ch/ Pass-through

2 Publish New Application Wizard

Preauthentication

CONNECTED TO AD FS

Specify the preauthentication method:

® Active Directory Federation Services (AD FS)
All unauthenticated dlient requests are redirected to the federation server. After successful
authentication by AD FS, client requests are forwarded to the backend server. Web Application Proxy
canalso p to g use Integrated Windows

authentication.

O Pass-through

No preauthentication is performed by Web Application Proxy. All requests are forwarded to the
backend server.

General
Publish
Refresh
Federstion Senvices
Edit
Publish based on this application

Remave

Publishing the Kerberos app with the Web Application Proxy
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7. Click Next and choose the Web and MSOFBA option.

8. Next, choose Kerberos Demo Web Site and configure the following
settings:

COMMECTED TO AD F5

PU b 'S hﬂg Sett"“lgs login.inovitdemos.ch

Specify the publishing settings for this web application.

Przauthentication Mame:

Supported Clients Kerberos Demo Web Site

Relying Party This name will appear in the list of published web applications.

Publishing Set

Confirmiation External URL:

https://kerb.inovitdemos.ch

External certificate:

*inovitdemos.ch =
Enable HTTP to HTTPS redirection

Backend server URL:
https://kerb.inavitdemos.ch

Backend server SPN:
HTTP/kerk.inovitdemas.ch

Providing the external/backend server URL and SPN

9. Finish the configuration and jump to your external admin virtual machine
or any other external client

10. Open a browser and the Kerberos website, https://kerb.inovitdemos.ch,
and get a successful login

Before we start to test more applications, we will install the Fiddler Debugging tool
from https://bit.ly/2eBzwAC to analyze our traffic:

1. Start the Fiddler debugging tool:

<Er Progress Telerik Fiddler Web Debugger
File Edit Rules Tools View Help
@8 WinConfig (C) #2 Replay X - b Go | Stream B Decode | Keep: All sessions ~ &) Any Process 34 Find [l Save | B8] () @& Browse -

# Result  Protocol Host URL

Using Fiddler for authentication analysis
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2. Configure the HTTPS capture options:

©

File Edit Rules Tools View Help
28 WinConfig ) %4 Replay %X~ b Go | ¥ Stream { Decode | Keep: All sessions = &5 Any

General HTTPS  Connections Gateway Appearance Scripting Extensions Performance Tools

Eigdl = e TRE iame-baerg -signing traffic using self-generated certificates.,

i 7

Capture HTTPS CONNECTS [&actions

Decrypt HTTPS traffic

. fromal processes ~ Certificates generated by CertEnroll engine

[] lgnore server certificate errors (unsafe)

[] Check for certificate revocation
Protocols: <client>; ssl3;tls 1.0

Skip decryption forthe following hosts:

Help Note: Changes may nottake effect until Fiddleris restarted. QK Cancel

Capturing HTTPS traffic with Fiddler

3. Press F12 to start the debugging and open a browser, and you'll see
the traffic produced.

Integrating Azure MFA (YD1ADSO01)

In this section, we just integrate Azure MFA into our ADFS farm. We will customize
and use this option in chapter 8, Using Azure AD App Proxy and Web Application

Proxy:

1. First of all, we need to generate a certificate for Azure MFA on each server
using the following cmdlet:

# Replace the tenant ID to your value
Scertbase64 = New-AdfsAzureMfaTenantCertificate -TenantID

181031linovitdemos.onmicrosoft.com
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2. Next, we set the certificate as the new credential against the Azure Multi-
Factor Auth client:

# Connect to the MsolService with your global
administrator rights
Connect-MsolService

# Create a new Service Principal Credential the
AppPrincipalId is the hardcoded one for Azure MFA
New-MsolServicePrincipalCredential —-AppPrincipalld
981£f26al1-7£43-403b-a875-£f8b09b8cd720 —-Type asymmetric -
Usage verify -Value $certBaseé64

3. Now, we can configure the ADFS farm:

Set-AdfsAzureMfaTenant -TenantId
181031linovitdemos.onmicrosoft.com —-ClientId
981f26al1-7£43-403b—-a875-£8b09%b8cd720

Restart-Service adfssrv

4. Afterwards, we can see that Azure MFA is available as the primary
authentication method for intranet/extranet use:

Extranet

Forms Authertication

[] Certfficate Authertication

[] Device Authertication

] Azure MFA

Microseft Passport Authentication

Forms Authertication -
Windows Authentication

] Certfficate Authertication

] Device Authertication

] Azure MFA v

[] Allow additional authentication providers as primary

ADFS Primary Authentication configuration
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ADFS 2019 allows you to use other third-party authentication
providers as the primary method.

With this configuration, we have successful implemented Azure MFA in our ADFS
farm.

Summary

A lot of practical work, hopefully you liked it! From our perspective, it's always the
best to work directly with the authentication methods and capabilities you have just
learned. Working through this chapter moves you to touch Azure AD and ADFS to
provide several authentication methods. We know that we have many pre-
configuration tasks, but it helps you to know the application configurations and to
apply the correct authentication configuration. You touched on WS-Federation,
SAML, and OAuth2 methods, including Azure AD's user provisioning capabilities.

In the next chapter, we will dive further into the different authentication scenarios
and also put the application proxy features in place. We'll be happy to see you
in Chapter 8, Using Azure AD App Proxy and Web Application Proxy.
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Using the Azure AD App
Proxy and the Web
Application Proxy

As the successor to chapter 7, Deploying Solutions on Azure AD and ADFS, we dig
further into the different features of Azure AD and ADFS. We already published the
Kerberos on-premises application to external users. We'll do this with another
application in this chapter. Furthermore, we will dive into the functionality of the
Azure AD app proxy. Additionally, the first usage examples and the basic
functionality of conditional access will be shown in this chapter. We do some more
claims operation and task customization in chapter 10, Exploring Azure AD Identity
Services, and provide examples in the code package for the book. With this chapter,
you will get all the information for managing the application integration into Azure
AD and ADFS. You will also learn to publish applications with the Azure AD or the
Web Application Proxy. Additionally, you will be enabled to use conditional access
for securing your application access.

This chapter is divided into the following sections:

¢ Configuring additional applications for Azure AD and ADFS
¢ Publishing with Windows server and Azure AD Web Application Proxy
¢ Using conditional access

Ready to go? We'll start with the configuration of additional applications for Azure
AD and ADFS.
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Configuring additional applications for
Azure AD and ADFS

We will continue the deployment and configuration of more business apps to allow
you to test the different authentication mechanisms. For our support, we configure
ServiceNow with SAML and active user provisioning from Azure AD to
ServiceNow:

1. Navigate to Azure Active Directory | Enterprise Applications and add a
New Application:

Enterprise applications - All applications

INOVITDEMOS provided by inovit GmbH - Azure Active Directory

« + New application| =2 Columns

W Overview
Application Type
Manage Enterprise Applications v

Adding a new Enterprise application

2. Choose ServiceNow and add the app from the gallery:

Add from the gallery

ServiceNow
1 applications matched "ServiceNow".

NAME CATEGORY

M ServiceNow IT infrastructure

Adding ServiceNow
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3. After adding the application, we will configure SAML to authenticate our
users:

Select a single sign-on method  Help me decide

® Disabled {:g SAML
User must manually enter their Rich and secure authentication to

username and password. applications using the SAML (Security
Assertion Markup Language) protocol.

(?'_) Linked
Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

Using SAML as an authentication method

4. In the Basic SAML Configuration, we add our ServiceNow instance
information, as shown in the following screenshot:

Set up Single Sign-On with SAML - Preview

Read the configuration guide & for help integrating ServiceNow.

o Basic SAML Configuration *
Sign on URL https://dev58706.service-now.com/navpage.do
Identifier {(Entity 1D) https://dev58706.service-now.com

Reply URL {Assertion Consumer Service URL)
Relay State

Configuring the SAML options
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The following URIs need

to be used:

https://.service—-now.com/navpage.do
https://.service—-now.com

We will use the automatic configuration method for this chapter.

5. For the manual configuration tasks, you can download the certificate by

using the Base64 option:

o SAML Signing Certificate

Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Basebd)

Certificate (Raw)
Federation Metadata XML

Active
27ECBC35516ET90ET73DF6148BAFBCB6538C44C0
1/14/2022, 7:21:15 AM
admin@181031inovitdemos.onmicrosoft.com

https://login.microsoftonline.com/7709ca2b-3be8-...

Download the signing certificate

6. Also, for manual configuration tasks, you can copy the following links into

a Notepad:

o Set up ServiceNow

You'll need to configure the application to link with Azure AD.

Login URL
Azure AD |dentifier
Logout URL

View step-by-step instructions

https://login.microsoftonline.com/7709ca2b-3be8-...
https://sts.windows.net/7709ca2b-3be8-4d92-89d7...

https://login.microsoftonline.com/common/wsfede...

Azure AD endpoints overview
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7. Next, we will assign our Service Management Application Access group
to the application:

Add Assignment X Users and groups

INOVITDEMOS provided by inovit GmbH

Select member or invite an external user @

Users and groups >

| Search by name or email address

1 group selected.

AAD DC Administrators

Aaron Painter
Aaron.Painter@inovitdemos.ch

Adam Barr
Adam.Barr@inovitdemos.ch
Fey

&

Alan Brewer
Alan.Brewer@inovitdemos.ch

Selected members:

S Service Management Application Access

a

Assigning users to the application

8. Now, we can start to configure the ServiceNow instance for Single Sign-
On.
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9. First, we need to activate the Multi-Provider Single Sign-On Installer

plugin:

¢ = System Plugin
= Integration - Multiple Provider Single Sign-On Installer

D com.snc.integration.sso.multi.installer

Provider ServiceNow
Name Integration - Multiple Provider Single Sign-On Installer Status Inactive
Version L0.0 Has demo data
Help
Requires
Description The multiple provider single sigi plugi bles organizations to authenticate against multiple IDPs (identity providers) using SAML.
It also supports ication using multiple digest i

Related Links
Activate/Repair I

Plugin Activation Logs = Plugin Files

= PluginActivation Logs

b33 = Created = Status E

No records to display
Multi-Provider SSO feature in ServiceNow
10. You will find this option in the navigation pane on the left-hand
side: System Definition | Plugins.
11. Activate the following plugin:

? All>Name == Integration - Multiple Provider Single Sign-On Installer

o3 O, = Name A = Version
(i)  Integration - Multiple Provider Single Sign-On Installer 1.0.0

Activating the Multi-Provider SSO feature in ServiceNow
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12. Click the Activate button in the dialog;:

Activate Plugin ) ¢

- Integration - Multiple Provider Single Sign-On Installer
:3 The multiple provider single sign-on plugin enables organizations to authenticate
~~ against multiple 1DPs (Identity providers) using SAML. It also supports

\ ’ authentication using multiple digest configurations.

Learn more

Activation dialog

13. Next, we will configure the plugin under Multi-Provider SSO |
Administration | Properties:

Multi-Provider S50

Getting Started

Identity Providers

Federations

W Adminis

Properties

Certificate

Installation Exits

Single Sign-On Scripts

Configuring the newly installed plugin
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14. The following features need to be activated:

Multiple Provider S50 Properties

Customization Properties for Muliple Provider SS0

Enable multiple provider SSO @
[~]ves | No

Enable Auto Importing of users from all identity providers into the user table (3)

[iYes | No

Enable debug logging for the multiple provider SS0 integration (%)
[Yes | No

The field on the user table that identifies a user accessing the "User identification” login page. By default, it uses the 'user_name'field. (3)

| user_name |

Activating the custom properties for the provider

15. If you want to use the manual configuration method, you need to use the
information in your Notepad.

16. We use the automatic option for the configuration; it's a little bit of a
hidden option!

17. You will find it under View step-by-step instructions as shown in the
following screenshot, in the SAML configuration section:
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o Set up ServiceNow

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/7709ca2b-3bed-... | E
Azure AD Identifier https://sts.windows.net/7709ca2b-2he8-4d92-8947... E
Logout URL https://login.microsoftonline.com/common/wsfede... E

View step-by-step instructions

Automatic configuration option for the ServiceNow SSO Provider

18. Click the option and the following dialog appears; enter your ServiceNow
administrative credentials:

Automatically Configure ServiceNow

Azure AD can automatically configure ServiceNow for single sign-on. Sim
click “Configure Now". Or, check "Manually configure single sign-on” to I
manually.

* ServiceMow Instance Name @ ‘ dev58706

* Admin Username @ ‘ admin

LTI YT ]

* Admin Password

Make this the default identity provider for ServiceNow

Configure Now

|:| Manually configure single sign-on

Configuring the SAML connection
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19. Click Configure Now.
20. Next, we can do additional configuration tasks on the ServiceNow part.
21. Navigate to Multi-Provider SSO | Identity Providers:

Multi-Provider SSO

Identity Providers

Federations

Identity Provider configuration

22. You will find the automatically generated Identity Provider:

()] Q, = Name 4 = Active
(i)  Digested Token false
@ Microsoft Azure Federated Single Sign-on for INOVITDEMOS provided by inovit GmbH true
(i)  SAML2 Updatel false

Actions on selected rows... |V

Start configuring the newly created Azure AD connection in ServiceNow

23. We need to remove the populated Identity Provider's
SingleLogoutRequest URL.
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24. All the other fields can be left as their defaults:

Identity Provider

& = Microsoft Azure Federated Single Sign-on for INOVITDEMOS provided by inovit GmbH
O oot singiesignon o oviroe])
Default il
Identity Provider URL https://sts windows.net/7709ca2b-3be8-4d92-89d7-dc1e274bad0e/
Identity Provider" h https://login.mic; ftonline.com/7709ca2b-3be8-4d92-89d7-dc1e274bad0e/sami2
Identity Provider's SingleL https://login.microsoftonline.com/7709ca2b-3be8-4d92-89d7-dc1e274bdd0e/sam(2
ServiceNow + page https://d 706.5ervice-NOW.C do

Entity ID / Issuer
Audience URI

NamelD Policy

External logout redirect

Failed Requirement Redirect

Encryption And Signing | User Provisioning
Signing/Encryption Key Alias.
Signing/Encryption Key Password

Encrypt Assertion

https://dev58706.service-now.com
https://dev58706.service-now.com
urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
external_logout_complete.do

https://login.microsoftonline.com/7709ca2b-3be8-4d92-89d7-dcle274b4d0e/sam(2

Advanced

Update Generate Metadata Test Connection Deactivate

Related Links

User Provisioning Transform Map

©: O = xs09 certificate

(i)  Microsoft Azure Federated Single Sign-on for INOVITDEMOS provided by inovit GmbH

R

Active ol

Auto Redirect IdP

Signing Signature Algorithm hittp:/fw
Sign AuthnRequest

Sign LogoutRequest

Configuring the IdP including the Auto Redirect option

25. Very important! Set the Auto Redirect IdP option, with the expected result:

Auto Redirect IdP e

Auto Redirect IdP option
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26. Next, we need to choose the correct certificate for our configuration by
navigating to the X.509 section:

Collection X.509 Certificates List

Q, Microsoft Azure Federated Single Sign-on for INOVITDEMOS
provided by inovit GmbH

InCommon_Meta_Signing
SAML2.0 Microsoft Azure Federated Single Sign-on for INOVITD

SAML 2.0 Keystore_Key2048_SHA256
SAML 2.0 SP Keystore

Name Microsoft Azure Federated Single Sign-on for INOVITDEMOS provided by
inovit GmbH

Configuring the correct certificate

27. Save the configuration.

Now, we have finished the SAML configuration of SeviceNow and we will follow up
with the user provisioning:
1. Navigate to the Provisioning section of the ServiceNow application and
change the Provisioning Mode to Automatic.
2. Insert the following values:

e Instance Name
e Admin Username
e Admin Password
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¢ Notification Email (and check Send an email notification
when a failure occurs):

Provisioning Mode | Automatic ~

Use Azure AD to manage the creation and synchronization of user accounts in ServiceNow based on user and

group assignment,

Admin Credentials

Azure AD needs the following information to connect to ServiceNow's APl and synchronize user data.

* Instance Name ‘ dev58706 ‘

* Admin Username @ ‘ admin ‘

* Admin Password

| Test Connection ‘

Naotification Email @ ‘ tenants@inovit.ch ‘

Send an email notification when a failure occurs

Configuring the SCIM provisioning feature
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3. Click Test Connection and you should receive a notification like the
following example. The test of the connection is required to save:

Testing connection to ServiceNow 741 AM

The supplied credentials are authorized to enable provisioning

Connection Test

4. Next, we will take a look into the synchronization configuration for users
and groups.

5. Click the Synchronize Azure Active Directory Users to ServiceNow rule:

Mappings

Mappings allow you to define how data should flow between Azure Active Directory and ServiceNow.
NAME ENABLED
Synchronize Azure Active Directory Users to ServiceNow Yes
Synchronize Azure Active Directory Groups to ServiceNow Yes

Configuring the Synchronization Rules

6. You will find the active Attribute Mapping. If you need to handle special
considerations, such as if you connect to a filled ServiceNow instance, you
can modify the mappings to fit your needs:
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Attribute Mapping O X

‘ - ~ ‘
Source Object Scope >
All records

‘ Sys_use ' ‘

Target Object Actions

Create

Update

Delete

Attribute Mappings

Attribute mappings define how attributes are synchronized between Azure Active Directory and

ServiceNow
AZURE ACTIVE DIRECTORY ATTRIBUTE SERVICENOW ... MATCHING ...
userPrincipalName user_name 1 Delete
Switch([IsSoftDeleted], , "False”, "1°, "True", "0" active Delete

mail email Delete

Synchronization Rule Settings
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7. You will also get an actual overview of the Synchronization Details:

Provisioning is currently running for this application

Synchronization Details

Summary

We have synchronized 1 object(s) of type Group to sys_user_group.We have synchronized 1 object(s) of type
User to sys_user.

Synchronization was last run on Mon Jan 14 2019 07:44:56 GMT+0100 (Central European Standard Time)
Maost recent full synchronization was completed Mon Jan 14 2019 07:44:56 GMT+0100 (Central European
Standard Time)

We completed the first full synchronization on Mon Jan 14 2019 07:44:56 GMT+0100 (Central European
Standard Time)

Errors
There are currently no actionable errors.

View the "Account Provisioning” category in the audit logs for full details

Synchronization details for monitoring and auditing

8. By clicking on View the "Account Provisioning" category in the audit logs
for full details you will get the following screenshot:

Activity

Date : 1/14/2019, 7:44:54 AM

Name : Import

Correlationld : aa3d4a7a-52df-4ed5-9abb-b502fb958d9f

Category : Account Provisioning

Activity Status

Status : Success

Reason : Retrieved UserIDGn.HaI[@inovitdemos.chI from Azure Active
Directory

Actual state for the test user
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9. Next, we will change to the Organization | User section in your
ServiceNow instance.

10. Search for your test user, in my case Don.Hall@inovitdemos.ch, and you
will see the result of the automatic provisioning;:

Organization

S (D  dongoodiffe Don Goodliffe don.goodliffe@example.com
(i)  DonHall@inovitdemos.ch Don Hall Don.Hall@inovitdemos.ch

w\,, don.mestler Don Mestler don.mestler@example.com

Verifying the synchronized test user in ServiceNow

The initial synchronization takes longer to perform than subsequent

synchronizations, which occur approximately every 40 minutes as long as the service
is running.

The next scenario we want to accomplish is the use of OpenID Connect and your on-
premises ADFS infrastructure. To follow the authentication flow, use Chapter
6, Managing Authentication Protocols.

To configure this scenario on your YD1APPO01 server, we need to copy the active-

directory-dotnet-webapp-openidconnect folder from the code package to your
desktop.
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We configure your ADFS server (YD1ADSO01) on your domain controller to get the
following expected result at the end, a full working OpenlID authenticated
application:

] ADFS Application Groups

[ Service =
| Access Control Policies Name Description
[ 7] Relying Party Trusts OpenlDDemo
| Claims Provider Trust:
j A:;-Tcsati::lﬁreoru;: : OpenlDDemo Properties be
General
Name:
OpenlDDemo
Description:
Applications:
MName Description

Server application
OpenlDDemo - Server application
Web AP
CpenlDDemo - Web API

Add application...

Cancel Foply

Result of the following configuration steps
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In the next steps, we will configure the scenario:

1. We start with the creation of a new application group including a Server
application (standalone application):

B
1 Service
|| Access Control Policies Name Description
] Relying Party Trusts

@ Add Application Group Wizard
| Claims Provider Trusts

| Application Groups

X

Welcome
Steps MName:
® Welcome OpenlDDemo|
@ Server application
Description:

@ Configure Application

Credentials
@ Summary
@ Complete Tt

Client-Server applications
Q Native application accessing a web APl
To Server application accessing a web AP|

m Web browser accessing a web application

Standalone applications

More information...

< Previous Next > Cancel

Configuring the new application group

2. Next, a Client Id is generated; copy the ID to a notepad.
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3. Enter the redirect URI, https://localhost :44320/, under which the
application will run:

OpenlDDemo - Server application Properties >
General  Corfidertial

Mame:

|OpenIDDemn - Server application |

Client d:
| 40f7c28-2172-42 4d-84b 59228469475 |

Redirect URI:

https:/Aocalhost : 44320/

Providing the application properties

4. Click Next and check Generate a shared secret box; copy the key to the
notepad:

Generate a shared secret
Secret:
|IdueEI»Ehhwwg-1I'U'l: HFWgHap T-=HiKI FavIOLUISW Lh Copy to clipboard

0 Copy and save the secret. You will not be able to view the secret after the application group is
created. You can reset the secret later f required.

Generating the shared key

5. Complete the wizard.

6. Next, we will create the Web API configuration by double-clicking on your
new application group.
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7. Choose Add application:

| Add application... |

8.

10.

11.
12.

13.

14.

‘Web API configuration

Use the Web API option:

Template:

Standalone applications

E._! Mative application

;- Server application

b Y —

Choosing the Web API option

. Next, add the Identifier for the API:

https://inovitdemos.ch/OpenIDDemo.
Click Next in the Access Control Policy section and all the other sections to
finish the wizard.
For now, we change to the YD1APP01 server and open our Visual Studio.
Open the Solution file of the demo code: WebApp-OpenIDConnect -
DotNet.sln.
Navigate in Solution Explorer to the web.config file: WebApp-
OpenIDConnect-DotNet.sln.
Modify the code so that it looks like the following example:
e Copy your Client Id from your notepad.
¢ Configure the ida:ADFSDiscoveryDoc value so that it contains
your ADFS FOQDN: https://login.inovitdemos. ch.
e Verify that the ida:PostLogoutRedirectUri value
contains https://localhost:44320/:

<appSettings>

<add key="webpages:Version" value="3.0.0.0" />
<add key="webpages:Enabled" value="false" />

<add key="ClientValidationEnabled" value="true" />
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<add key="UnobtrusiveJavaScriptEnabled" value="true" />

<add key="ida:ClientId" value="40ef7c28-2172-4e4d-84b5-
e9a284b94£f75" />

<add key="ida:ADFSDiscoveryDoc"
value="https://login.inovitdemos.ch/adfs/.well-known/openid-
configuration" />

<add key="ida:PostLogoutRedirectUri"
value="https://localhost:44320/" />

</appSettings>

15. Next, navigate to the App_Start section and the Startup.Auth.cs file.

16. Directly under the public partial class Startup, the code needs to look like
the following to tweak the OpenID Connect middleware initialization logic:

private static string clientId =
ConfigurationManager.AppSettings["ida:ClientId"];
//private static string aadInstance =
ConfigurationManager.AppSettings["ida:AADInstance"];
//private static string tenant =
ConfigurationManager.AppSettings["ida:Tenant"];
private static string metadataAddress =
ConfigurationManager.AppSettings["ida:ADFSDiscoveryDoc"];
private static string postLogoutRedirectUri =
ConfigurationManager.AppSettings["ida:PostLogoutRedirectUri"];
//string authority =
String.Format (CultureInfo.InvariantCulture, aadInstance,
tenant) ;

We don't need the Azure AD configuration, so we comment this
part out!

17. Next, we need to modify the OpenID Connect middleware options:

app.UseOpenIdConnectAuthentication (
new OpenlIdConnectAuthenticationOptions

{

ClientId = clientId,

//Authority = authority,

MetadataAddress = metadataAddress,
RedirectUri = postLogoutRedirectUri,
PostLogoutRedirectUri = postLogoutRedirectUri
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ADFS does enforce the redirect_uri in the request. Azure AD

doesn't do that.

18. Now, we can verify the app; press F5 in Visual Studio. To analyze the
traffic, you can use Fiddler. Note that you will be stuck with Fiddler on the

authentication part:

IHeaders | TextView | SyntaxView | WebForms | HexView | Auth | Cookies |
Raw | 1ON | xmL |

Request Headers
GET fadfs/ wellnown ‘openid-configuration HTTP./1.1

[Raw] [Header Definitions]

Transport
Connection: Keep-Alive
Host: login.inovitdemos. ch

Transformer | Headers | TextView | SyntaxView | ImageView | HexView |
WebView | Auth | Caching | Cookies | Raw [[250M | xmL |

=1~ ISON -~
- access_token_issuer =http: /flogin.inovitdemos. ch/adfs/services/trust

- as_access_token_token_binding_supported=True

- as_refresh_token_token_binding_supported=True

- guthorization_endpeint=https://login.inovitdemos. chfadfs foauth2/authorize/
- capabiliies

- claims_supported

- aud

- exp

- guth_time

- NOnce

- at_hash

- _hash

- zub

--upn

- Unique_name

- pwed_url

- pwd_exp

- mfa_auth_time

- 5id

- nibf

- device_authorization_endpeint=https: {flogin.inovitdemos. chfadfsfoauth 2 fdeviceco
- end_session_endpoint=https: /flogin.inovitdemos. ch fadfs foauth 2 logout

Fiddler result of the authentication
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19. Well done, you have configured an application that uses OpenID Connect!

Publishing with Windows server and
Azure AD Web Application Proxy

The Azure AD Application Proxy is similar to the on-premises Web Application
Proxy role, starting in Windows Server 2012 R2. With this service, you can enable
external access for on-premises applications. Azure AD Application Proxy requires an
Azure AD Basic or an Azure AD Premium subscription. The connection is made
directly with Azure and done through a proxy into the private network, with an
application proxy agent installed on the on-premises web application server.

Let's run a very common use case to include a Kerberos on-premises application into
our Azure AD Access U], https://myapps.microsoft.com. We use our existing
application to configure the scenario:

1. Login to https://portal.azure.com and choose the Azure Active
Directory blade.

2. Under Application proxy, we first need to download and install the
application proxy agent on our YD1APPO1 server.

You don't need to install the agent directly on the application server. It's also possible
to use any other server, or also additional agents for redundancy requirements. The
agent needs to be installed on a server in the same or a correctly trusted
domain/forest to support Kerberos constrained delegation, and the SPN of the
application needs to be done on every agent instance. The domain function level
needs to be Windows Server 2012 at a minimum. Also, the correct ports need to be
accessible from the other server.
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3. Download the agent onto the server and start the installation:

INOVITDEMOS provided by inovit GmbH - Application proxy

Azure Active Directory

O Overview

Getting started

Manage
Users
Groups
85 Organizational relationships
Roles and administrators
I Enterprise applications
D Devices
¥ App registrations
i#  App registrations (Preview)

Application proxy

+' Enable application pro +Configureanapp

Application proxy provides single sign-on (550) and secure remote access for web applications hosted
on-premises. Learn more about Application Proxy

To get started and enable application proxy click here and download a connector

Connectors
Connectors establish a secure communication channel between your on-premises network and Azure,
+ MNew Connector Group “l’ Download connector service
GROUPS P STATUS
Mo results.

Configure the Azure AD Application Proxy

4. Agree to the license terms and conditions and click Next.

5. Next, you need to provide global administrator credentials to register the
agent to Azure AD.

6. Recognize the notification for outbound proxy usage:

Microsoft Azure Active Directory
Application Proxy Connector

Setup Successful /

If you have an outbound proxy, you also need to configure the connector to go
through this proxy. You can do so by running the following script:
C:\Program Files\Microsoft AAD App Proxy Connector\ConfigureQutBoundProxy.psl.

Installation of the Application Proxy Connector
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7. The expected result is an Active agent:

o

INODEMOSAPPOL.inovitdemos.ch

STATUS

13.95.5.160 & Active

Active agents overview

8. Now, we can start to configure our Kerberos-based on-premises
application.
9. First, we create a group that can be assigned to grant access to the portal:

Group O

* Group type

‘ Security v ‘

* Group name @

‘ Kerberos Demo Application Access ‘

Group description @
Enter a description for the group
* Membership type @
Assigned v ‘

Members @ >
1 members selected

X

Assigning the needed test group

10. Assign one test user to your group.
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In this example, we use the option that we don't publish the
application with an official public FQDN. In that case, we don't need
to open any firewall ports and the traffic to the app is working
through the connector.

11. Next, we will configure the app proxy configuration:

Add your own on-premises application s O

+ Add | ¥ Discard

Application proxy provides single sign-on {S50) and secure remote access for web applications
hosted on-premises. Learn more about Application Proxy

Basic Settings

* Name @ ‘ Kerberos Demo Web Site \/|

* Internal Url @ ‘ https://kerb.inovitdemos.ch ¢|

kerberosdemoweb... /| | -181031inovitdemos....

External Url @ ‘ https://kerberosdemowebsite-18103Tinovitdemos.msappproxy.n... | E

o Azure Active Directory ~
Pre Authentication @

Default ~
Connector Group @
Additional Settings
Backend Application Timeout @ | Default ~
Use HTTP-Cnly Cookie @ Yes No

Use Secure Cookie @ Yes No

Translate URLs In

Headers @ Yes No

Application Body @ ‘Yes No

Configuring the on-premises application properties
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12. As you can see, you are able to provide several additional settings to
address your needs.

You can find more information about the different options at the
following reference: https://docs.microsoft.com/en-us/azure/
active-directory/manage—apps/application-proxy-add-on-

premises-application.

13. In the next step, we will configure the Single-Sign-On options for our
application.

14. Choose the Windows Integrated Authentication option:

Password-based
Password storage and replay using a
web browser extension or mobile app.

® Disabled B
User must manually enter their

username and password.

Linked

Link to an application in the Azure
Active Directory Access Panel and/or
Office 365 application launcher.

Header-based

A PingAccess offering that gives uers
access and single sign-on to
applications that use headers for
authentication.

Windows Integrated
Authentication

Allows the Application Proxy
Connectors permision in Active
Directory to impersonate users to the
published application.

Choosing the Windows Integrated Authentication option
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If you need to use Header-based authentication, the integration with
PingAccess will be your friend. You can find more information

about this integration at the following source: https://docs.
microsoft.com/en-us/azure/active-directory/manage—apps/
application-proxy-configure-single-sign-on-with-ping-

access.

15. Enter your Internal Application SPN to configure the Kerberos part.
16. Keep in mind that only Kerberos Constrained Delegation will work:

Configure Integrated Windows Authentication (IWA)

* |Internal Application SPN @
HTTP/kerb.inovitdemos.ch

* Delegated Login Identity @

User principal name v

The Application Proxy connector must be installed on a computer that is domain joined for B4
Integrated Windows Authentication to work.

Configure the SPN for the App

17. After this configuration, we can test the application with the assigned user
in your access group, and you should get a similar result to this:

Authentication Meth odHNegotiate (KERBEROS) Request.ServerVariables("AUTH_TYPE")

Identity HINOVITDEMOS\donh Request.ServerVariables("AUTH_USER") or System.Threading.Thread.CurrentPrincipal.Identity|

Windows identity HINOVITDEMOS\svckrbapp System.Security.Principal.WindowslIdentity.Getcurrent

Result of a successful Kerberos authentication on the example app

This publishing method also allows us to use a public FQDN. This
option can be useful if your application sends notification mails with
links inside. To realize this use case, you need to change the external
URL and provide a public SSL certificate. You can use your
wildcard certificate or issue a separate SSL certificate with Let's
encrypt.
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18. You will find the settings under Basic Settings:

Basic Settings
* Internal Url @ https://kerb.inovitdemos.ch/

v kerb +/| | .ingvitdemos.ch/ W
External Url @ https://kerb.inovitdemaos.ch/ E

Defining the basic app settings

For the certificate, you need to use the following section. Don't forget to create the
CNAME inside your public DNS:

No SSL certificate required.

To access your application using a custom domain you must configure a CNAME entry in your
DNS provider which points 'kerb.inovitdemos.ch' to 'kerb-18103Tinovitdemos.msappproxy.net’

View the DNS configuration options

The next authentication method we can use for cloud or on-premises applications
(through Azure AD Web Application Proxy) is the password-based option. We use it
for form-based authentication activated applications that use their own identity
provider.

Your credentials will be securely stored under the user or group
object.
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In the next steps, we will add a password-based application access:

1. Add a new application and use the Non-gallery application option.
2. Choose the Password-based option under the Single sign-on method:

Add your own app

(111 icati (111 - i 11| -
g Application pre On premises .. Nonl gal.\ery
ui you're Wi 0 application 1/ application
developing

] Configure Azure AD Integrate any other
Reg\s_ter an app you're ) Application Proxy to application that you don't
working on to integrate it enable secure remote find in the gallery
with Azure AD access

Choosing a non-gallery application

3. Provide a name for your application and navigate to the Single-Sign-On

configuration:

a Password-based
Password storage and replay using a

web browser extension or mobile app.

Using the password-based authentication method

4. Provide the Sign-On URL and detect the sign-in fields of your application.

5. There are three options to do this configuration:
e Automatically

e Manually
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e With custom configuration in the Advanced View:

Sign-on URL

The URL where users enter their username and password to sign in to Forms-based Application Demo.

Signon URL @ | https://my.cyon.ch/ W

Forms-based Application Demo Configuration

A sign-in form was successfully detected at the provided URL. You can now assign users to this app and test it
using the Access Panel

Use this option to try re-detecting the sign-in fields on the sign on URL above. >
Configure Forms-based Application Demo Password Single Sign-on Settings

|:| Advanced: View and edit sign in field labels @

Detecting the login fields of the application

6. In this example, we used our public DNS provider's login page.

7. You can view the field labels with any browser and the developer tools to
provide the values if the Azure AD mechanism doesn't get the correct
values:

“ % @] | Eemens Console Sources Network Performance  Memory  Applic
T <f-- Ine NosCript tag -->
» <noscriptr.</noscripts
¢!-- The login form (disabled if javascript is disabled) --3
w<div class="textInput™>
b <dt id-"username-label”s.</dt>
<input type-"email” name="username” id-"username” value size=
3" tabindex="1" style="background-image: url("data:image/
png;
base6d, i
Ars4cE0ARAPh: 1H 60003 T-
0QbOPok TkEOTKWULNSLYc620ImbIdzdI5NCuGiX2/3YVI/
cinput type="email” nome="username” id-"username’ value size-  coooli208eGHMONYCSTEQALzLwEGUD
° . . 3ec/zwHECiOMYyrIE3/
38" tabindex="1" style="background-image: url("data:image/  j.isiRnCe3byphitmls
png; 2WDKqqgizLgB4YzvassiKhGZ/

baset4,iVBO; ‘ CAYAAABSO1ogH R2I 'C"); background-
Ars4cBQAAAPhIREFUOBH1U7BK gzAQP 1MhEvoQTg60P007 T+IHONRakUKHgglip4 2ttachment: scroll; background-
0QBOPoKTKEOTKYULNSLVc620ImbTdzd9SNC UGS X2/ 3V siTion: 98% SG%; cursen: autoj:

/ Ts+tOULE2ut5xsQO0+0FEUF JATBqNC EGON 1208 EMNONYWCSTEQALZLIEGUD .o - 14 passuoré” vatue
ﬁ E2TBNG1xsYhIEBNHPQNGIKKTYV3IAF Sec/ZuHE CLOMYyrIES / sackground-inage: url{"dats:
ehiAgT i QIgmUNe15 IRNCG 3y phitml/
&UZDMAgRATTNIELXGAANSE 3kaS5YSK2UDKAGE] 2L BeY $KNGEZ/ CLl AVAAABSOL:

) FDMELONHETTE+y88aDZXAS B0y eBAAMAAET FTKSUMEC" )5 background-  nform  div inputéusername
repeat: no-repeat; backeround-attachment: scroll; backeround-
size: 16px 18px; background-position: 98% 58%; curser: auto;”>
Lt © | top T | © | Filter Defeult levels ¥
Ins my.cyon einloggen

Analyzing the code to find the login fields/labels
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8. Next, you need to assign the user or group to the application:

& Adduser # Edit @ Remove | p Update Credentials | =2 Columns

o The application will appear on the access panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =»

First 100 shown, to search all users & groups, enter a display name.

DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

v g Don Hall User Default Access

Updating the credentials on the user/group

You have the option to provide the credentials hidden to the user or
group, and the option that the credentials will be saved with the first
access.

9. For now, provide the credentials with the Update Credentials button:

Update Credentials O X

H Save X Discard

This action will allow the user Don Hall to
authenticate to the application from within the
Access Panel.

Enter the credentials on behalf of the user.

username ‘ info@inovit.ch |

Password

Update credentials dialog
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10. Now, you are ready to test the application with your test user.

11.

12.

13.

14.

Keep in mind that the user needs to have the Access Panel Ul
extension installed or he will get asked to install it. You can also
deploy this extension to all your computers using a group policy or
any other software deployment tool. Find out more information
about this at https://docs.microsoft.com/en-us/azure/active-

directory/manage—apps/access—panel-extension-problem—
installing

To test the same capabilities with your on-premises infrastructure, we
provide you with a small challenge. If you don't get it running, send an
email to support@inovit.ch and we will be happy to provide you with
the answer.

You need to deploy the test application with the following steps on
the YD1APPO1 server.

Create a DNS entry for the app on your domain controller (YD1ADSO01),

forms.inovitdemos.ch:

Add-DnsServerResourceRecord -ZoneName "inovitdemos.ch" -A -
Name "forms" -IPv4Address "10.0.0.6"

Create the service account under which the application runs on your app
server:

New—-ADUser -Name "svcformsapp" —-SamAccountName svcformsapp -
UserPrincipalName svcformsapp@inovitdemos.ch -path
"OU=Users, OU=AAD, OU=Managed Service
Objects,DC=inovitdemos, DC=ch" —-AccountPassword (ConvertTo-
SecureString "MIA@mel976ch" -AsPlainText -Force) -Description
"Forms App Pool Account" -Enabled $True
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15. Connect to your SQL Server over in the SQL Management Studio on your
YD1APPO1:

SQL Server

Database Engine

Server name:

Authentication: Windows Authertication e

INOWITDEMOS cloudadmin

SQL Connection with the SQL Management Studio

16. Create a login for your service account under Security | Logins:

Object Explorer
Connect~ ¥ ¥ (VIR

= @ INODEMOSAPPOT (SOL Server 14.0.2002.14 - INOVITDEMOS\ cloudadmin)
=] Databases
System Databases

> 0 x

B Login Properties - INOVITDEMOS\svecformsapp

- m] X
Database Snapshots
Selecta page .
W AzinfoProtectionScanner 5 [ IT Script = @) Help
£ 1 Security K Server Roles
El Logins K User Mapping Login name: INOVITDEMOS \sveformsapp Search...
8. #2M5_PolicyEventProcessinglogin#® | & Securables

B #2MS_PolicyTsqlExecutionLogin®2
& INOVITDEMOS:cloudadmin

K Status

inguitdem, anner

s Ain

) /
|. INOVITDEMOS\svcformsapp I

-}

& NTSERVICE\MSSOLSERVER [ Specify old password

Configuring the login for the app service account
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17. Assign the dbcreator server role to the user:

= i@ INODEMOSAPPOT (SOL Server 14.0.2002.14 - INOVITDEMOS\cloudadmin)

[=] Databases
System Databases
Database Snapshots
a AzlnfoProtectionScanner
=] Security
[=] Logins
o #2MS_PolicyEventProcessingloging
mx #2MS_PolicyTsqlExecutionLogings
INOVITDEMOS\cloudadmin
inovitdemos\svcaipscanner
INOVITDEMOS\svcformsapp
NT AUTHORITY\SYSTEM
MNT SERVICE\MSSOLSERVER
NT SERVICE\SOLSERVERAGENT

B Login Properties-NOVTDEMOS\s\rcformsapp - O X

ST IT Scipt ~ @ Help

K General

F Server Roles

# User Mapping Server role is used to grant server-wide security privileges to & user.
K Securables

K Status

Server roles

[ 4| dbereator
arERaa

[ processadmin
[ public
[] securityadmin

Assigning the dbcreator role to the service account

18. Next, we need to create the website on the server:

New—-Item C:

\inetpub\formsroot -type Directory

Import-Module Webadministration

cd IIS:

New-Item 'IIS:\Sites\forms Web Site' -bindings
@{protocol="http";bindingInformation=":80:forms.inovitdemos.ch
"} -physicalPath 'c:\inetpub\formsroot'

19. As with the other on-premises demo applications, we will create a HTTPS
binding and assign our SSL certificate:

Site Bindings

Type Host Mame

http forms.inovitdemos.ch 80
https  formsinovitdemos.ch 443 *

Port IP Address Binding Informa...

Configuring the IIS Bindings for the application
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20. We also need to create a new app pool for the website and use the service
account to run the app:

Edit Application Pool ? >

|F|:urms Web Site

MET CLR version:
MET CLR Version v4.0.30319 w

Managed pipeline mode:

Integrated ~

Start application pool immediately

Creation of the Application Pool

21. Next, we will assign the newly created application pool to our website
under Advanced settings:

Advanced Settings ? X Advanced Settings...

Configure

CosEeen Failed Request Tracing...

Application Pool forms Web Site v
Bindings http:80:forms.inovitdemos.ch, https: ™44 HETS.
D 5 _

MName forms Web Site IQI £=
Physical Path cAinetpub\formsroot

Physical Path Credentials
Physical Path Credentials Logon ClearText
Prelead Enabled False

Assigning the newly created app pool
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22. The authentication for the page should be configured as shown in the

following screenshot:

Connections . .
@ L8 @ Authentication
i Hj start Page . Group by: Mo Grouping =
~ -85 INODEMOSAPPO1 (INOVITDEMOS\cloudadmin)
} Application Pools MName Status Response Type
w-[@| Sites Anonymous Authentication Enabled
: 4D basic Web Site ASP.MET Impersonation Disabled
> £ Claims Web Site Basic Authentication Disabled HTTP 401 Challenge
> @ Default Web Site Digest Authentication Disabled HTTP 401 Challenge
v @ ot e die Forms Authentication Disabled HTTP 302 Login/Redirect
! ¥ .7 ,E.ccount Windows Authentication Disabled HTTP 401 Challenge
in
. .7 Content
. [ fonts
| Scripts

IIS Authentication configuration

23. The next step is that we need to copy the content of the formsapp folder
from the code package to C: \inetpub\formsroot:

» This PC » Windows (C:) » inetpub » formsroot »

Mame B Date modified Type Size
Account 1/14/2019 3:22 PM File folder
bin 1/14/2019 3:22 PM File folder
Content 11472019 3:22 PM File folder
fonts 1/14/2019 3:22 PM File folder
Scripts 17142019 3:.22 PM File folder
) About.aspx 1/12,2019 8:03 PM ASP.MET Server Pa... TKE
¥ Applicationlnsights.config 1/12/2019 8:04 PM XML Configuratio... & KB

Application Code

24. Before you can run the app, you need to configure the web . config file to
address the SQL Server instance:

<add name="DefaultConnection" connectionString="Data
Source=YD1APPO1l; Initial

Catalog=FormsBasedAuthentication; Integrated Security=True"
providerName="System.Data.SglClient" />
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25. Now, you can test your application by registering a user and a successful
login:

ASP.NET

Learn more »

Getting started

ASP.NET Web Forms lets you build dynamic websites
using a familiar drag-and-drop, event-driven model. A
design surface and of controls and

let you rapidly build sophisticated, powerful Ul-driven sites
with data access.

Leamn more »

© 2019 - My ASP.NET Application

ASP.NET is a free web framework for building great Web sites and Web applications using HTML, CSS, and

Get more libraries

NuGet is a free Visual Studio extension that makes it easy
o add, remove, and update libraries and tools in Visual
Studio projects

Learn more »

Web Hosting

‘You can easily find a web hosting company that offers the
right mix of features and price for your applications.

Learn more »

Successful test of the app

26. Start with your publishing scenario and log in to this website—good luck!

In the next example, we will use the Windows Server Web Application Proxy to
publish a Basic authentication-based application to external users:

1. First, you need to log in to your YD1ADSO01 to configure the relying party
for the Basic demo application.

SRS

Navigate to Relying Party Trusts and Add Relying Party Trust.
Choose the non-claims-aware option.
Fill in the following Display Name: Basic Demo Web Site.

Use https://basic.inovitdemos.ch (replace it with your domain) as
Relying Party Trust Identifier and click add.

Don't forget to configure the FQDN in your public DNS.
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6. Click Next until the wizard is finished.

7. Log in to your YD1URAUO1 server and open the Remote Access
Management console.

8. Click on Publish in the right-hand Tasks pane:

PUBLISHED WEB APPLICATIONS

All published web applications | 2 total

Filter el
a

Name External URL Backend Server URL Preauthentication

Federation Services https://logininovitdemos.ch/ https://login.inovitdemos.ch/ Pass-through

Kerberos Demo Web Site https://kerb.inovitdemos.ch/ https://kerb.inovitdemos.ch/ ADFS

£ Publish New Application Wizard X
COMMECTED TO AD FS
Welcome

login.inovitdemos.ch

‘Welcome to the Publish New Application Wizard,

This wizard helps you publish a new web application through Web Application Proxy.
Preauthentication

Publishing wizard on the web application proxy

9. Specify the ADFS preauthentication method:

Specify the preauthentication method:

®) Active Directory Federation Services (AD FS)

All unauthenticated client requests are redirected to the federation server. After successful
authentication by AD F5, client requests are forwarded to the backend server. Web Application Proxy

can also provide credentials to backend servers that are configured to use Integrated Windows
authentication.

Using the ADFS preauthentication method

10. Choose HTTP Basic as the type of preauthentication:

(@) HTTP Basic

Preauthentication for rich client applications that do not support HTTP redirection and use HTTP Basic
to authenticate users, such as Exchange ActiveSync.

[ Enable access only for workplace joined devices

Using HTTP Basic
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11. Choose Basic Demo Web Site relying party.
12. Fill in the following publishing values:

£ Publish New Application Wizard X

Publishing Settings

welcome Specify the publishing settings for this web application.

Preauthentication

Name:
Basic Demao Web Site

This name will appear in the list of published web applications.

Confirmation External URL:

https://basic.inovitdemos.ch

External certificate:

*.inovitdemos.ch
Enable HTTP to HTTPS redirection

Backend server URL:

https://basicinovitdemos.ch

COMMNECTED TO AD FS
login.inovitdemos.ch

Setting the application properties

13. Click Next, Publish, and Close:

PUBLISHED WEB APPLICATIONS
All published web applications | 3 total

Filter P
Name - External URL Backend Server URL
Basic Demo Web Site https://basic.inovitdemos.ch/ https://basic.inovitdemos.ch/
Federation Services https://logininovitdemos.ch/ httpsi//login.inovitdemos.ch/
Kerberos Demo Web Site https://kerb.inovitdemos.ch/ https://kerb.inovitdemos.ch/

Preauthentication

AD FS for Rich Clients

Pass-through
ADFS

Final publishing settings

14. Now, you can test your freshly published Basic authentication app.
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You will find more practical scenarios for several services, such as
the Exchange and Remote Desktop services, at the following

sources: https://docs.microsoft.com/en-us/windows—server/
remote/remote—access/web-application-proxy/publishing-

applications-using-ad-fs-preauthentication and https://
docs.microsoft.com/en-us/windows—-server/remote/remote—
access/web—-application-proxy/publishing-applications—-using-—
ad-fs-preauthentication.

In the next section, we will include the first conditional access options.

Using conditional access

In our first conditional access scenario, we will use the Azure AD functionality to
secure Salesforce access with Azure MFA:

1. Navigate to https://portal.azure.comand the Azure AD pane |
Conditional Access.

2. Click New policy:

Dashboard » INOVITDEMOS provided by inovit GmbH * Conditional Access - Policies

Conditional Access - Policies

Azure Active Directory
« = rew policy s What If
= Ppolicies
o Interested in understanding the impact of the policies on a user sign-in? Check out the "What If" tool. =
Manage E’ -----------------------------------------------------------------------------------------
POLICY NAME
# MNamed locations
T custom controls (preview) Baseline policy: Require MFA for admins (Preview)

Terms of use
§F VPN connectivity

= Classic policies

Creating a Conditional Access policy

3. Call the new policy salesforce Protection.
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4. Under assignments, go to Include | All users:

New X Users and groups 0 X
@ info Include Exclude
* Mame —
) Mone
‘ Salesforce Protection o
All users

l:l Select users and groups

Assignments . R
All guest users (preview) @

Users and groups @
>

0 users and groups selected Directory roles (preview) @

Users and groups
Cloud apps @ >
0 cloud apps selected

User assignment options

5. Under Cloud apps | Select apps, choose Salesforce:

Cloud apps O X

Include Exclude

Select >
Salesforce

@ Salesforce

Selecting the Salesforce app
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6. Under Conditions | choose Locations | Yes and Any location:

Dashboard > INOVITDEMOS provided by inovit GmbH > Conditional Access - Policies » New > Conditions > Locations

New X Conditions
0 o O info
* Name .
Sign-in risk @
| Salesforce Protection v Mot configured

Device platforms @

Assignments
Mot configured

Users and groups @ >
All users Locations @
Mot configured

Cloud apps @ 5

1 app induded Client apps (preview) @
Mot configured

Conditions @

0 conditions selected > Device state (preview) @

Mot configured

X

Locations [

Control user access based on their physical
location. Learn more

Configure @

Any location
All trusted locations

Choosing the location attributes

As you can see, you have many conditions that can be set when you
want to fulfill security requirements in the case of additional
authentication or access control mechanisms. You can find more
information at the following source: https://docs.microsoft.com/

en-us/azure/active-directory/conditional-access/.

7. Under Access controls, go to Grant.
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8. Choose Grant access | Require multi-factor authentication:

Grant O

Select the controls to be enforced.

() Block access

| ®) Grant access

Require multi-factor authentication @

Require device to be marked as compliant
i}

Require Hybrid Azure AD joined device @
Require approved client app @
See list of approved client apps

For multiple controls

!l Require all the selected controls

l Require one of the selected controls

X

Using MFA for granting the access

9. Enable the policy and click Create:

POLICY MAME

Baseline policy: Require MFA for admins (Preview)

Salesforce Protection

Enabling the policy

10. Now, you can test it with a Salesforce assigned user and Azure MFA will

be required.
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In the second example, we will follow the same scenario with our on-premises ADFS
infrastructure:

1.

Log in to your ADEFS server (YD1ADSO01) and open the ADFS management
console.

2. We will enable Azure MFA for our Kerberos Demo Web Site.
3. Right-click on the app and choose Edit Access Control Policy:
| Service
| Access Control Policies Display Name Enabled Type Identifier Access Control Policy
| Relying Party Trusts Microsoft Office 365 |dentity Platform Yes WS-T... hitps:/Aogin microsoftonline com/ext.
| Claims Provider Trusts Claims Dema Web Site Yes WS-T... hitps://claims inovitdemos.ch/ Permit everyone
ClaimsXray Yes WS-T...  ummicroscft:adfs:claimsxray

| Application Groups

Kerberos Demo Web Site Yes Mon- hitps://kerb inovitdemos.ch Permit everyone

Basic Demo Web Site sic inovitdemos.ch Permit everyone

Update from Federation Metadata...
Edit Access Control Policy...

Disable

Properties

Delete

Help

Configuring Access Control Policies for the app

4. Next, choose Permit everyone and require MFA:

Edit Access Contrel Policy for Basic Demo Web Site *

Access control policy

Choose an access control policy:

Name Description

Pemit everyone Grant access to everyone.

Permit everyone and require MFA Grant access to everyone and requir...
Pemit everyone and require MFA for specific g... Grant access to everyone and requir...
Pemit everyone and require MFA from extranet... Grant access to the intranet users an...
Pemit everyone and require MFA from unauth... Grant access to everyone and requir...
Pemit everyone and require MFA, allow autom... Grant access to everyone and requir...

Pemit everyone for intranet access Grant access to the intranet users.

Pemit specific group Grant access to users of one or more..
Palicy

Pemit users

and require multifactor authentication

Enabling the MFA option
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5. Apply the settings and navigate to Authentication Methods.
6. Choose Edit Multi-Factor Authentication Methods.
7. Go to Additional and choose Azure MFA:

I

Edit Authentication Methods

w Authentication Methods

Edit Primary Authentication Methods...
Primary  Additional

Edit Multi-factor Authentication Methods...
Select additional authertication methods. You must select at least one of the following methods )
to enable MFA: View

[ Certfficate Authentication

Mew Window from Here
Azure MFA

Leam more about additional authentication providers

Choosing the Azure MFA method

8. Apply the setting and you are now ready to test the application.

You need to use a registered Azure MFA user to access the
application. In the code package for the chapter, you will find
additional use cases, including the customization required to modify
the login web page to interact with the user.

We will include more conditional access use cases and more information about the
Azure MFA service in the following chapters:

¢ Exploring Azure AD identity services
¢ Developing single-and multi-tenant applications
¢ Configuring Azure information protection solutions

This is to show its relevance to specific requirements.

[357 1]




Using the Azure AD App Proxy and the Web Application Proxy Chapter 8

Summary

In this chapter, you have learned to configure different authentication scenarios using
Azure AD and ADFS capabilities. There are many possible combinations, and we
can't provide all of them in one chapter. We gave you an introduction and some of
our practical tips to get started and guide you in your upcoming journey through this
technology. Don't worry; we jump more and more into some different scenarios in the
next chapters of this book to give you as much help as possible. Also, look at the code
package for the book; you will find additional practical examples from our projects.

In the next chapter, we will explore more Azure AD identity services, such as Azure
AD B2B and B2C.
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Deploying Additional
Applications on Azure AD

Providing the correct authentication to your application is essential, particularly if
you want to allow authentication only to users from your Azure Active Directory
(Azure AD), or from any other Azure AD. Azure AD provides two concepts to give
your users the required authentication.

In this chapter, we'll introduce you to the idea of single-tenant and multi-tenant
applications and what's different between them. Furthermore, we'll discuss roles and
claims in a single-tenant app that we move to a multi-tenant app, and you can test the
transition between the two models. We'll also deploy a multi-tenant app that uses
OpenlID Connect. In all the different labs, you'll learn what you need from an
application vendor to integrate the application into your environment. You'll be able
to ask the right questions and take your deployment in the right direction.

We'll divide the chapter into the following sections:

¢ Preparing your lab environment

¢ What defines a single- and multi-tenant application

¢ Deploying a single-tenant application, including roles and claims
¢ Moving the single-tenant app to a multi-tenant scenario

¢ Deploying a multi-tenant app with OpenID Connect

As usual, we'll do a lot of practical tasks. Let's organize the prerequisites to handle the
labs in your demo environment.
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Preparing your lab environment

In this chapter, you can use any machine that has Visual Studio installed. In our case,
we installed it on the YD1APPO1 server. This should be your perfect development
environment. You will use Azure AD1: yourdomainl.onmicrosoft.com during this
lab, and one test guest user from another tenant and a test user from any other Azure
AD to test multi-tenant applications. Furthermore, you will need to use the code
examples from the code package to use it in your Visual Studio to configure and run
the applications:

Cost saving: Start VMSs only for your work — Don't forget to Shutdown!

Licenses Licenses
D Microsoft 365 ES5 Trial Microsoft 365 ES5 Trial
— Azure Trial subscription Azure Trial subscription
P Additional Software P

SQL Server 2017 Trial
C SharePoint 2016 Trial /\
D a Visual Studio 2017 Community
Visual Studio Code )
‘Windows 10 PRO/ENT

Azure AD1: yourdomain1.onmicrosoft.com Azure AD2: yourdomain3.onmicrosoft.com

Subject: :
YOURDOMAIN1.COM JEMETREDTED YOURDOMAIN2.COM
certauthlogin.yourdomain1.com

enterpriseregistration.yourdomaini.com

10.0.0.4 10.0.0.6 10.0.0.11 10.0.0.7 10.0.0.20

YD1ADS01 YD1APPO1 YD1INFO1 YD1RMS01 YD1URAQ1 YD2ADS01
Standard D2s v3 Standard B4ms Standard B4ms Standard DST v2 Standard DST v2 Standard D2s v3
{2 vepus, 8 GBmemory) (4 vepus, 16GBmemory)  (4vepus, 16GBmemory) (1 vcpus, 35 GBmemory) (1 vepus, 3.5 GB memory) 2 vepus, 8 GE memary)
YD1CLIo1 YD1CLIo2
Standard D2v2 Standard D2 w2 Subject: login.yourdomain2.com
2 vepus, 7 GE memany) {2 vepus, 7 GB memary)
Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview

After preparing our lab environment, we can directly jump into the first section of the
chapter, which describes single- and multi-tenant applications.
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What defines single- and multi-tenant
applications

On the face of it, there's a simple explanation of what a single-tenant or a multi-tenant
application is. We can say that single-tenant apps are only available in the tenant they
were registered. On the other hand, multi-tenant apps are available to users in both
your home tenant and in other tenants:

e Single-tenant applications are primarily used if you want to isolate your
application from everyone and provide access only to your internal users

e Multi-tenant applications are used when you want to provide the app to
your internal staff, guest users, and Microsoft personal account users in a
collaboration scenario, for example

We highly recommend reviewing https://docs.microsoft.com/en-us/azure/
active—-directory/develop/howto-convert-app-to-be-multi-tenant to find the
differences between the endpoints that are used in both scenarios.

Deploying a single-tenant application
including roles and claims

In this section, we'll deploy Microsoft's sample, WebApp-RoleClaims-DotNet.sln,
as a single-tenant configuration. We start with this setting and move the application
to a multi-tenant application in the next part. The tracker app provides the following
application roles, which we can use to test the role/claims topic. First, we can use the
admin role to perform all actions. With the writer role, you're empowered to create
tasks in the application. To change the status of a task, you can assign the approver
role. To view the tasks and their associated states, we can map the observer role.
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With the following steps, we'll configure Azure AD for our application:

1. Open the Azure portal: https://portal.azure.com.
2. Navigate to the Azure AD blade.

3. Click App registrations.

4. Create +New application registration:

INOVITDEMOS provided by inovit GmbH - App registrations

Azure Active Directory
«

Y Search (Cirl+/) =+ New application registration = Endpoints # Troubleshoot

g
oo . 4 The preview experience for App registrations is available. Click this banner to
verview

i’ Getting started Search by name or ApplD My apps v

DISPLAY NAME
Manage

New app registration

5. Provide a name.
6. Add the Sign-on URL, https://localhost:44322/:

Create O X

* Name @

| TrackerAppRoleClaims v

Application type @

Web app / API ~

* Sign-on URL @
https://localhost44322/ v

App settings dialog
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7. Provide the App ID URI in the
format https://181031inovitdemos.onmicrosoft.com/trackerapp:

* Name @
TrackerAppRoleClaims

* App ID URI @

https://181031inovitdemos.onmicrosoft...

Additional app settings dialog

8. Provide the Logout
URL, https://localhost:44322/Account/EndSession.

9. Leave the other settings as the defaults:

Home page URL @
https://localhost44322/

Logout URL

https://localhost44322/Account/EndSe...

Terms of service URL @

Privacy statement URL @

Multi-tenanted @
Yes No

Logout URL configuration
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10. Check the Reply URLs; they need to look like the following figure:

Settings X Reply URLs

o .
- Filter settings

GENERAL | https://localhost:44322/
Properties >
“= Reply URLs >

Reply URL configuration

11. Under Required permissions, click Add:

Settings x Required permissions 0O X
o & 2dd | ** Grant permissions
GEMERAL APl

APPLICATION PERML... DELEGATED PERMISS...

Properties >

Windows Azure Active Directory 0 1
= Reply URLs >
;,.'. Owners >
AP| ACCESS
«iw Required permissions >

Permission configuration
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12. Select the Microsoft Graph API:

Select an API \ ¢

Windows Azure Active Directory

Office 365 Exchange Online

i Microsoft Graph

Choosing the Microsoft Graph API

13. Select the following permissions:
¢ Sign in and read user profile

¢ Read directory data

You can use the Microsoft Graph permission reference https://
docs.microsoft.com/en-us/graph/permissions-reference to learn
more about this topic.
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14. The selected permissions should look like the following screenshot:

Add API access X Enable Access

+ Signin and read user profile @ No

‘I Select an AP v
Microsoft Graph Read and write access to user profile @ No
Read all users’ basic profiles @ No

2 Select permissions >
0 role, 2 scopes Read all users' full profiles @ Yes
Read and write all users’ full profiles @ Yes
Read all groups @ Yes
Read and write all groups @ Yes
+ Read directory data @ Yes

Assigning the two needed scopes

15. Save and click Grant Permissions.
16. Open the Manifest of the application:

TrackerAppRoleClaims # 0O X

Registered app

‘u Settings ,f Manifest | I Delsis

Displayname Application ID

TrackerAppRaleClaims T 73489759-0604-4843-8648-d977=17b4691
Application type Object ID

Web app / AP 8515bf17-78d1-44aa-87c8-c735a3abd55b
Home page Managed application in local directory
https://lacalhost:44322/ TrackerAppRoleClaims

Configuring the Manifest

17. Configure the roles of the following figure in the appRoles section with
the configuration code of the code package.
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18. The result in your manifest should look like this:

"appRoles™: [
{
"allowedMemberTypes™: [
"User"
1
"displayMame": “Writer”,
"id": "dlc2aded-98f5-45fd-aada-6de6ba47cEeT",
"izEnsbled": true,
"description”: “Writers Have the ability to create tasks.”,
"value": "Writer™
b
{
"allowedMemberTypes”: [
"User"
1
"displayName”: “Observer”,
"id": "fecacebdb-e45d-4cfc-9733-fbealseda3ss”,
"izEnsbled": true,
"description”: “Observers only have the ability to view tasks and their statuses.™,
"value": "Observer”
ks
{
"allowedMemberTypes™: [
"User”
1
"displayName": “Approver”,
"id": "fcE03414-3cbl-4ebc-a5e5-cd1675c14bbb”,
"isEnsbled": true,
"description”: “Approvers have the ability to change the status of tasks.”,
"value": "Approver”
I
{
"allowsdMemberTypes”: [
"User"
1
"displayName": “Admin",
"id™: "51e1P143-16a8-4325-bB6d-efe2@c3e48ef",
"izEnsbled": true,
"descripticon”: “Admins can manage roles and perform all task actions.™,
"value": "Admin™
I
1,

Adding the app roles

19. Save the manifest.
20. Copy the app ID to Notepad.
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21. Navigate to your Azure AD tenant's Properties.
22. Copy the Directory ID to Notepad:

@ Overview
Directory properties
ti Getting started

* MName
Manage i MNOVITDEMOS provided by inovit GmbH
Users i
Groups

B= Organizational relationships

Search (Ctri+/) “ A save X Discarc

Roles and administrators | - _
I ot guage
i Enterprise applications English d
B Devices Directory 1D
B App registrations 7709ca2t 274bAdoe |

Technical contact

i App registrations (Preview)

tenants@inovit.ch

E? Application proxy

a Licenses

Azure AD Connect

+| Custom domain names
2 Mobility (MDM and MAM)

Password reset

Company branding
L User settings

Properties

Getting the Directory ID

23. Open your Visual Studio and the solution file from the code package

named WebApp-RoleClaims-DotNet.sln.

24. Open the web. config file of the solution and do the following;:

¢ Enter the app ID on the ida:ClientId value
e Enter the Directory ID on the ida: TenantId value
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25. The following result is expected:

<appSettings>
<add key="webpages:Version" value="3.0.8.8" />
<add key="webpages:Enabled" value="false" />
<add key="ClientValidationEnabled" wvalue="true" />
<add key="UnobtrusivelavaScriptEnabled" value="true" />

<add key="ida:AADInstance" value="https://login.microsoftonline.com/{@}" />
<add key="ida:ClientId" vzlue="734897 217b4691" />
<add key="ida:TenantId" value="7789ca 274bddee" />

<add key="ida:PostlogoutRedirectUri" value="https://localhost:44322/" />

Modifying the web.config file

26. Press F5 in Visual Studio to build and run the application.
27. Sign in as Don Hall:

B8 Sign in to your account
< (&) @ https://login.microsoftonline.com,/7709ca2 b-3be8-4d92-83d7-dc1e274bdd0e/cauth2/authorize?client_id=73489729-0694-4843-8648-d977e17b469 1&redire

@ This site uses cookies for analytics, personalized content and ads. By continuing to browse this site, you agree to this use.

B2 Microsoft

Sign in

don.hall@inovitdemos.ch

Can't access your account?

Testing sign-in functionality

28. Consent to application.
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29. Click Accept:

BE Microsoft

don.hall@inovitdemos.ch

Permissions requested

TrackerAppRoleClaims

App info

This app would like to:

~~ Sign you in and read your profile
~ Read directory data

~~ Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as spacified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.micresoft.com. Show details

OAuth consent

30. Go back to Visual Studio and review the role implementation in the
TaskController.cs file:

Iy
17/

I/
11/

bApp_RoleClaims_DotNet.C

OO TTeW CE S TO U Ua LaUa S e Of UPUa T CIe STataS O AT CATS TN  ras. eqUIT S e T

the user has a application role of Admin, Writer, or Approver, and only allows certain actions based

/ on which role(s) the user has been granted.

</summary>
<param name="formCollection”>The user input including task name and status.</param>

5

g public ActionResult TaskSubmit(FormCollection formCollection)

[HttpPost]
[Authorize(Roles = "Admin, Writer, Approver")]

TetorrAfRedirect—to—the—Faskr—Pagercretor

if (User.IsInRole("Admin") || User.IsInRole("Writer"))

// Add A New task to Tasks.xml
if (formCollection["newTask"] != null && formCollection["newTask"].Length != @)
TasksDbHelper.AddTask(formCollection["newTask"]);
}

if (User.IsInRole("Admin") || User.IsInRole("Approver"))

// Change status of existing task
foreach (string key in formCollection.Keys)

{
if (key l= "newtask” && key != "delete")
TasksDbHelper.UpdateTask(Convert . ToInt32(key), formCollection[key]);

H

if (User.IsInRole("Admin"))
{

Delete a Task

|,

Reviewing the role implementation in the code

[370]



Deploying Additional Applications on Azure AD Chapter 9

31. Don Hall will be signed in.
32. Click About to view the actual roles; no roles are assigned:

About.

Your Current Application Roles:

© 2019 - My ASP.NET Application

Viewing the actual app roles

33. Go back to your application and assign roles to several test users.
34. Click Add user:

TrackerAppRoleClaims - Users and groups

« + Add user | ZZ Columns
i Overview T

0 The application will appear on the access panel for assigned users. Set visible to users?' to no in properties to prevent this. =»
;' Getting started

Manage
DISPLAY NAME OBJECT TYPE
Properties
Don Hall User
4 Owners c
Tenant Administrator (Breaking Glass) User
A Users and groups o - N '

Assigning users and groups
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35. Assign the role you want to test:

Add Assignment X Select Role O X
NOVITDEMOS provided by inovit GmbH
OE
;l_:.:-'_:.-:*: lg'ct.::'- >
user selected. Admin
Select Role 5 Approver
None Selected
Observer
Writer

Select the appropriate role

36. In my case, I used two accounts, as you can see in the following screenshot:

TrackerAppRoleClaims - Users and groups
Enterprit

se Application

“ H ,l. Edit @ Remove .ﬁ Update Credentizls  E2 Columns

B Overview —
o The application will appear on the access panel for assigned users. Set 'visible to users™ to no in properties to prevent this. =
zi' Getting started
Fir

Manage
DISPLAY NAME OBJECT TYPE ROLE ASSIGNED
! Properties
- v f Don Hall User Default Access
zha Owners
AR Users and TmiTE ° Tenant Administrator (Breaking Glass) User Default Access
] )
2 Provisioning J-& e Xu User Admin
Application pro i, Dan Jump User Writer

C Self-service

Role assignment result
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37. Try to sign in with your users; I started with Ye Xu (Admin role assigned):

BS Microsoft
Sign in

yexu@inovitdemos.ch

Can't access your account?

Back Next

Testing sign-in functionality

38. Accept the user consent:

B® Microsoft

yexu@inovitdemos.ch

Permissions requested

TrackerAppRoleClaims
App info

This app would like to:
~ Sign you in and read your profile
~ Read directory data

v Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.micresoftcom. Show details

coce N

Checking and approving the OAuth consent
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39. Click About to view the assigned role. We can see Ye Xu has the Admin
role assigned:

About.

Your Current Application Roles:

« Admin

© 2019 - My ASP.NET Application

Check your current role

40. Try the user with a different role, in my case Dan Jump (Writer role
assigned):

BS Microsoft
Sign in

danjump@inovitdemos.ch

Can't access your account?

Testing with the second test user
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41. Accept the consent:

BY Microsoft

dan jump@inovitdemos.ch

Permissions requested

TrackerAppRoleClaims
App info

This app would like to:
s Sign you in and read your profile
~ Read directory data

~ Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these per ns
https://myapps.microsoft.com. Show details

Cancel Accept

Checking and approving the OAuth consent

42. You will see the Writer role is correctly assigned:

About.

Your Current Application Roles:

= Writer

@ 2019 - My ASRNET Application

View your current role
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43. Try to sign in with a user that's not part of the organization (one from
another Azure AD):

BE Microsoft

Sign in

ikram.berady@inovit.ch

Can't acces

your account?

Back Next

Test with a guest user account

44. Remember, we're using a single-tenant configuration at the moment. The
user gets an error message and can't sign in:

B2 Microsoft
Sign in

Sorry, but we're having trouble signing you in

AADSTS50020: User account 'ikram.berady@inovit.ch' from identity provider
‘https://sts.windows.net/a2710b22-03e7-46e3-9fa4-6429c8690a%¢/" does not exist
in tenant 'INOVITDEMOS provided by inovit GmbH' and cannot access the
application '73489729-0694-4843-8648-d977e17b4691" in that tenant. The account
needs to be added as an external user in the tenant first. Sign out and sign in again
with a different Azure Active Directory user account.

Request Id: 05c2e305-4051-4e01-a0c3-ccdfeb760300 X
Correlation Id: 7dfc718! -93447¢342738

Timestamp: 2019-01-23721
Message: AADSTS50020: User &

with 2 different Azure Active Directory user account.
Advanced diagnostics: Enable

If you plan on getting support for n issue, turn this on

collect additional
Il help troubleshoct the issue.

the error. Th

information that wi

Review the error messages
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Our demo app is running and working with role assignments for users of our own
Azure AD tenant. Other users from other Azure AD tenants can't access the
application right now.

We highly recommend working through the following guidance to customize claims
in Azure AD for other protocols, such as SAML:

. Erﬁerpﬁserokfapplnanagenmﬂﬁ:https://docs.microsoft.com/en—us/
azure/active-directory/develop/active-directory—-enterprise-app-
role-management

e SAML claims customization: https://docs.microsoft.com/en-us/azure/
active-directory/develop/active-directory-saml-claims—
customization

. C]ahnsrnappﬁng:https://docs.microsoft.com/enfus/azure/activef
directory/develop/active-directory—-claims-mapping

. Ckn1ﬁgurh1g(ﬂ)ﬁonalckﬁInS:https://docs.microsoft.com/enfus/azure/
active-directory/develop/active-directory-optional-claims

Next, we'll move the app to a multi-tenant configuration.

Moving the single-tenant app to a multi-
tenant scenario

In this section, we'll reconfigure the application to work as a multi-tenant application
that you can use from other Azure AD tenants or a Microsoft personal account. With
the following configuration we migrate the application:

1. Open the startup. cs file in your solution:
e Comment the ConfigureAuth (app) line
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o Uncomment the ConfigureMultitenantAuth (app) line:

MNuGet: WebApp-RoleClaims: ‘Web.config

= %z WebApp_RoleClaims_DotNet.Startup

g System.Thre g.Tasks;
28 using Microsoft.Owin;
29 using Owin;
30
31 [assembly: OwinStartup(typeof(WebApp_RoleClaims_DotMet.Startup))]
32
33 —namespace WebApp_RoleClaims_DotNet
34 {
35 = public partial class Startup
36 {

0 ref ces | Kalyan Krishna, 148 days ago | 2 authors, 2 changes | 0 exceptions

37 = public void Configuration(IAppBuilder abp)
38 {
39 // Comment the following line to try out the multi-tenant scenario
40 // Configurebuth(app);
11
42 // Uncomment the following line to try out the multi-tenant scenario
43 ConfigureMultitenantAuth(app);
a4 }
45 1
46 ¥
A7

Modifying the code for multi-tenant usage

2. Change the ida: TenantId value to our Azure AD domain name:

<appSettings>
<add key="webpages:Version" value="3.8.8.8" />
<add key="webpages:Enabled"” value="false" />
<add key="ClientValidationEnabled" walue="true" />
<add key="UnobtrusivelavaScriptEnabled" value="true" />
<add key="ida:AADInstance” value="https://login.microsoftonline.com/{@}"
<add key="ida:ClientId" wvaluezl - - - - a1" />
<add key="ida:TenantId" valu "181831in0vitdemos.onmicrosoft.conr />
<add key="ida:PostlLogoutRedi 22/" />
</appSettings>

Changing the tenant ID
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3. Press F5 in Visual Studio to build and run the app.

4. A new app will be available in Azure AD, but the users don't have roles
assigned:

WebApp-RoleClaims-DotNet - Overview

Enterprize Application

« i Delete

[ e Y
Total Users

i’ Getting started 2 e ﬁ
Manage

H' Properties

o Owners

Users and groups

7 Provisioning App usage between 12/24,/2018 and 1/23/2019

) | 100 | wesapP-ROL..
C Self-service |

Check the role assignment for the newly created app

5. Reassign the roles to the users:

a WebApp-RoleClaims-DotNet - Users and groups

nierprise Application

« +Adduse' # Edit M Remove

££ Columns
B Overview

o The application will appear on the access panel for assigned users. Set “visible to users?' to no in properties to prevent this. =
5 Getting started s

First 700 shown, fo user
Manage
DISPLAY NAME OBJECT TYPE ROLE ASSIGNED

HY Properties

. Don Hall User Admin
aw Owners

e Xu User Writer

A Users and groups

3 Provisioning

Reassign roles
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6. Test logging in with your users and check the application.

7. Test logging in with a user from another Azure AD or a Microsoft personal
account.

8. You should be able to log in:

Check the login with the guest user account

You can find more information about this process at https://docs.
microsoft.com/en-us/azure/active-directory/develop/howto-
convert—-app-to-be-multi-tenant.

In this section, we reconfigured the application to work as a multi-tenant app and we
were victorious! Just note that you need to invite the Microsoft personal account as a
guest user to work with your app. Next, we'll deploy another multi-tenant app with
OpenlID Connect to show you another implementation.

Deploying another multi-tenant app with
OpeniID Connect

In this section, we'll install a multi-tenant app that works with OpenID Connect as an
authentication protocol. Working through this sample will help you to deploy the

correct app registration inside your Azure AD, and you'll learn what exactly needs to
be configured in the application to use your Azure AD as an authentication provider:

1. Open the Azure portal: https://portal.azure.com.
2. Navigate to the Azure AD blade.

3. Click App registrations.

4. Click +New application registration:
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INOVITDEMOS provided by inovit GmbH - App registrations

Azure Y

« + Mew application registration  := Endpoints %4 Troubleshoot

o o . ~ fc The preview experience for App registrations is available. Click this banner to laun
VEIVIEW

Getting started | My apps ~

DISPLAY NAME
Manage

Users
Groups

85 Organizational relationships
Roles and administrators

I Enterprise applications

I Devices

I app registrations

Create a new app registration

5. Provide an application name and the sign-on
URL, https://localhost:44302/:

Create O x

* Name @
| MTTodoWebApp

Application type @
Web app / AP W

* Sign-on URL @
https://localhost:44302/ v

Provide the app properties

6. Copy the Application ID to Notepad.
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7. Click Settings:

MTTodoWebApp

Registered app

b Settings | " Manifest T Delete

Display name Application 1D
MTTodoWebApp 22c52949-a0f0-42e6-9451-Ted28c83476b
Application type Object ID

Web app / API 7249175b-b0e3-4afe-ac23-8f75e95949d1
Home page Managed application in local directory

https://localhost:44302/ MTTodoWebApp

#

Get the app configuration data

8. Provide the App ID URI in the
format https://181031inovitdemos.onmicrosoft.com/MTTodoWebA

pp:

Properties

H save ¥ Discard

* Mame @
MTTodoWebApp W

L]

* AppIDURl @
itdemos.onmicrosoft.com/MTTodoWebApp

Adding the App ID URI

9. Provide the Logout URL. The Home page URL should already be filled in.

10. Provide the URL in the
format https://localhost:44302/Account/EndSession.
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11. Click Multi-tenanted: Yes to use the app as a multi-tenant application:

Home page URL @
https://localhost:44302/

Loegout URL

https://localhost: 44302/ Account,/EndSessi ..

Terms of service URL @

Privacy staternent URL @

Multi-tenanted

=

Using the multi-tenant option

12. Configure the correct permissions for the application. Click Add in the
Required permissions section:

Settings
0
GEMERAL
11 Properties
= Reply URLs

L
zm Owners

AP| ACCESS

P Required permissions

* Required permissions

=+ add

APl

=* Grant permissions

Windows Azure Active Directory

AFPPLICATION PERML...

DELEGATED PERMISS...

Grant the required permissions
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13. Choose the Microsoft Graph API:

Select an API \

Windows Azure Active Directory

Office 365 Exchange Online

 Microsoft Graph

I

Use the Microsoft Graph API

14. Assign the Sign in and read user profile permission:

Add API access

‘I Select an API
Microsoft Graph

2 Select permissions
Orole, 1 scope

® Enable Access

Read user and shared calendars @ No

“/
Send mail on behalf of others @ Mo
Read and write user and shared mail @ No

>
Read user and shared mail @ No
v Sign in and read user profile @ Mo

Scope assignment

15. Click Grant permissions that you grant the permissions:

= add

APl

Required permissions

** Grant permissions

Windows Azure Active Directory

Micrasoft Graph

APPLICATION PERMI... DELEGATED PERMISS...

Grant permission dialog
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16. Generate a key and call it Key1, with a duration of 2 years.
17. Click Save and copy the generated key value to Notepad:
Settings X Keys ]
0 H save ¥ Discard 7T Upload Public Key
CENERAL Passwords
I Properties > DESCRIFTION EXPIRES VALUE
feply UL ’ || Key1 v| [ In2years v
i Owners > - T
uration ~
API ACCESS
b Required permissions > Public Keys

Keys

| >

THUMBPRINT

START DATE

EXPIRES

Secret key generation

18. Provide the Reply URLs.

19. The following values need to be configured:
e https://localhost:44302/

e https://localhost:44302/0Onboarding/ProcessCode

20. Here's the configuration:

Settings X Reply URLs O x
0 Hsave X piscard

GEMERAL https://localhost:44302/

" Properties > https://localhost:44302/Onboarding/ProcessCode

= Reply URLs > '

Reply URLS configuration
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21. Open Visual Studio and the WebApp-MultiTenant-OpenIDConnect-
DotNet . s1n solution file.

22. Open the web. config file of the solution.

23. Copy the Key1 value to the ida:Password section.
24. Copy the application ID to the ida:ClientID section.
25. The modified code should look like this:

<appSettings>
<add key="webpages:Version" value="3.0.8.8" />
<add key="webpages:Enabled" value="false" />
<add key="ClientValidationEnabled" value="true" />
<add key="UnobtrusivelavaScriptEnabled" value="true" />
<add key="ida:ClientID" value="22c5294 7eb" />
<add key="ida:Password" uelue:"JHSSAPS_jOthVHTSZQ:" />

</appSettings>

Code modification result

26. Test the multi-tenant functionality. Press F5 in Visual Studio to build the
solution.

27. The application should start.
28. Click Sign Up:

Home Page - OpeniD Connect . X | o

&« C @ httpsy/localhost44302

e e
ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications using HTML, CSS and
JavaScript.

Leam more »

App Sign up process
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29. Sign Up with the user Don Hall to see the expected behavior.
30. You are logged in, as you can see:

e N e
ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications using HTML, CSS and
JavaScript.

Learn more »

Successfully logging in to the application

31. Create a test item to test the app's functionality. This isn't the critical part;
we focus on the authentication:

Index

Create New

xDESCFiPtiOI"I

Hello OpenlD Edit | Details | Delete

© 2019 - Azure Active Directory

Task creation dialog

32. Try to sign up with your an Azure B2B guest user; you'll need to consent as
a user to the app.
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33. Use the admin consent in the sign-up process:

B® Microsoft

jenny.green@leano.ch

Permissions requested

MTTodoWebApp
App info

This app would like to:
v Sign you in and read your profile

v Sign you in and read your profile

Accepting these permissicns means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms

for you to review. You can change these permissions at
httpe://myapps.microsoft.com. Show details /

Cancel Accept

Checking and accepting the OAuth consent

34. Accept the consent, and you should be logged in:

NN
ASP.NET

ASP.NET is a free web framework for building great Web sites and Web applications using HTML, CSS and
JavaScript.

Leamn more »

Successfully logging in to the application

35. Test the application with another user from any Azure AD tenant and
you'll get the same experience.
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Well done! We also see with this multi-tenant application and OpenlD Connect
implementation.

A final tip: configure the Graph Explorer for your tenant to work with the Microsoft
Graph API, and gather more information about this topic. Visit https://developer.

microsoft.com/en-us/graph/graph-explorer and log in as a global admin to
your Azure AD:

=. Microsoft | Microsoft Graph Solutions. Graph Explorer Getting Started. Docs 4P| Reference

vi.0 ~

Graph Explorer GET

‘ https://graph.microsoft.com/v1.0/me/

Q Authentication Request Body  Request Headers

Tenant Administrator (Breaking Gla...

g7 Sample Queries

Getting Started
GET my profile
GET my photo

GET [

L (¥) Success - Status Code 200, 142ms
GET all the items in my drive
(s fizms fErin g e Response Preview Response Headers
GET my manager

"https://graph.microsoft.com/vl.@/$metadatafusers/Sentity”,
1.

ant Administrator (Breaking Glass)"

O History

s

GET v1.0/me, L . .
. os.onmicrosoft.com”,

GET  NI1.0/mef

GET N1.0/mef

0s .onmicrosoft.com",

Microsoft Graph Explorer application

With all this experience, you can now start analyzing and extending the solutions.
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Summary

In this chapter, you learned about single- and multi-tenant applications and the
differences between them. You handled both application types in your environment.
Furthermore, you discovered roles and claims in both application types, so now you
can provide a role-based access control (RBAC) scenario. With all the other
applications you've deployed, you now understand the differences between the
different protocols, such as SAML2.0, OAuth2 with the different flow types, and
OpenlD Connect. You also learned how the System for Cross-domain Identity
Management (SCIM) helps you to provision users (synchronizing) from Azure AD to
the application.

In the next chapter, you'll learn how to provide a cloud-based identity management
life cycle. We'll focus on how to provide secure and usable authentication and
identity management to your users.
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Exploring Azure AD ldentity
Services

In this chapter, we'll explore the different Azure AD identity services and AD FS as
an on-premise identity service. We'll look at the Azure AD B2B and B2C functionality
and explain the main concepts behind these technologies. Furthermore, we'll look at
and extend the Azure AD Domain Services that we configured in chapter 1, Building
and Managing Azure Active Directory. To get the whole picture, we'll also view the
different capabilities of the Active Directory Federation Services, and how they
support different authentication scenarios. You will learn how to use the Azure AD
B2B and B2C services for your projects, in order to provide suitable access to your
applications for customers, partners, and internal employees. Particularly, you can
use Azure AD B2C as a complete identity platform for your developed applications.

The chapter will be divided into the following sections:

e Preparing your lab environment

Understanding Azure AD Business to Business (B2B)

Exploring Azure AD Business to Customer (B2C)

Extending Active Directory solutions with Azure AD Domain Services

e AD FS as an on-premise identity service for the cloud

In the first section, we start preparing our lab environment.
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Preparing your lab environment

In this chapter, we will need to have an additional Azure AD, configured with Office
365, to test the different features. You already know how to create this configuration
from chapter 1, Building and Managing Azure Active Directory. Build this additional
tenant with a minimum set of configurations. Basically, you'll need to have a custom
domain verified and registered, and nothing else. Furthermore, you will need to
install Visual Studio 2017 Community with the ASP.NET and web development
workload on your administrative workstation:

Cost saving: Start VMs only foryour work — Don't forget to Shutdown!

Licenses Licenses
D Microsoft 365 E5 Trial Microsoft 365 E5 Trial
] Azure Trial subscripti Azure Trial subscripti
ure Trial subscription Additional Software ure Trial subscription

SQL Server 2017 Trial
C SharePoint 2016 Trial
D a Visual Studio 2017 Community
Visual Studio Code ]
® N
Windows 10 PRO/ENT

Azure AD1: yourdomainl.onmicrosoft.com Azure AD2: yourdomain3.onmicrosaft.com

Subject:
YOURDOMAIN1.COM YEICENE D YOURDOMAIN2.COM
certauth loginyourdemain1.com

enterpriseregistration.yourdomaini.com

10.0.04 10.0.0.6 10.0.0.5 10.0.0.11 10.0.0.7 10.0.0.20
YD1ADSO01 YD1APPO1 YD1INFO1 YD1RMSO1 YD1URAO1 YD2ADSO1
Standard D2s v3 Standard B4ms Standard B4ms Standard DS1 v2 Standard D51 v2 Standard D2s v3
(2 vecpus, 8 GB memoryl (4 vepus, 16 GB memory) (4 vepus, 16 GB mem ory) {1 vepus, 3.5 GB memory) (1 vecpus, 3.5 GB memory) (2 vepus, 8 GB memary)
@ - @ -
YD1CLIo1 YD1CLI02
Standard D2v2 Standard D2 v2 Subject: login.yourdomain2.com
(2 vepus, 7 GB memory) (2 vepus, 7 GB memary)
Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview

To configure the Azure AD Domain Services LDAPS use case, you need to provide a
public SSL certificate. You can use the procedure from chapter 7, Deploying Solutions
on Azure AD and AD FS, to generate certificates for your needs with Let's Encrypt
solution. We'll start with the Azure AD B2B functionality.
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Understanding Azure AD B2B

Azure AD B2B solves the problem of collaboration between business partners. It
allows users to share business applications between partners, without going through
inter-company federation relationships and internally-managed partner identities.
With Azure AD B2B, you can create cross-company relationships by inviting

and authorizing users from partner companies to access your resources. With this
process, each company federates once, with Azure AD, and each user is then
represented by a single Azure AD account. This option also provides a higher
security level, because if a user leaves the partner organization, access is
automatically disallowed. Inside of Azure AD, the user will be handled as a guest,
and they won't be able to traverse other users in the directory. Permissions of the
invited user will be provided over the correct associated group membership.

The following figure shows the process of enabling business partners to access
your applications:

EXTERNAL USER ID CREATED
STATUS: PENDING CONFIRMATION

[ c @
-_ Azure Active -

Directory
ADMINISTRATOR (SENDER] INVITATION RECIPIENT
CREATES ACCEPTS
INVITATION INVITATION

EXTERNAL USER ID
STATUS: ID CONFIRMATION

RECIPIENT HAS

AZUREAD
ACCOUNT?
YES
Azure Active Azure Active
Directory Directory
INVITATION (RECIPIENT) (SEMDER)

EXTERNAL USER

STATUS: ALLOWED ACCESS TO SHARED RESOURCE
EXTERNAL USER ID

RECIPIENT HAS STATUS: ID CONFIRMATION

AZUREAD -
ACCOUNT? Sgnvp

&

FLOW 2

v Azure Active
INVITATION DIRECTORY SERVICE T ] AZDUI;:C’?;;,‘E Directory
(RECIPIENT) (SENDER)

EXTERNAL USER
AdHoc Azure AD STATUS: ALLOWED ACCESS TO SHARED RESOURCE

Azure AD B2B invitation flows
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In the case of FLOW 1, the user will be able to sign in to the partner organization after
they accept, and consent to, the invitation.

In the case of FLOW 2, the user signs up for their own Azure Active Directory and
will be added to the Azure AD from which the invitation process was started.

You can find more information about the service at https://docs.microsoft.com/
en-us/azure/active-directory/b2b/what-is-b2b. In chapter 11, Creating Identity
Life Cycle Management on Azure, we'll provide the configuration tasks for the complete
guest-management life cycle, which includes the Azure AD B2B portal, using Azure
MFA, conditional access, and access reviews.

Providing resource access to external
partners (on-premise)

With the following on-premise configuration, we can provide resource access to
external partners. You can use AD FS for this task, to allow employees and customers
or partners to access your claims-aware applications. We can achieve the goal of
providing federated B2B access by configuring federation partners.

The design and the traffic flow are shown in the following diagram:
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Business-to-Business (B2B) scenario
User from azureid (A) accessing claims-aware applications on inovitdemos (B)
azureid (A) inovitdemos (B)
Traffic Flow
- |- —-—-—= - = — — 1. Client requests the application page and
Federated receives a redirect to STS-B
Domain ADFS Server Trust ADFS Server Domain
Controller STS-A STS-B Controller 2. Home Realm Discovery is working and
T / f the client receives a redirect to STS-A
/ | Trust 3. Client authenticates to STS-A and
lo‘/ receives a token
= 4. Client presents token A to STS-B and
D ~ receives a token B
Client
Web Server 5. Client presents taken B to the application
and get access to application
Domain ADFS Server Trust A;FS Server Domain
Controller STS-A A STS-B Controller Federated Trusts
? AD FS exposes STS information via
/ | Trust Federation Metadata
o ® Impott data about the claims provider published online or on 2 local network
o Use this option to import the necessary data and certficates from a claims provider organization that
publishes ts federation metadata oniine or on a local network
h . Federation metadata address (host name or URL)
Client Web Server https://login.azureid.ch
Example: fs fabrikam com or https://4s fabrkam com/
ADFS B2B configuration

Another capability of Active Directory Federation Service is the ability to support
active clients using the WS-Trust specifications. This allows your client software to
interact with the different players in such a scenario, without relying on browser
redirects to locate the claims provider, resource provider, or other relevant

components.

The flow runs in the following steps:

1. The Requesting Service (software on client) queries the Target Service and
requests a list of policy requirements. This includes a list of required claims

and the STS.

2. The Requesting Service queries the Relying Party STS for policies. This
includes the list of claims providers that the STS trusts.
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3. The Requesting Service queries the Claims Provider STS for the list of
policies. This includes the required authentication method and other
information.

4. The Requesting Service receives all of the policy information; the client will
request a token from the Claims Provider (CP). This is a direct connection
to the CP using SOAP over HTTPS.

5. The CP authenticates the user and returns a token.

6. The Requesting Service receives the token; a token will be directly
requested from the Relying Party (RP) using SOAP over HTTPS.

7. The Relying Party Federation Server signs the token and sends it back to
the user.

8. The Requesting Service receives the token that has been issued and signed

by the Relying Party STS. It submits the token to the target services and
receives a response:

Requesting Claims Provider Target Relying Party
Service STS Service STS

Fetch service policy

Fetch SP policy

Fetch IP policy

Request token

Return token

Request token

Return token

Send secured request

Return secured response

WS-trust flow

Remember that this on-premise extension can always be supported and used with
Azure Identity and Access Management services.
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Exploring Azure AD B2C

Azure AD B2C builds a complete identity-management framework for developers
and supports signing in to your application using social networks, such as Facebook,
Google, or LinkedIn, and creating developed accounts with usernames and
passwords specifically for your company-owned application. Self-service password
management and profile management are also provided. Additionally, Azure MFA
introduces a higher grade of security to the solution. Principally, this feature allows
for small, medium, and large companies to hold their customers in a separate Azure
Active Directory, with all the capabilities, and more, in a similar way to the corporate-
managed Azure Active Directory. With different verification options, you are also
able to provide the necessary identity assurance required for more sensible
transactions. Azure AD B2C takes care of all of the IAM tasks for your own
development activities.

Basically, the minimum architecture with the usage of Azure AD B2C looks like the
following example. As we already mentioned, Azure AD B2C provides the identity-
management framework for your application:

User > Azure Active Directory B2C

R

Azure AD B2C basic concepts

To get a better understanding of Azure AD B2C, we'll build an example application
from Microsoft that provides a small web application, including a web API. This
application is a good starting point to get deeper into Azure AD B2C. We highly
recommend building it in your lab environment. The application can also run against
a predefined demo environment. You will find the source at https://github.com/
Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the—

demo-environment.

[397]


https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment
https://github.com/Azure-Samples/active-directory-b2c-dotnet-webapp-and-webapi#Using-the-demo-environment

Exploring Azure AD Identity Services Chapter 10

We recommend working through the following Azure AD B2C

introduction before you start the lab activities: https://docs.
microsoft.com/en-us/azure/active-directory-b2c/active—
directory-b2c-overview

Let's start our journey and log in to our administrative workstation.

We'll do all of the Azure AD B2C tasks on the first full-blown Azure
AD that we created.

In the next section, we will create the Azure AD B2C tenant.

Azure AD B2C tenant creation

Now that we know the basic concept of Azure AD B2C, we will start our
configuration for the test application that uses Azure AD B2C to provide the identity
platform:

1. Open a shell or command line in your Visual Studio project folder, in my
case C:\Users\jochen.nickel\Documents\Visual Studio
2017\Projects, and execute the following command:

git clone
https://github.com/Azure-Samples/active-directory-b2c-dotn
et-webapp—-and-webapi.git

2. Create the Azure AD B2C directory.
3. Open the Azure Portal (https://portal.azure.com) with global
administrator credentials.

4. Use the search option to find the Azure AD B2C blade to view the service
that we'll create:
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Azure AD B2C
Py

os.onmicras

Essentials
@ QOverview

Manage
Applications
M |dentity providers o Learn more about Azure AD B2C

Use Azure AD B2C as your customer identity
and access management solution today!

User attributes

.
m Users
Get started &

Activities

H Audit logs

Palicies

# |dentity Experience Framework ...
# sign-up or sign-in policies

¥ profile editing policies

‘E'.‘ Password reset policies

# sign-up policies

# sign-in policies

#F Resource Owner policies (Previ...

i# Al policies

This is not an Azure AD B2C directory. To create a new B2C directory & manage your consumer identities in the cloud, click the articles below.

+ Create an Azure AD B2C tenant

Start using Azure AD B2C to authenticate to
your apps today!

Get started &

Azure AD B2C creation procedure

5. Click on Create a resource in the top-left corner of the Azure portal.

6. Click on Identity and choose Azure Active Directory B2C:

Internet of Things
Integration

Security

Identity

B

Azure Information Protection
Cuickstart tutonal

Azure AD Domain Services
Quickstart tutorial

Developer Tools

@

Management Tools

Software as a Service (Saa5)

Azure Active Directory B2C

Learn more

Blockchain

Choose Azure AD B2C
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7. Click on Create a new Azure AD B2C Tenant:

Create new B2C Tenant or Link to existing Tenant 0 X

@ Create a new Azure AD B2C Tenant @

Create the new Azure AD B2C tenant

8. Use the YOURDOMAIN1 and YOURDOMAINB2C values for your demo
environment:

* Organization name @

|INOVHDEMGS v

* |nitial domain name @

| inovitdemosb2c o

inovitdernosb2c.onmicrosoft.com

Country or region @

| Switzerland s |

Directory creation will take about
one minute,

Azure AD B2C properties
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9. Link the new Azure AD B2C to our Azure subscription:

Create new B2C Tenant or Link to existing Tenant X Azure AD B2C Resource 0 x

* Azure AD B2C Tenant @

@ Create a new Azure AD B2C Tenant @

| inovitdemosb2c.onmicrosoft.com v

Link an existing Azure AD B2C Tenant to my Azure subscription @

* Subscription
MPMN - JOCHEM MICKEL ~

* Resource group
mpnjnirgrp ~

Create new

Linking the Azure AD B2C tenant

10. Switch the directory to use the new Azure AD B2C tenant:

INOVITDEMOS provided by inovit ... Sign out

Tenant Administrat...

admin@ 18103 Tinovitdemos.o...

View account
Switch directory

,r"“'\, INOVITDEMOS provided by inovit G..

\ J_a" Don.Hall@inovitdemos.ch

Azure AD directory switching
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11. Use the Azure AD B2C directory:

INOWVITDEMOS
inovitdemosb2c.onmicrosoft.com
7d20a2bd-9fbf-4961-851e-956e81250a74

INOVITDEMOS provided by inovit GmbH
18103 1inovitdemos.onmicrosoft.com
7709ca2b-3bes-4d92-89d7-dc1e274b4d0e

Choose the newly created Azure AD B2C tenant

Navigate to the Azure AD B2C blade:

@ Overview

Manage
B applications
ula Identity providers
User attributes
Users
Policies
. User flows (policies)
4 identity Experience Framework
Activities

W Auditlogs

K Troubleshoot

(i ] Built-in policies are now branded as user flows, custom policies remain unchanged. Click here to read more. =

Domain name

Tenant type
inovitdemosb2c.onmicrosoft.com

Production-scale tenant
Metered Subscription status
Registered
subscription ID
S6dlfdofe-2bb6-428f-890a-6e8346da5477

Resource name
inovitdemosb2c.onmicrosoft.com

Welcome to Azure Active Directory B2C

(1) Register an application (2") Add identity provider(s)

p
(3" create auser flow
The application regstraion s used to secure
yourdiectory by sllowing only your
applications o make requests and o make
e your users ae sent to » tusted plce afer
igning . Get sarted

Identity providers are the different types of User flows define the experience for your users
signing up and signing into your application.
Get started

accounts your users can use-to sign into your
application. Get started

Provide feedback @

Documentation

Register your application
Built-in policies

Azure AD Graph API
Custormize user interface

Requesting access tokens

Code samples

In the next section, we will configure the demo application in Azure AD.

Azure AD B2C overview page
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Demo app registration

Next, we'll register the new Demo Web App and the Web App API under application:

1. Add the web app, as shown in the following screenshot:

New application 0O X

* Mame @
| Derno Web App v'|

Web App / Web API
Include web app / web APl @

Allow implicit flow @&

U} Redirect URls must all belong te the same domain

Reply URL @

https:/{jwt.ms

https:/flocalhost: 44316/

App ID URI (optional) @

https://inovitdernosb2c.onmicrosoft.com/

Native client
Include native client @&

Yes Mo

Provide the app properties
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2. Create an app key:

Demo Web App - Keys

« H Save | 2 Discard + Generate key

General App key @
] Save the app to view the key.
Properties
Keys
APl Access

<1 APl access

‘= Published scopes

App key generation process

3. Copy the key value to a notepad.

4. Copy the app ID under the properties section to the notepad.
5. Register the second app for the Web App APL

6. Fill in the values, as shown in the following screenshot:
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New application 0 X

* Name @
| Demo Web API v

Web App / Web API
Include web app / web APl @

0 Redirect URIs must all belong to the same domain

Feply URL &

https://localhost: 44332

App 1D URI (optional) @
https://inovitdemosb2c.onmicrosoft.com/| myAPISample J|

Native client
Include native client @

Yes MNo

Register the second application with properties

7. Copy the App ID URI (optional) to the notepad.
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8. Configure the Published scopes of the web API:
e Hello.Write | Write access to hello

e Hello.Read | Read access to hello:

Demo Web API - Published scopes

«

General SCOPE DESCRIPTION FULL SCOPE VALUE
Properties
P user_impersonation Access this app on behalf of the signed-in user ps/f 2 ft.com/my ple
Keys
Hello.Write Wite access to hello psi/f 2 osoft.com/my ple/HelloWrite
API Access
Hello.Read Read access to hello ps/f 2 osoft.com/my ple/HelloRead
%, APl access

‘= published scopes

Defining scopes

9. Change to the Web App and API access section.
10. Click on Add and select the Demo Web API:

Home » Azure AD B2C - Applications » Demo Web App - APl access API access
Demo Web App - APl access
Select APl @
«
+ rad | Demo web 4PI -
General API PERMITTED SCOPES Select Scopes @
3 selected ~
Pi ri
roperties Access the user's profile 2
Keys
APl Access
<t APl access

= Published scopes

Define the app access
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11. You should be presented with the following;:

Home > Azure AD B2C - Applications > Demo Web App - APl access
Demo Web App - APl access

“ opadd
General APl PERMITTED SCOPES
Properties
P H Demo Web API 3
Keys
Access the user's profile 2
APl Access |

. APl access

i= Published scopes

API access result

12. You should have a notepad with the following values:

Web App

ID d92¢c671f-c576-45b1-9d53-0510£306bccc
Key WALrw#+DZ6L#vW7, 3 (ryS.uP

Web App API
ID 2f73f192-e9c5-4fa8-8429-9%9aa3£d13293e

Now, we can start the user flow creation in Azure AD B2C.
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User flow creation
In the following section, we will configure the first user flow in Azure AD B2C to get
a user sign-up process to the demo application.

Next, we will create our first user flow:

1. Navigate to user flows (policies) and create your first flow:

+ MNew user flow

User flow type

User flow name
Filter by user flow type v

MNAME MFA

MNe user flows found.

New user flow creation

2. Use the Sign up and sign in option:

 Recommended | Preview  All

Recommended for most applications.

Sign up and sign in
Lets a user register for or log into their account

Choosing the Sign up and sign in option
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3. Use the following values for the flow:

€ Select a different type of user flow
Get started with your user flow with a few basic selections. Don't worry about getting everything right here,

1. Name *
The unique string used to identify this user flow in requests to Azure AD B2C, This cannot be changed af]

B2C_1_SiUpln v

2. ldentity providers *

Identity providers are the different types of accounts your users can use to log into your application. You

Please select at least one identity provider

B Email signup

3. Multifactor authentication
Enabling multifactor authentication (MFA) requires your users to verify their identity with a second facto

Multifactor authentication JESEASEN Disabled

4, User attributes and claims

User attributes are values collected on sign up. Claims are values about the user returned to the applicati

Collect attribute Return claim

Given Name @

Surname @

City @

Country/Regicn @ v

Ernail Address D

Also selected: Display Name, Identity Provider, Postal Code, User is new, User's Object ID
Show more...

Defining the flow properties
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4. And the following attributes:

4. User attributes and claims
User attributes are values collected on sign up. Claims are values about the user returned to the
application in the token. You can create custom attributes for use in your directory.
Collect attribute Return claim
City @
Country/Region @
Display Name @
Email Address @
Email Addresses @
Given Mame @
Identity Provider @
Job Title @
Postal Code @
State/Province @
Street Address @
Surname @
Useris new @
User's Object ID @

Choosing the attributes that will be collected and will also return a claim

5. Click on Create.

Now that we have prepared the Sign up and sign in options, we can start to modify
the demo application code.
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Visual Studio code modification

To use the newly created user flow, we need to modify the demo application code.
Modify the TaskWebApp project, as follows:

1. Open the web. config file from TaskWebApp

2. Find the following keys and replace them:
e ida:Tenant, with your tenant
name, yourdomainb2c.onmicrosoft.com

e ida:ClientId, with the app ID from the notepad
e ida:ClientSecret, with your key from the notepad
® ida:SignUpSignInPolicyId, withb2c_1_SiUpIn

3. Comment out the following entries:

<!--<add key="api:TaskServiceUrl"
value="https://aadb2cplayground.azurewebsites.net/" />-—>

4. Uncomment the following entries:

<add key="api:TaskServiceUrl"
value="https://localhost:44332/"/>

5. Change the api:ApiIdentifier key value to the app ID URI of the API:

<!--<add key="api:Apildentifier"
value="https://fabrikamb2c.onmicrosoft.com/api/" />—>
<add key="api:Apildentifier"
value="https://yourdomainb2c.onmicrosoft.com/myAPISample/"
/>
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6. Your code should look as follows:

F<configuration>
F  <appSettings>
<add
<add
<add key="ClientValidationEnabled" value="true" />
<add /="UnobtrusivelavaScriptEnabled"” value="true" />

<add :Tenant" value="inovitdemosb2c.onmicrosoft.com" />

<add :ClientTd" value="d92c671f-c576-45b1-9d53-8518f3@6bccc" />

<add :ClientSecret” value="WdLruw#+DZ6L#VWT,3(ryS.uP" />

<add :AadInstance" value="https://login.microsoftonline.com/tf A
<add :RedirectUri" valu https://localhost:44316/" />

<add :SignUpSignInPolicyId" value="b2c_1_SiUpIn" />

<add :EditProfilePolicyId" value="b2c_1_SiPe" />

<add :ResetPasswordPolicyId" wvalue="b2c_1_SSPR"™ />

<!-- Uncomment the localhost url if you want to run the API locally --»

<add key="api:TaskServiceUrl" value="https://localhost:44332/" />

<l--add key="api:TaskServiceUrl" value="https://localhost:44332/" /-->

<!-- The following settings is used for requesting access tokens -->
/="api:Apildentifier" value="https://inovitdemosb2c.onmicrosoft.com/myAPISample/" />
/="apil:ReadScope" value="Hello.Read" />

<add key="api:WriteScope" value="Hello.Write" />

</appSettings>

Modified code reference

Modify the TaskService project, as follows:

1. Open the Web. config file from the TaskService project.

2. Find the following keys and replace them:
e ida:Tenant, with your yourdomainb2c.onmicrosoft.com

¢ ida:ClientId, with the application ID from your web API
e ida:SignUpSignInPolicyId, withb2c_1_SiUpIn

® api:ReadScope, with Hello.Read

® api:WriteScope, with Hello.Write

3. Your code should look like this:

<appSettings>
<add key="webpages:Version" value="3.0.8.8" />
<add key="webpages:Enabled" value="false" />
<add key="ClientValidaticnEnabled" value="true" />
<add key="UnobtrusiveJavaScriptEnabled" value="true" />
<add key da:AadInstance"” value="https://login.microsoftonline.com/{@}/v2.08/.well-known/openid-configuration?p={1}" />
<add key da:Tenant" value="inovitdemosb2c.onmicrosoft.com" />
<add key a:ClientId" value="2f73f192-e9c5-4fa8-8429-9a23fd13293e" />
<add key="ida:SignUpSignInPolicyId" value="B2C_1_SiUpIn" />
<!-- The following settings is used for reguesting access tokens -->
<add key="api:ReadScope" value="Hello.Read" />
<add key="api:WriteScope” value="Hello.Write" />
</appSettings>
<l--

=

Modified code reference
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The Visual Studio Startup Project modification is as follows:

1. Go to the Solution Explorer and right-click on Properties.
2. Under Common Properties, go to Startup Project.
3. Use the following configuration:

Solution Explorer
@E-|o-5 a| K=

Search Solution Explorer (Ctrl+d) P~

fa] Solution ‘B2C-WebAPI-DotNet’ (2 projects) -
Properties

Version=6.8.8.8, Culture=neutral, Public

Service References |

MN/A N/A Configuration Manager...

4 Commen Properties O Current selection

Startup Project (O Single startup project

Project Dependencies E—

Code Analysis Settings askivenapp

Debug Source Files (®) Multiple startup projects:

I> Configuration Properties - -

Praject Action
TaskService Start -
TaskWebdpp Start -

oK Cancel Apply

Configuring the project start up options
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4. Press F5 in Visual Studio to start both the Web App and the Web App API:

< C @ nttpsy//localhost:44316 * @ i | € C & hitps//localhost44332 *

ASP.NET ASP.NET

ASP.NET is a free web framework for building great Web sites ASP.NET is a free web framework for building great Web sites
and Web applications using HTML, CSS and JavaScript. and Web applications using HTML, CSS, and JavaScript.

Started applications view

5. Click on Sign up/Sign In on the web app, and Azure AD B2C will come
into the game:

Sign in with your existing account
Email Address

Email Address

Password Fo rgot your password?

Password

Don't have an account? Sign up now

Testing the user flow

6. Click on Sign up now.
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7. Enter your details and click on Send verification code:

Email Address

‘jochen_nickel@inovit_ch ‘

Send verification code

New Password

Country/Region
‘ Switzerland v

Display Name

‘Jochen Nickel ‘

Postal Code
‘ 8162 ‘

Providing the required data

8. You'll receive an email with the verification code, as follows:

Verify your email address

Thanks for verifying your jochen.nickel@inovit.ch account!

Your code is: 064957

Sincerely,
INOVITDEMOS

Get your verification code
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9. Verify and create the account.

10. Azure MFA will now come into the game; provide your preferred
verification option:

Enter a number below that we can send a code via SMS or
phone to authenticate you.

Country Code
Switzerland (+41) v

Phone Number
‘79?'483898 ‘

Send Code Call Me

Providing your verification

11. You've successfully signed in, and you can view your claims:

Claims
Claims Present in the Claims Identity:
Claim Type Claim Value
exp 1548085115
nbf 1548081515
ver 10
iss https:/flogin.microsoftonline.com/7d20a2bd-9bi-4961-851e-956e81250a74/v2.0/
http:f/schemas. xmisoap.org/ws/2005/05/identity/claims/nameidentifier 53339793-0482-4e1b-bc1c-e420894eCiT3
aud d92c671f-c576-45b1-9d53-0510f306bcce
nonce 636836750325212293 ZIRMZDYSMjITYjMANy0OMzlLWFmMTRODY2MDUyOWMS3YTZI. ..
iat 1548081515
auth_time 1548081515
http:f/schemas. microsoft comvidentity/claims/objectidentifier 53339793-0482-4e1b-bc1c-e420e94eci 3
newUser true
name Jochen Nickel
postalCode 8162
tip B2C_1_SiUpin
c_hash 3JOSJ0IW5_vSL84BxUUZig
© 2019 - My ASP.NET Application

Successful login on the demo app, including the provided claims

Yeah! Well done. You can dive deeper into Azure AD B2C at https://docs.

microsoft.com/en-us/azure/active-directory-b2c/.
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Comparing Azure AD B2B and B2C

Basically, both of the Azure AD services allow you to work with external users. Azure
AD B2B focuses on the business to simplify the collaboration process with the secure
sharing of information and resources. It takes care of the federation between the
organizations and allows for a simple invitation-and-redemption process with
different account types, such as school and work accounts, or simply an email
account.

Azure AD B2C focuses on developers that create customer-facing apps. Developers
get a full-featured identity system for their applications. Azure AD B2C provides a
local repository and the sign-in experience with many other identity providers:

Azure AD B2B Azure AD B2C

Authe.ntlc.atlon of users from partner Customer access with mobile and web apps
organizations

Partner life cycle = host and inviting Customer life cycle = self-service or application-
organizations, including access reviews managed

Supports work or school accounts, or any Supports local user application accounts or
email address supported identity providers

Supports SSO to all Azure AD connected Supports SSO to customer-owned applications
applications within the Azure AD B2C tenants

Security policy managed by both

organizations Security policy managed by the application

Branding managed by both organizations Branding managed by the application
Partner users are included in the same Azure [Managed separately from the organization or
AD, by default, with the guest user type partner Azure AD

In the next section, we'll compare AD FS against the two services, to provide you with
a global view.

Comparing AD FS with Azure B2B and B2C

In this section, we'll provide you with some helpful information so that you can
differentiate between AD FS and the Azure AD B2B and B2C functionalities.

We'll start with the main differences between AD FS and the Azure B2B scenario.
With Azure AD B2B comes the capability to invite users from partner organizations
to access applications on your own Azure AD instance. With AD FS, you can provide
the same functionality, with CP trusts, to any partner organization that's based on AD
FS.
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However, you will hit the following differences:

e With AD FS, you have a lot of flexibility, and can run any
customized scenario
e The following requirements need to be fulfilled:
¢ Partner requires the Federation Service

e Certificate handling
e Administrative overhead

With Azure AD B2B, there is an easy invitation process. The feature is available for
free, or by using a 5.1 ratio if basic or premium features are used, and the partner
doesn't need to fulfill any requirements—invitations for Azure AD and locally-
based directory users, including social identities, are possible.

The admin controls all of the access to your corporate apps through your Azure AD
directory. When collaboration is terminated, partner users can be removed from your
Azure AD, and their access to your apps will immediately be revoked. Access reviews
can be used to manage the life cycles of guest users. Additionally, when a partner
user leaves the partner organization, access is automatically lost if the partner
organizations uses a native Azure AD and not an AdHoc (unmanaged Azure AD
tenant).

Keep in mind that if you still want to use AD FS for B2B, you will
need to manage the whole life cycle of the guest user's account.

The next thing that we will discuss is the difference between AD FS and Azure AD
B2C. You have two main scenarios that you can run. First, you can handle customer
accounts and an on-premise identity store, and the authentication can be managed by
AD FS. This scenario is helpful if you want to have full control in your own
environment. But you also need to provide several processes and technologies to
support such a scenario—and this is for the whole year.
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The other option is that customers can sign up or bring their own consumer identities
with Azure AD B2C, so you will receive a fully-manageable solution with

high availability and the most common processes and support functionalities already
implemented.

AD FS delivers a very flexible and customizable solution in your own environment,
but you have to integrate social media providers and build trust relationships, so that
the users can bring their own identities. As we already mentioned, user management
and self-servicing have to be built and provided with high availability.

With Azure AD B2C, you receive a fully-packed solution, which allows for the
developer of a business application to use the whole identity framework of Azure AD
and the B2C extensions. Sign-up pages are ready to use, or users can bring their own
identities (Google, Live, Facebook, and so on), and you can enable self-servicing
options.

Extending Active Directory solutions with
Azure AD Domain Services

Azure AD Domain Services helps you to move your on-premise applications,
depending on traditional authentication methods, such as Kerberos and NTLM, to the
cloud. This cloud-based service allows you to join your laaS virtual machines to a
managed domain without the need to provide domain controllers on virtual
machines. With this solution, you can integrate your applications directly in your
Azure Active Directory services and benefit from the rich feature set. With the
synchronization of the Azure AD users to Azure AD DS, you can use identities to
provide authentication and authorization. You're also able to connect by Lightweight
Directory Access Protocol (LDAP/S) to the directory service.
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The following diagram shows the integration scenario, from the perspective of
an application installed on an laa$S virtual machine:

CAUTH 2.0
e

COPEMID CONMNECT 1.0

Directory
Domain Services

-————— .
WIA (KEREERQS) @ A%t{rec);\ctlve

. . irectory
‘ WIA (NTLM) Azure Active

LDAP WS-FEDERATION 1.2

LEGACY

APPS SAML

Azure AD Domain Services overview

This service provides you with a flat organizational unit structure and group policies,
by default, for managing the domain-joined server systems. Generally, it's not a good
idea to join client computers in this directory.

The service is used to help you with the integration of the following systems:

e NAS systems
e Print solutions

It also lifts your on-premise services to Azure if they aren't claims-enabled.

The following configuration shows you how to extend the solution from chapter 1,
Building and Managing Azure Active Directory, where we first enabled the service. To
configure this solution, you will need to have a certificate. Refer to chapter 8, Using
the Azure AD App Proxy and the Web Application Proxy, to find instructions for creating
a certificate for this purpose. Perform the following steps:

1. Navigate to https://portal.azure.com on the Azure AD Domain
Services blade.

2. Choose Secure LDAP and Enable the service:

[420]



https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com

Exploring Azure AD Identity Services Chapter 10

l inovitlabs.ch - Secure LDAP

AD Do

Overview Secure LDAP Allow secure LDAP access over the internet
X Disabled Disabled
Activity |
= ity log | Thumbprint Certificate expires
2% Access control (AM) Not available Not available

Manage

Secure LDAP @

Properties

l Secure LDAP
Health
Troubleshooting + Support

K Troubleshoot

New support request

Secure LDAP activation procedure

3. Enable the Allow secure LDAP access over the internet, and upload the
certificate, including the private key:

l inovitlabs.ch - Secure LDAP
D Domsn

« RAsave X Discard

Overview : Secure LDAP Allow secure LDAP access over the internet
| Disabled Disabled
Activity lo |
L fty log | Thumbprint Certificate expires
Not available Not available

i Access control (1AM)

Manage
Secure LDAP @

Properties | Enable
B secureLDaP | Allow secure LDAP access overthe intemet @
Health . I

Upload a PFXfile containing the certificate to be used for secure LDAP access to this managed domain
Troubleshooting + Support

K Troubleshoot | PFXfile with secure LDAP certificate @
| “inovitlabs.px" E

New suppart request

* Password to decrypt PFX file @

Your subnet is protected by network security group AADDS-inovitlabs.ch-NSG. To give user access to secure LDAP endpoint, please ensure *Allow" rule on port 636 is configured with
proper P ranges on the network security group.

Users cannot bind using secure LDAP or sign in to the managed domain, until you enable password hash synchronization to Azure AD Domain Senvices. Follow the instructions below,
depending on the type of users in your Azure AD directory. Complete both sets of instructions if you have a mix of cloud-only and synced user accounts in your Azure AD directory.

@ ® Instructions for cloud-only user accounts

o Instructions for synced user accounts

Providing the certificate
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4. Create a new LDAPS security rule in the network security group.
5. Add a rule with your source IP and the Azure AD DS destination network:

« = Move [ Delete L) Refresh

~ | Resource group (change) Security rules
@ overview | inovitcloudlabsrgrp 5 inbound, 0 outbound
B Activity log | Location Associated with
| West Europe 1 subnets, 0 network interfaces

..
i Access contral (IAM) Subscription (change)

& Tags | MPN - INOVITCLOUDLABS
| Subscription ID
K Diagnose and solve problems | 89d02fea-4e07-4b17-9029-44f3775fa8d9

Tags (change)

Settings
Click here to add tags
. Inbound security rules | 2
" Outbound security rules | Inbound security rules
B Networkinterfaces PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION
> Subnets
1o AllowSyncWithAzureAD 443 TP Any Any @ Allow
Properties
o LDAPS 636 TP 62.2.96.130 192.168.0.0/24  Allow
& Locks
201 AllowRD 3389 TP 207.68.190.32/27,13.... Any @ Allow

Automation script

Changing the firewall rules to allow LDAPS

6. Connect to the LDAPS service with your preferred LDAP browser:

©-[J LDAPS AAD DS

1 CH=DisplaySpecifiers

[ €N =Extended-Rights

1 CM=ForestUpdates

+-[_J CM=LostAndFoundConfig

] CN=NTDS Quotas

[ CMN=Partitions

{1 CN=Physical Locations

1 CM=Services

[ CN=Sites

1 CN=Wellknown Security Principals
@] daps:/finovitlabs. ch:&36/CN=5chema, CN=Configuration, DC =inovitlabs,DC=ch

Testing the LDAPS connection
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You can find more information about the LDAPS configuration at https://docs.
microsoft.com/en-us/azure/active-directory-domain-services/active—

directory-ds-admin-guide-configure-secure-1ldap.

In the next section, we'll discuss how to use AD FS as an on-premise identity service
for the cloud.

AD FS as an on-premise identity service
for the cloud

Authenticating users in multi-forest environments is just a bit more complex than
doing it in a typical single-forest deployment. You should already be aware of the
basics of the different authentication protocols and AD FS, thanks to previous
chapters. The configuration of the integration with Office 365 is a straightforward
process; with the Convert-MsolDomainToFederated command, you can create
everything that's needed in your AD FS configuration. With

the SupportMultipleDomain switch, you can define whether you're using a multi-
forest scenario.

Next, we'll start with the supported and possible scenarios in the case of using
multiple forests and Office 365. We'll focus on the AD FS server deployment.
Furthermore, you can always attach an AD FS proxy/WAP to these scenarios.

This section will cover the following scenarios:

A typical single-forest deployment
e Two or more Active Directory forests running separate AD FS instances
¢ Running one AD FS instance for multiple trusted forests

Supporting one AD FS instance for multiple Active Directory forests
without an AD trust relationship

Using a local CP trust to support multiple Active Directory forests

Using a shared Active Directory environment

Microsoft Cloud Solution Provider summary
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Typical single-forest deployment

This scenario is a commonly seen configuration in smaller and medium-sized
organizations; it's a one-forest scenario with AD FS authentication to Office 365. You
can use one or more UPNs with the related verified UPN domains:

UPN: inovitdemos.ch I]

! ! E _ UPN:inovitdemos.ch

Active Directory
inovitdemos.ch ADFS
inovitdemos.ch Azure
Active Directory

Single-forest deployment

We will follow up with the multiple AD forest scenarios in the next section.

Two or more Active Directory forests
running separate AD FS instances

This scenario is commonly used if there are no Active Directory trust relationships
and CP trusts are in place. Every Active Directory forest holds its own AD FS server
and responds to their own UPN. The administrator only needs to configure a unique
UPN suffix. Azure AD Connect will do the relevant identity synchronization for

the different forests:

Active Directory E

inovitdemos.ch ADFS
inovitdemos.ch

UPN: azureid.ch
A
2 Az
ol ure
\59‘\‘ Active Directory
Active Directory
azureid.ch ADFs
azureid.ch

Two or more Active Directory forests running separate AD FS instances
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In the next section, we will discuss a one-instance ADFS scenario for multiple forests.

Running one AD FS instance for multiple
trusted forests

Many organizations run several Active Directory forests. If a single authentication
point is provided, one option is to work with an Active Directory Trust Relationship.
With this design solution, every forest can use one AD FS environment, and all UPNs
are running against this environment:

UPN: iovitdemos.ch

_ UPN: inovitdemos.ch

+

v

UPN: azureid.ch

+ >

Active Directory

inovitdemos.ch ADFS Azure
Trust inovitdemos.ch Active Directory

Relationsship

UPN: azureid.ch

A

Active Directory
azureid.ch

One AD FS instance for multiple trusted forests

Next, we will discuss the one ADFS instance approach for multiple forests without
trust relationships.
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One AD FS instance for multiple Active
Directory forests without an AD trust

Another option for supporting multiple forests is to work with a CP trust, if Active
Directory trust relationships can't be used. In this scenario, the AD FS server works,
by default, against its own Active Directory forest. The AD FS server will also be

configured to ask another AD FS for specific UPNs:

UPN: inovitdemos.ch

UPN: inovitdemos.ch

g UPN: inovitdemos.ch < >
_ UPN: azureid.ch _

Active Directory

+

inovitdemos.ch E ) .ADFS Azure
ki inovitdemos.ch Active Directory
=
% | Claims Provider
UPN: azureid.ch =
£ Trust
=
Active Directory
azureid.ch ADFS
azureid.ch

One AD FS instance for multiple Active Directory forests without an AD trust

In the next steps, we will discuss using the local claims provider trust to connect
multiple AD forests.

Using a local CP trust to support multiple
Active Directory forests

Beginning with AD FS 2016, you have the option of using a local CP trust to integrate
additional forests. The only thing that you need to know is that you will lose
automatic home-realm discovery for internal users. You can only provide a custom

solution to do this for you:
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UPN: inovitdemos.ch El

_ UPN: inovitdemos.ch

+

v

UPN: inovitdemos.ch

UPN: azureid.ch

Active Directory

inovitdemos.ch El ADFS Azure
% | inovitdemos.ch Active Directory
E Local Claims Provider Trust
=2
Active Directory
azureid.ch ADFS

azureid.ch

Using a local CP trust to support multiple Active Directory forests

You can configure the scenario with the following procedure:

1. Set the credentials for the service account:

Scredential = Get-Credential

2. Change the HostName to your domain controller, and use Port 636 if
configured for a secure connection:

# Example: S$vendorDirectory = New-AdfsLdapServerConnection -
HostName leanadsOl.leano.ch —-Port 636 —-SslMode None -
AuthenticationMethod basic —-Credential $credential
SvendorDirectory = New-AdfsLdapServerConnection -HostName
yourhostname-Port 636 -SslMode None -AuthenticationMethod
basic -

Credential $credential

SName = New-AdfsLdapAttributeToClaimMapping -LdapAttribute
sAMAccountName -ClaimType
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windo
wsaccountname"

SMail = New-AdfsLdapAttributeToClaimMapping -LdapAttribute
mail -ClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailad
dress"

# Example: SAdditionalAttribute = New-
AdfsLdapAttributeToClaimMapping -LdapAttribute mail -ClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailad
dress"
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3. Configure your own identifier, like urn:example, and define your root
user container, like DC=EXAMPLE, DC=COM:

# Choose your preferred display name in the Forms-Based
Authentication with the —-Name parameter

# Example: Add-AdfsLocalClaimsProviderTrust -Name "Partners" -
Identifier "urn:leano" -Type Ldap -LdapServerConnection
$vendorDirectory -UserObjectClass user -UserContainer
"DC=leano,DC=CH" -LdapAuthenticationMethod basic -
AnchorClaimLdapAttribute //userPrincipalName —-AnchorClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn" -
LdapAttributeToClaimMapping @ ($Name, $Mail) -
AcceptanceTransformRules "c:[] => issue(claim=c);" -Enabled
Strue

Add-AdfsLocalClaimsProviderTrust —-Name "External" -Identifier
"urn:dev" -Type Ldap -LdapServerConnection $vendorDirectory -
UserObjectClass user -UserContainer "DC=EXAMPLE,DC=COM"
LdapAuthenticationMethod basic —-AnchorClaimLdapAttribute
userPrincipalName -AnchorClaimType
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn" -
LdapAttributeToClaimMapping @ ($Name, $Mail) -
AcceptanceTransformRules "c:[] => issue(claim=c);" -Enabled
Strue

4. Configure additional claim rules:

# Build a .txt file with the specific Claim rules - in my case
ruleset.txt

# Change the samAccountName - Domain Suffix to your needs
@RuleName = "Pass through UPN"

c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/upn"]
=> issue(claim = ¢);

@RuleName = "Pass through Mail"

c: [Type ==
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailad
dress"]

=> issue(claim = ¢);

@RuleName = "Pass through sAMAccountName"

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windo
wsaccountname"]

=> issue (Type =
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windo
wsaccountname", Value = "Partners\" + c.Value);
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5. Set the newly defined claim rules:

# Be aware to use the same name as you have chosen under Add-
AdfsLocalClaimsProviderTrust —Name "Partners"

Sruleset = New-AdfsClaimRuleSet -ClaimRuleFile .\ruleset.txt
Set-AdfsLocalClaimsProviderTrust -TargetName "Partners" -
AcceptanceTransformRules S$ruleset.ClaimRulesString

Configure the HRD Cookie Lifetime to save the chosen IDP and
to avoid further clicks for the user

# In your case we would recommend a Lifetime of 1825 days = 5
years

Set-AdfsWebConfig —-HRDCookielLifetime 90 -
HRDCookieEnabled: $true

Add the additional IDP to your Relying Party Trust
configuration

# TargetName = your RP you want to configure; and the
ClaimsProviderName = Your defined name

Set-AdfsRelyingPartyTrust -TargetName "ClaimsXRay" -
ClaimsProviderName @ ("Active Directory","Partners")

6. Modify the display name of the Active Directory IDP:

// Insert the following code to the end of your onload.]js
script and define your own display name // Update your custom
theme with the provided Theme Customization Scripts

if ( document.getElementById("hrdArea") ) {

var strADCPName = "Partners" ;

//Create an array of all claim provider trust section in the
page

var listAllSpanForIdp =
document .getElementsByClassName ("idpDescription float") ;

var inc;
for (inc = 0; inc < listAllSpanForIdp.length; inc++) {
if ( listAllSpanForIdp[ inc ].innerHTML == "<span

class=\"largeTextNoWrap indentNonCollapsible\">Active
Directory</span>" ) {

//Change the HTML content of the matching section to the
value specified in the strADCPName variable
listAllSpanForIdp[ inc ].innerHTML = "<span
class=\"largeTextNoWrap indentNonCollapsible\">"+ strADCPName
+"</span>"

}

}

}
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7. Configure the relying party claims issuance policy:

# Sends all configured claim definitions from the local AD and
the additional IDP (urn:example)

Claim Issuance Rule 1

c:[Issuer =~ "~ (SELF AUTHORITY|LOCAL AUTHORITY |urn:dev)$"]

=> issue(claim = c);

# Removes the domain suffix in the NameID claim

Claim Issuance Rule 2

c: [Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windo
wsaccountname"]

=> issue (Type =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameide
ntifier", Issuer = c.Issuer, Originallssuer =
c.Originallssuer, Value = RegExReplace(c.Value, ".+2\\", ""),
ValueType = c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/cla
improperties/format"] = "urn:ocasis:names:tc:SAML:1.1:nameid-
format:unspecified");

# Restart ADFS Service

Restart-service ADFSsrv

In the next section, we will discuss using a shared AD environment.

Using a shared Active Directory environment

In recent months, we've had several discussions about using a single forest
environment with two Azure Active Directory tenants, including Office 365 services
and an AD FS and Web Application Proxy combination. We often get these questions
if the organization wants to use a separate Office 365 tenant, operated by 21Vianet or
service providers that want to use a shared Active Directory infrastructure for small
customers.

The following solution design is based on the following supported AAD Connect
topology:
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&

Customer Tenant 1
inovitdemos.ch

&

Customer Tenant 2
azureid.ch

&

Customer Tenant 3
additional.ch

AAD Connect 1
@inovitdemos.ch

AAD Connect 2
@azureid.ch

Different OU or Domain
Using different UPN's

Using a shared Active Directory environment

You can only use this option with AD FS or an equivalent product. Pass-Through
Authentication won't work for this use case.

In this topology, an AAD Connect instance is configured for a mutually-exclusive set
of objects; for example, an organizational unit or domain. Furthermore, different
domains and user principle names need to be used for this scenario, as follows:

¢ A DNS name can only be registered in one Azure Active Directory (custom
domains)

¢ One-to-one relationships between an Azure AD Connect
synchronization server and one Azure Active Directory

e Azure Active Directory instances are, by design, isolated

The requirement for a mutually-exclusive set of objects also applies to write-back.
Some write-back features aren't supported with this topology, including the
following;:

¢ Group write-back with a default configuration
¢ Device write-back
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The solution's design is based on the following key features:

¢ One single Active Directory forest, with organizational units based on
regions or customers.

e Users in the organizational units have the associated user principle names
configured; for example, OU APAC uses
the @apac.inovitdemos.ch UPN suffix or the specific customer suffix,
such as @azureid. ch.

e Two Azure AD Connect instances configured with the container filter,
based on the organizational units.

e One AD FS and Web Application Proxy combination, with
the login.inovit.ch STS name.

® One Azure Active Directory Tenant with Office 365 services, called
Customer Tenant 1, and the following registered custom domain name:
inovitdemos.ch.

e One Azure Active Directory Tenant with Office 365 services, called
Customer Tenant 2, and the apac.inovitdemos.ch or
azureid.ch registered custom domain name:

Single AD

Forest . .
Service Provider

uses Shared Infrastructure
for Customers

@inovitdemos.ch o
chronl‘.[aﬁ on

Sy
| Customer _—— Y "_3“0
1 Container Filtering

Customer 1
Tenant

inovitdemos.ch

Service Provider
logininovit.ch

AAD Connect  ADFS Server

@azureid.ch

Customer Container Filtering @O"@

2 \\s "fb,;,
Vhe )
hmmzaﬁon Customer 2
AAD Connect Tenant

azureid.ch

Federation configuration overview
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The following description provides the main configuration steps to implement this
scenario in your environment:

¢ Configuration of the Federation Trust for Customer Tenant 1: This task is
a very common one, because you just need to open an evaluated
PowerShell on the AD FS server and type the following commands:

Connect-MsolService #Enter your global administrator
credentials

Convert-MsolDomainToFederated -DomainName inovit.ch -
SupportMultipleDomain

¢ Configuration of the Federation Trust for Customer Tenant 2: You can't
use the same PowerShell command for the second tenant's configuration. If
you try, you'll change the configuration completely to the second tenant. In
this case, we need to use the Set-MsolDomainAuthentication command
to configure the trust to the second tenant.

Set-MsolDomainAuthentication is typically used to
configure Federation Trusts with other Identity Providers.

To configure the second Federation Trust, you need to export the AD FS token-
signing certificate from the AD FS farm configuration. You can do this with the AD FS
management console or the following PowerShell commands:

$ScertTS=Get-AdfsCertificate —-CertificateType Token-Signing
ScertInf=$certTS[0] .Certificate.Export ([System.Security.Cryptography.X
509Certificates.X509ContentType] : :Cert)
[System.IO.File]::WriteAllBytes ("c:\temp\inovit-ts.cer", $certBytes)
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Now that we have exported the token-signing certificate, we can start to configure the
Federation Trust for Customer Tenant 2:

$crt = New-Object
System.Security.Cryptography.X509Certificates.X509Certificate2("c:\tem
p\inovit-ts.cer ")

$certData = [system.convert]::tobaseé64string($cert.rawdata)
Scustomdomain="azureid.ch"

#customdomain="apac.inovitdemos.ch"
$url="https://login.inovitdemos.ch/adfs/1ls/"
$uri="http://login.inovitdemos.ch /adfs/services/trust/"
$ura="https://login.inovitdemos.ch/adfs/services/trust/2005/usernamemi
xed"

$logouturl="https://login.inovitdemos.ch/adfs/1ls/"
$metadata="https://login.inovitdemos.ch/adfs/services/trust/mex"

Set-MsolDomainAuthentication -DomainName $customdomain —-Authentication
Federated -ActiveLogOnUri $ura -PassiveLogOnUri $url -
MetadataExchangeUri $metadata -SigningCertificate $certData -IssuerUri
$uri -LogOffUri $logouturl -PreferredAuthenticationProtocol WsFed

With this solution, you're also ready to solve other scenarios with the same
requirements.

Microsoft Cloud Solution Provider summary

The following figure provides an overview of the best way to integrate and connect
cloud services for Microsoft Cloud Service Providers. The most supported way is to
use one Active Directory for the customer and connect a single Azure AD tenant, or
move a small customer to a cloud-only scenario. Azure AD DS can be very helpful in
such a scenario:
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Customer 1 Customer 3/4
AD Shared AD

Custom Sync Solution
or Migration to
Customer 1 Design
(Loss/Issues of

functionality)
Customer 2
Cloud Only
C <P
Customer Tenant 1 ™ Customer Tenant 2

A

Identity Bridge

AAD Connect
PTA, PWD SYNC, ADFS

<

Customer Tenant 3 Customer Tenant 4

"I!»

CSP Customer Management
(Actual Custom PIM Process)

CSP Identities

Partner Tenant (CSP)

/H’ Shared Tenant (CSP)

Microsoft Cloud Solution Provider overview

The shared local Active Directory scenario can still be used, but with great effort.

Summary

In this chapter, you worked through the different Azure AD identity services, such as
Azure AD B2B/B2C and the Domain Services. You also explored different options
with AD FS as an identity service, in order to get the whole picture of a hybrid
identity and the access-management world.

In the next chapter, we'll dive into different application types and deployment
methods, including more details about conditional access and other features that we
can use.
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Creating ldentity Life Cycle
Management in Azure

Handling the identity life cycle in cloud services is a highly requested topic; in
particular, we are concerned about the handling of guest users in the Azure Active
Directory, providing access to applications in the cloud and on-premise, including the
sharing of information in a typical collaboration scenario. Precisely for this reason, we
will discuss many use cases for handling guest users securely in your environment,
and we will provide good usability for the users to access applications and data. We
will also consider some helpful tools and services to automate your identity life cycle
management. For sure, we can only provide a small footprint of ideas and references
in this chapter, because there are many tasks and ideas to solve.

The chapter will be organized into the following sections:

e Lab environment readiness
e Handling the guest user life cycle
e Azure services for automation

We will be working practically on different topics, so we will need to prepare some
prerequisites in our test environment.
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Lab environment readiness

For this chapter, we will need a configured second Azure AD with some test users
inside. The users need to be licensed with Office 365 E3 or E5 licenses. The tenant and
the associated public DNS configuration for the additional custom domain need to be
done so that the users can send and receive emails. chapter 1, Building and Managing
Azure Active Directory, provided you with the required technical references to be
ready to use the lab configuration in this chapter. Testing the functionality with the
Azure AD application proxy requires that you have finished the steps in chapter 1,
Building and Managing Azure Active Directory, or in Chapter 9, Deploying Additional
Applications on Azure AD; specifically, the Kerberos application publishing. We will do
the configuration to provide external access to on-premise applications for guest users
on the YD1APPO1 virtual machine, as described in the following diagram:

Cost saving: Start VMs only for your work - Don't forget to Shutdown!

Licenses Licenses
Microsoft 365 E5 Trial Microsoft 365 E5 Trial
D— Azure Trial subscription Azure Trial subscription

Additional Software
SQL Server 2017 Trial
C SharePoint 2016 Trial
D a Visual Studio 2017 Communnity
Visual Studio Code ]
Windows 10 PRO/ENT

Azure AD1: yourdomain1.onmicrosoft.com Azure AD2: yourdomain3.onmicrosoft.com

Subject:

YOURDOMAIN1.COM FSEMEEENE YOURDOMAIN2.COM
certauthloginyourdomaini.com

enterpriseregistration.yourdomaini.com
10.0.0.4 10.0.0.6 10.0.0.5 10.0.0.11 10.0.0.7 10.0.0.20

BEEEE

YD1ADS01 YD1APPO1 YD1INFO1 YD1RMS01 YD1URAO1 YD2ADS01

Standard D2s v3 Standard B4ms Standard B4ms Standard DS1 v2 Standard DS1 v2 Standard D2s v3
(2 vepus, 8 GB memory) (4 vepus, 16 GE memory) (4 vepus, 16GBmemory)  (1vepus, 35 GBmemony) (1 vepus, 3.5 GB memory) (2 vepus, 8 GB memory)

YD1CLIo1 YD1CLIO2

Standard D2v2 Standard D2v2 Subject: login.yourdomain2.com
(2 vepus, 7 GE memory) 12 vepus, 7 GB memony)

Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview
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In addition to the infrastructure requirements, we will introduce you to the test user
sets for the different invitation flows, to get a better understanding of all of the related
identity life cycle tasks. To be clear which user is based on which infrastructure, we
have put the following small explanations in place:

e Marie Lee: Create in a hybrid cloud Office 365 partner infrastructure/tenant
(inovit.ch)

e Jochen Nickel: Test user in Google; if you don't have one, create one for
your tests (Google)

¢ Jenny Green: Create in a cloud-only Office 365 partner environment
(yourdomain3.onmicrosoft.com/leano.ch)

¢ Don Hall: Internal user and inviter of
the yourdomainl.onmicrosoft.comtenant (inovitdemos.ch)

¢ Susi Delgado: Create an external email account (identityplus.ch)
without Azure AD integration

This is summarized in the following diagram:

Hybrid Cloud Office Google Office 365 cloud
365 Identity only
( maria.lee@inovit.ch j (jochen.nickel@gmail.com ) jenny.green@leano.ch
Hybrid Cloud Office Email
365 account

(do n.hall@inovitd emos.chj [susi.delg ado @identityplus.chj

Test users for the different Azure B2B scenarios

Now that we have prepared our infrastructure and our test user setup, we can start to
handle the guest user life cycle.
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Handling the guest user life cycle

In the following section, we will work through the different identity life cycle tasks
for guest users. We will organize this section into specific use cases, as follows:

e Use Case 1: Exploring the invitation process with different user types
¢ Use Case 2: Using the Azure AD B2B portal
¢ Use Case 3: Providing guest user access to on-premise apps

Now, we will start with the first use case.

Use Case 1 — Exploring the invitation process
with different user types

In the following use case, we will explore the invitation process for different user
types. We will use our global administrator to invite the following users:

¢ Maria Lee

¢ Jochen Nickel
e Jenny Green
¢ Susi Delgado

8 The usernames need to be replaced with your names.

With the next steps, we will start the configuration:

1. Open the Azure portal, https://portal.azure.com, as the global
administrator, and navigate to the Azure AD blade.

2. Navigate to Users | All users, as follows:
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Users - All users

Deleted users

Password reset
ﬂ' User settings
Activity

] Sign-ins

+ MNew user + New guest user [/} Multi-Factor Authentication O Refresh  =E Columns

Name Show
All users v

NAME USER NAME USER TYPE
9 Aaron Painter Aaron.Painter@inovitdemos.ch Member
a Adam Barr Adam.Barr@inovitdemos.ch Member

AIP RMS Cluster Service Account svermscluster@inovitdemos.ch Member

Guest user creation process in Azure AD portal

3. Click on New guest user and invite all of the four test guest users, and
provide a short personal message, like welcome to the team!

4. You can also use a bulk import over a CSV file.

5. The basic structure of the file needs to be as follows:

Name Invited User EmailAddress
Maria Lee maria.lee@inovit.ch
Jochen Nickel jochen.nickel@gmail.com

Jenny Green

jenny.green@leano.ch

Susi Delgado

susi.delgado@identityplus.ch

6. Afterward, you can run the following commands.
7. Connect to your Azure AD tenant, as follows:

Connect—-AzureAD -TenantDomain "YOURDOMAINI1.onmicrosoft.com"

8. Execute the invitation, as follows:

$invitations = import-csv <Path to your invitation CSV file>
$messageInfo = New-Object
Microsoft.Open.MSGraph.Model. InvitedUserMessageInfo
$messageInfo.customizedMessageBody = "Welcome to the team!"
foreach ($email in $invitations)
{New-AzureADMSInvitation
—-InvitedUserEmailAddress $email.InvitedUserEmailAddress
-InvitedUserDisplayName $email.Name °
-InviteRedirectUrl https://myapps.azure.com °
-InvitedUserMessageInfo $messageInfo
-SendInvitationMessage S$true

}
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9. Check the newly created guest users, as follows:

Get-AzureADUser -Filter "UserType eq 'Guest'"

10. Next, we will accept all of the invitations, in the following order:
e Marie Lee

e Jenny Green
¢ Jochen Nickel
e Susi Delgado
11. Log in to every mailbox to accept the invitation (use a different browser or
InPrivate sessions).
12. You should receive a message like this on every account:

You've been invited to access applications in the
INOVITDEMOS provided by inovit GmbH organization
by
TA

Tenant Administrator (Breaking Glass)

Welcome to the team!

Return to the above link at any time for access.

This email has been sent on behalf of Tenant Administrator (Breaking Glass)

(admin@18103 Tinovitdemos.onmicrosoft.com) at INOVITDEMOS provided by inovit GmbH. Please act on this email only|
if you trust the INOVITDEMQS provided by inovit GmbH organization. This email may have advertising content. You can
unsubscribe from future invitations from the INOVITDEMOS provided by inovit GmbH organization at any time. See
Microsoft arganization privacy statement to learn more about how Microsoft handles your data.

Failitated b 2 H Microsoft

Azure AD guest invitation message
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13. Click on Get Started as Maria, and you will be redirected to the consent of
YOURDOMAINI .ONMICROSOFT.COM, as follows:

B Microsoft

marialee@inovit.ch

Review permissions
I INOVITDEMOS provided by inovit GmbH

The organization INOVITDEMOS provided by inovit
GmbH would like to:

~ Sign you in
~ Read your name, email, and perhaps photo

“fou should only accept if you trust INOVITDEMOS provided by
inovit GmbH. By accepting, you allow this organization to
access and process your data to create, control, and administer
an account according te their policies. INOVITDEMOS
provided by inovit GmbH has not provided a link to their
privacy statement for you to review. INOVITDEMOS provided
by inovit GmbH may leg informatien about your access. You
can remove these permissions at https://myapps.microsoft.com
/18103 linovitdemos.onmicrosoft.com.

Permission consent

This is the default behavior for Azure AD based users, and will be the same

with Jenny Green.

14. Accept the permissions, and you will automatically be signed in to the

access panel UI of

YOURDOMAINI, as follows:

B2 Microsoft

Apps

Q

Maria Lee

INOVITDEMOS PROVIDED BY INOVIT GMBH

There are no applications available. Please contact your admin for more information.

pRQ Groups

Access reviews

Azure AD Access Panel UL
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With this process, you will have no preassigned applications and
groups.

15. Log out and do the same for Jenny Green, and you will have the same
behavior experience.

16. Next, you will do the same with your Gmail account; in my case,
it's jochen.nickel@gmail.com.

17. You will notice that you are redirected to https://login.live.com, and
you need to log in with your Gmail account credentials, as follows:

08wp=MBI_SSLEwreply=ht vitations.microsoft.com%2fm:

B8 Microsoft

jochen.nickel@gmail.com

Enter password

Password

Keep me signed in

Forgot my password

Sign in with a different Microsoft account

Login experience of the Gmail account to live.com

This is the typical behavior for Gmail and other federated identity
providers to Azure AD.

18. The other steps are the same as for existing Azure AD users.

19. Log out and run the process for the external non-Azure AD email account
(in my case, Susi Delgado) as follows:
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B = Select | & | | Threads | % Messages 1 to 1 of 1 4 1 »
b You're invited to the INOVITDEMOS provided by inovit GmbH organization
From  Tenant Administrator (Breaking Glass) from INOVITDEMOS provided by inovit GmbH (via Microsoft) Date  Today 10:55

Azure Active Directory

You've been invited to access applications in the
INOVITDEMOS provided by inovit GmbH erganization
by

Tenant Administrator (Breaking Glass)

Welcome te the team

Email account behavior for guest invites

20. You will notice that you need to create a Microsoft account, as follows:

Set up your account with Microsoft

You'll use it to access resources in the INOVITDEMOS
provided by inovit GmbH organization, and applications
from Microsoft.

susi.delgado@identityplus.ch

8-character minimum; case sensitive,

Display name:

Susi Delgado

Switzerland

Microsoft account setup

This is the default behavior if the user doesn't exist in any Azure AD.
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You will see the following link in the address bar: https://invitations.
microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dcle274b4d0e

21. You will receive a verification email to your account.
22. Enter the verification code and click on Finish, as follows:

Check your email for your verification code. Didn't get
the email? Check your Junk folder or try again.

041224

MNote: when you use a work or school email address to
set up an account with Microsoft, your IT department
may later control your data and restrict what you can
do with your account.

By clicking Finish you agree to the Privacy Statement
and Microzoft Services Agreement.

Verification process

23. Accept the consent that appears. Technically, you are now the owner of
your own Azure AD tenant.

24. You can verify this by opening the Azure portal, https://portal.azure.
com, and logging on as Susi Delgado.

25. Navigate to the Azure AD blade and check the existing users, as follows:

Users - All users

= New guest user
All users

Name Show
Deleted users All users w
Password reset NAME USER NAME
T User settings
Susi Delgado susi.delgado@identityplus.ch

Azure AD user management

[445 ]


https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://invitations.microsoft.com/signup?tenant=7709ca2b-3be8-4d92-89d7-dc1e274b4d0e
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com
https://portal.azure.com

Creating Identity Life Cycle Management in Azure Chapter 11

26. Check the custom domains, and you will find that your suffix is mentioned
as Verified, as follows:

NAME STATUS
identityplus.ch Verified
identityplusch.onmicrosoft.com Available

Custom domain overview

With the following procedure, you can take over the Azure AD tenant https://docs.
microsoft.com/en-us/azure/active-directory/users—groups-roles/domains-
admin-takeover.

You will find all guest users with different source types, as shown in the following
screenshot:

Neme Show
Guest users only ~

NAME USER NAME USER TVPE SOURCE

Jochen Nickel jochen.nickel@inavit.ch Guest External Azure Active Directory

jochen.nickel jochen.nickel@gmail.com Guest Microsoft Account

Jenny Green jenny.green@leano.ch Guest External Azure Active Directory

Susi Delgado susi.delgado@identityplus.ch Guest External Azure Active Directory

Maria Lee maria.lee@inovit.ch Guest External Azure Active Directory

Azure AD user management—Guest users only filter

To summarize the invitation process up to now: if a user has already managed in a
partner Azure AD, there is no special behavior, except for accepting the invitation
and the permission consent. A user from Gmail, or any other federated identity
provider, will be treated on a special 1ive. com directory. Furthermore, a user that
doesn't already exist on any Azure AD will be created in an unmanaged Azure AD.
Be aware that there is no automatic deprovisioning process, and the user will have to
use an additional credential set.
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With the following configuration switch, you can limit users to accessing the Azure
portal. If you run an Azure AD Privileged Identity Management scenario, the
following will be not the best option:

App registrations

Users can register applications @

ration portal, but
ual Studio.

Administration portal

Restrict access to Azure AD administration portal @
No

Option to restrict Azure AD Portal access

Furthermore, you should reconfigure the default settings for the external
collaboration so that guests can't invite other guests, as follows:

External collaboration settings

Adrmins and users in the guest inviter role can invite @
Members can invite @
=

Guests can invite @

Collaboration restrictions

) Allow invitations to be sent to any domain (most inclusive)

) Deny invitations to the specified domains

) Allow invitations only to the specified domains (most restrictive)

Azure AD guest user handling options
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Another useful tip is how to convert a guest user to an internal member. This can be
reached with the following cmdlets:

1. Provide global administrator credentials, as follows:
Connect-AzureAD

2. Convert the user, as follows:
Get—-AzureADUser -SearchString
UserPrincipalName@YOURDOMAIN1.COM | Set-AzureADUser -

UserType member

The next important point is to harden the All users group, if enabled. To do this, take
the following steps:

1. You will find the setting under the Azure AD blade | Groups | General, as
shown in the following screenshot:

Directory-wide Groups

Enable an "All Users” group in the directory @ Yes

Note: The dedicated All Users group includes all users in the directory, including guests and external users. Learn more at
https://decs.microsoft.com/en-us/azure/active-directory/active-directery-accessmanagement-dedicated-groups

All users option

2. Do the following hardening configuration on the All users group:

TN Advanced rule

Add users where

userType ~
+ (et custom extension properties @
Mot Equals v

Guest

Dynamic group membership rule for the member user type
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3. Build another group with dynamic group membership, like All Guest
Users, as follows:

SN Advanced rule

Add users where

userlype A

+ Get custom extension properties @

Equals “

Guest

Dynamic Group membership rule for guest users

4. You can also enable Azure multi-factor authentication (MFA) for all guest
users to access the Azure portal, https://portal.microsoft.com.

5. Navigate to Conditional Access (Azure AD Premium P2).
6. Click on New policy, as follows:

Conditional Access - Policies

Azure Active Directory
« = New policy | sa What If
= Policies
o Interested in understanding the impact of the policies on a user sign-in? Check out the "What " toal. =
Manage :' ------------------------------------------------------------------------------------------

POLICY NAME
Named locations

v Baseline policy: Require MFA for admins (Preview)

Custom controls (preview)
Terms of use Salesforce MCAS Protection
4% VPN connectivity

7= Classic policies

Conditional Access management policies for Salesforce
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7. Define a name and choose All guest users, as follows:

New X Users and groups O X
Info
° Include | Exclude
* Mame —
| MYAPPS Require MFA Guest User v|
) Select users and groups

Assignments

9 All guest users (preview) @

Users and groups @
> Directory roles (preview) @

0 users and groups selected

Guest user selection

8. Choose the Microsoft Azure Management application, as follows:

Info
o Include Excdude
Applications @

* Mame .
) None Microsoft v
| WYAPPS Require MFA Guest User v
Il cloud apps
‘_:I Select apps
Assignments B Microsoft Azure Information Protection
Select
Users and groups @ > None > ‘ i ] )
Specific users included Microsoft Azure Linux Virtual Machin...
Cloud apps @ .
O Bl poeleeieated > v Microsoft Azure Management
Conditions @ 5 . Microsoft Cloud App Security
0 conditions selected .

Protection of the Azure Portal access
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9. Under Access Control, select Require multi-factor authentication, as
follows:

Grant 0 x

Select the controls to be enforced.

() Block access

(@) Grant access

Require multi-factor authentication @

MFA requirement

10. Enable the policy.
11. Test the functionality with one of your guest users.

After working through the first processes, we can extend our solution with the Azure
AD B2B portal, in order to provide more capabilities.

Using the Azure AD B2B portal and use cases

The invitation API provides a lot of capabilities to customize the onboarding
workflow for guest users. You can include processes like self-signup, assigning a
manager for guest users, an update to the user profile, and an automatic group or
application assignment to the guest users. We will use the Microsoft sample project to
demonstrate the different capabilities in your environment. You can find the sample
project at https://github.com/Azure/active-directory-dotnet-graphapi-
b2bportal-web.

Installation and configuration

In the beginning, we need to provide two Azure Active Directory applications that
will be used to delegate the correct permissions to the Azure B2B sample portal. To
do this, take the following steps:

1. Navigate to your Azure portal, https://portal.azure.com, and the Azure
AD blade.
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2. Click on Properties and copy the directory ID to a notepad, as follows:

Directory (D

7709ca2b-3bed-4d02-89d7-dc1e274bdd0e E

Getting directory ID

3. Click on App registrations and add a new app, like the following;:

* Mame @
B2E Portal

Application type @
Web app / API N

* Sign-on URL @
https://loopback

Configuring app properties

4. Click on Settings on the newly created app.
5. Navigate to Required permissions.
6. Click on Add and select the Microsoft Graph.

7. Click on Select permissions and enable the following permissions:
e Application permissions:
¢ Read and write directory data

¢ Read and write all users' full profiles
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¢ Delegated permissions:

e Sign in and read user profile, as follows:

B2B Portal

&% settings | . Manifest @ Delete

Display name Application ID

828 Portal 82e80965-5660-4d2b-bca2-4157d92eefos
Application type Object ID

\Web app / API 32ab344f-ch00-46f3-0b8c-3144d7b3e549
Home page Managed application in local directory
hitps://loopback B28 Portal

Settings

/'5

GENERAL

1 Properties
= Reply URLs

i Owners

API ACCESS

f. Required permissions

Keys

TROUBLESHOOTING + SUPPORT
K Troubleshoot

New support request

X Required permissions 0 X
4 Add > Grant permissions

APl APPLICATION PERML... DELEGATED PERMISS...

v

Windows Azure Active Directory 0 1

Configuring required permissions

8. After you have added the Microsoft Graph API and configured the
permissions, click on Grant permissions, as follows:

| = Add

APl

Required permissions

*¥ Grant permissions

Windows Azure Active Directory

Microsoft Graph

APPLICATION PERML.. DELEGATED PERMISS...

Permission granting procedure

9. Navigate to the Keys section.

10. Provide a key description and choose expires in 2 years.

[453 ]




Creating Identity Life Cycle Management in Azure Chapter 11

11. Click on Save and copy the key value to your notepad, as follows:

Settings X Keys 0o X
pel Hsave | X Discard T Upload Public Key
GEMERAL
Passwords
] Properties >
DESCRIPTION EXPIRES VALUE
= Reply URLs >
|| Key 1 \/| | In 2 years ~
s Owers > . - - .
Duration
API ACCESS
,'L Required permissions > Public Keys
Keys >
THUMBPRINT START DATE EXPIRES

Key generation

12. Next, copy the Application ID to your notepad, as follows:

Application 1D
32e8d965-5660-4d2b-bcB2-4157d32eef36
Object 1D
32ab3544f-cb00-46f3-9b8c-3144d7b8e 549

Managed application in local directory
B2B Portal

App ID gathering

13. Now, we can create the second app for the pre-authentication.
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14. Use the following values:

Create 0 X

* Mame @
B2B Portal Prefuth

Application type @
Web app / API e

* Sign-on URL @
https:/{loopback

Pre-auth app configuration

15. Under Settings | Properties, choose Multi-tenanted as Yes, as follows:

Multi-tenanted @

=

Multi-tenant option enabled

16. Click on Required permissions and add the Microsoft Graph API.

17. Assign the following permissions:
¢ Delegated permissions: Sign in and read user profile

18. Don't forget to press the Grant permissions button.

19. Next, we need to generate an app key, like we did for the first app.
20. Copy the key value to your notepad.

21. Copy the Application ID to your notepad.
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22. Click on Manifest, as follows:

2B Portal PreAuth
d app

Registered 2

Fe Settings | # Manifest | @ Delete

Display name

B2B Portal Preduth
Application type
Web app / API

Home page
hittps://loopback

»

Application ID
elagb471-ffad-43f7-b360-ef1cd7271d02

Ohbject ID
cd7cesbl-acda-4b55-ad30-93a9f%a%6162

Managed application in local directory
B2E Portal PreAuth

App manifest configuration opt

ions for advanced topics

23. We need to change the oauth2AllowImplicitFlow value to t rue, as

follows:

"keyCredentials™: [],

"logoutUrl”: null,

"pauth2Permissions”:

"knownClientApplications™: [],

"pauth2allowImplicitFlow": true,
"pauth2allowUrlPathMatching”: false,

[

OAuth flow option

24. Now, we can start to deploy our web application to Azure.

25. Click on Deploy to Azure, as follows:

Azure Active Directory/ASP.Net

Tenant

Quick Start

Sample/Prototype project enabling self-service B2B capabilities for an Azure AD

MVC/GraphAPI B2BPortal

Example of portal deployment to Azure
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26. Use the values from your notepad and fill, them in as follows:

Custom deployment

2 custom template

* Subscription | PN - JoCHEN NICKEL v

* Resource group | mpnjnirgrp ~ |
Creste new

* Location [ west Eurape v

SETTINGS

* Hosting Plan Name @ [ B2BPortal

Sku Name @ [ F

Sku Capacity @ [ B2B Portal App

* Tenant Name @ [ 131031inovitdemos.onmicrosoft.com

* TenantId @ [ 7709 1c1e274b4d0e

* Client Id_admin @ [oze o L.

* Client Secret_sdmin @ o - TRels¥= v

* Client Id_pre Auth @

Mail Server Fqdn @

|

* Client Secret_pre Auth @ [t . . +MaZDyl= v
|
|

B2B Portal
PreAuth

Smtp Login @

Smpt Password @ |

Smpt Port @ [ se7
Repo URL @ || https://github.com/Azure/active-directory-dotnet-graphapi-b2bportal-web.git
Branch @ | master

Azure AD B2B portal deployment options

27. Wait until the deployment process is done.
28. Navigate to the App Service section on the Azure portal.
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29. Copy the URL to your B2B Portal application, as follows:

b2bportal-webyu4ajn5uexacs
« [7 Browse M Stop QO Restart @ Delete L Get publish profile €D Reset publish profile
i Resource group (change) URL
CEE i mpnjnirgrp htps://b2bportal-webyu4ajnsuexacs.azurewebsites.net
E Activity log | status App Service Plan
| Running 828BPortal (Free: 0 Small
. i
A trol (1AM, i
M Access control (1AM) | Location External Repositary Project
@ Togs | West Europe hitps://github.com/Azure/active-directory-dotnet-graphapi-b2bportal-web.git
| Subscription (change)
K Diagnese and solve proble... | MPN - JOCHEN NICKEL
| subscription ID
Deployment | sedfdofe-2bb6-428f-890a-6e8346das5477

App deployment result

30. Edit each of your Azure AD apps and change the Homepage and Reply
URL.

All done. Now we can start to use the portal and build some example processes.

Usage of the portal

The Azure AD B2B portal provides many processes to show the power of the
invitation APL With the first touch on your brand new site, you need to log in and
configure the basic parameters. To do this, take the following steps:

1. Open your portal link and log in to the Azure AD B2B portal with your
global administrator credentials, as follows:

@ @ htips//b2bportal-webyudajnSuexacs.azurewebsites.net

B2B Porta Sign Up Abou Contact Admin Sign in

Awaiting Configuration
Thanks for visiting - this is a brand new site and an administrator needs to log in and complete the site configuration. Check back soon!

(Administrators, please sign in to sefup your new site.)

Azure AD B2B Portal basic configuration
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2. In the next configuration steps, you can configure the corporate identity of
the web page, including the communication templates, as follows:

Edit Site Configuration

M Save ® Cancel

Site Name @ Inviting Organization @
INOVITDEMOS B2B Portal INOVITDEMOS by inovit GmbH
Welcome Message ® TOS Document @

Welcome to the INOVITDEMOS organization!

[0 = Require TOS Agreement

Invitation Template &

Select email template ~

Verification Settings - Site Configuration

Inviter Email Address @ Return URL After Profile Edito

https://myapps microsoft com/181031inovitdemos onmicrosoft. com

O Require sign-ine

Azure AD B2B example portal site configuration

3. Enter the site name and the inviting organization, including a short
welcome message.

4. Enter the inviter email address and click on Save.

5. Next, we will create three more user accounts in your partner Azure AD
tenant, yourdomain3.onmicrosoft.com (leano.ch).

[459]



Creating Identity Life Cycle Management in Azure Chapter 11

6. Assign an Office 365 E3/E5 license to provide a mailbox for the users.

7. Just name them as follows:
® guest.userl@leano.ch

® guest.user2@leano.ch

® guest.user3@leano.ch

8. Now, we can see the capability of providing custom email templates for the
invitation process.

9. Click on Admin | Manage Mail Templates, as follows:

" Approve Requests
¥ Manage Domains

= \anage Mail Templates

#* site Config

Admin options

10. A default template is already in place, as demonstrated in the following
screenshot:

Invitation Templates

o= Hew...
Template Name  Template Author Last Updated Subject Template Template Content
Default admin@181031inovitdemos.onmicrosoft.com 1/22/2019 4:15:44 PM  You're approved for the {{orgname}} organization

Invitation templates configuration
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11. Click on + New to create an additional template, as follows:

Invitation Template - New

M Save * Cancel @ Help Send Mode: MsuTP [SESENE
Template Name LEANO
Template Content Edit Preview

Welcome to INOVITDEMOS!
We assigned you the defined application access and rights written in our agreement.
Best regards

Your INOVITDEMOS identity team

Custom mail templates configuration

12. If you want to use SMTP, your web app needs to have an SMTP server
configured.

13. Click on Save.
14. Next, we will see domain management.
15. In this section, you can configure the main process parts, which are as
follows:
e Defining pre-approved organizations.
¢ Defining the user type, Guest or Member.
¢ You can use the predefined mail templates, based on the
organization.
¢ You can put the invited user directly into the required group, as
follows:
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Approved Partner Organizations - Create

M Save ® Cancel

Organization Domain @ Available Groups ® Group Assignments & Record Information
email@ AAD DC Administrators ~ Created By
All Guest Users Create Date
All Users Without Guests 1/1/0001 12:00:00 AW
0 Auto Approve? Azure ATP 181031inovitdemos Adn .-~ Last Updated
Azure ATP 18103 1inovitdemos Use 1/1/0001 12:00:00 AW
Azure ATP 18103 1inovitdemos Viey
Member Type @ Azure RMS Super Users <
Cuest v Content Management Consulting
Contractor

Invitation Template &
Select email template... v Filter groups 5]

Customer Relationship Managemer ,,

Verification Settings - Approved Partner Organizations

Inviter Email Address @ Return URL After Profile Edit®
admin@181031inovitdemos.onmicrosoft.com https://myapps.microsoft.com/181031inovitdemos.onmicrosoft.com
[0 Require Sign-Ine

Automatic group assi and access it options

16. Type the yourdomain3.onmicrosoft (leano.ch) organization domain.
17. Assign the Kerberos Demo Application Access group to the user.

18. You will notice that the application can check directly whether the
organization is based on Azure AD, as follows:

Organization Domain @

W email@ @ leano.ch

Verified in Azure Active Directory

Suffix verification against Azure AD list
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19. Click on Save:

Pre-Approved Domains

=+ New.
Domain name Created By Auto Approve? Require Sign-In Last Updated
leano.ch admin@181031inoviidemos_onmicrosoft. com 1/22/2019 4:27:33 PM

Pre-approved domain configuration

20. Now, we can test the functionality with our first guest user.
21. Open the B2B portal, as follows:

Sign Up

INOVITDEMOS B2B Portal

Email Address

N Welcome to the INOVITDEMOS organization!
ma

First Name

First Name

Last Name

Last Name

Request Comment

Add optional comment

Request Access

Azure AD B2B example app sign-up page

22. Sign up with guest.user1@leano.ch, and click on Request Access.
23. You will receive the following message to identify your request:

y inovit GmbH Sign Up

Thanks for Signing Up

Your reguest is being processed. Your request 1D is "92e230b3-ea2e-4193-b7a3-98c55e24661e".

Sign up, including the request ID
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24. Next, log in to the B2B portal as an administrator.
25. You will see the request from the user, as follows:

Pending Guest Requests

M Save 2 Refresh

Approve all ¥| @  Requestip Email Address Request Comment  Status Notes
Approve  Deny  Pending AR guest user@leano.ch Need access to my
b7a3-08c55624667 apps!

Guest approval process

26. The guest user has not yet been created in the organization.
27. Approve the request and save, as follows:

1 request approved, 0 requests denied, invitations sent.

Request approval

28. Loginto https://myapps.microsoft.com as Guest Userl.

29. You should get the notification about the invite, and you can perform the
onboarding process.

30. If a user is invited but didn't accept the invitation, the guest user will be in
the following state:

User type Invitation accepted
Guest Mo
Source

Resend invitation

User type and state

31. The state will be changed after the user accepts.
32. The following should be the expected result.
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33. The user is assigned to the app group, as follows:

Kerberos Demo Application Access - Members

Group

« + Add members O Refresh

O Overview

Manage

Properties

Members Jenny Green
Qwners Guest Userl

# Group memberships

Group assignment

34. The user is a member of the organization. Click on his user icon in https:/
/myapps.microsoft .com, as follows:

Q Guest R
LEANO BY INOVIT GMBH

Guest

R User1

guest.user!@leano.ch

Apps
Groups

Profile

ORGANIZATIONS 53

LEANOQ by inovit GmbH

INOVITDEMOS provided by inovit GmbH

Organization association
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35. If you click on the wheel, you will be able to leave the organization (feature
related to the General Data Protection Regulations GDPR), as shown in the
following screenshot:

Organizations

L LEANQ by inovit GmbH Managed by LEANO by inovit GmbH

1 INOVITDEMOS provided by inovit GmbH Sign in to leave organization

Leave organization option

36. And, if you change the organization, the Kerberos Demo Web Site
application should appear, as follows:

- Q Guest User1 R
mn Microsoft INOVITDEMOS PROVIDED BY INOVIT GMBH

Apps e

I Kerberos Demao Web Site Groups

Assigned applications on the Azure AD access panel Ul

37. For now, if you click on the application, you will receive an error; we will
handle this later in this chapter.

38. You will be a member of the following groups, when you click on Groups,
as follows:

Groups I'm in

+Join group

All Guest Users

|4p) | Kerberos Demo Application Access

Group assignment self-service and overview
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39. The next process that the B2B portal supports is auto-approval for
organizations that you know.

40. If you decide to delegate the invitation process to an internal or external
employee over the Azure AD portal or the B2B portal, you can use the
Azure AD PIM AD Guest Inviter role, as follows:

€ o addmember Y= Access reviews L Export
Overview
7 Quick start Desktop Analytics Administrator Users in ths role will and Offce Customization & For eate
e 1l Windows joined
My roles Allows access to various read only tasks n the dirctory.
@ My requests Directory Writers 2 subset directory.

@ approve requests Exchange Administator

Online

Review access Global Administrator

Manage Guest Inviter

B2B guest

+ Roles Information Protection Administrator u:

ssssss ith this role have user rights only on the Azure Information Protection service.

Delegation of the guest inviter role

During this use case, you have seen the power of the invitation API. You can work
around it and build your own scenarios.

Special considerations

In this small section, we will take a look at some special parts of the B2B process. Let's
start with the scenario that a user gets married and changes their name, including the
email address and the userPrincipalName. Follow these steps:

1. To view the result, we will do this for guest .userl1@leano.ch.
2. Open https://portal.office.com on the
yourdomain3.onmicrosoft .com tenant and select the user, as follows:

LEANO by inovit GmbH

. Guest User1
Active users o

a0 A

Sign in allowed
()Refresh @ Resetpassword “% Assigntogroup [ Manage product licenses s Manage roles (@ Manage email aliases

Display name T

Username
Licenses

Account  Devices Licensesand Apps  Mail  OneDrive
©  GuestUsen

Guest User2

Guest User3

Guest user modification options and results
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3. Click on Manage user and call him jeff.barnes@leano.ch.
4. Navigate to the Exchange Admin Center, as follows:

Admin centers

) Security & Compliance
&  Azure Active Directory
B SharePoint

B Teams & Skype

@ All admin centers

Exchange Admin center access

5. Navigate to Recipients | Mailboxes.
6. Edit the Guest Userl new Jeff Barnes, with the following expected result:

Edit User Mailbox - Google Chrome
g

@ https://outlook.office365.com/e

rCorrelationlD=7d9a0104-3e21...

leff Barnes

First name:
Jeff B]

Initials:

Last name:

Barnes

m

*Display name:

Jeff Barnes

Lo *Alias:

jeffbarnes

User ID:

jeffbarnes@leano.ch
Hide from address lists

More options...

Email address change for the guest user
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7. Go to the Email address.
8. Change all of the following to Jeff Barnes, as follows:

Email address
+ 7 -
TYPE EMAIL ADDRESS
sIP jeffbarnes@leano.ch
SMTP jeffbarmes@leano.ch
SPO SPO_e73550b7-e2%-44a1-8%b-c...

Changing the user attributes

9. Your user should now look like this in the Azure AD:

v Jeff Barnes jeff.barnes@leano.ch Member Azure Active Directory

Result of changes

10. Next, we will test the behavior on https://myapps.microsoft.com with
Jeff Barnes (Guest User1).

11. Your user should look like this:

Q

Jeff R
LEANO BY INOVIT GMBH

Jeff
Barnes

jeff.barnes@leano.ch

Review of the changes in the Azure AD Access Panel UI

12. Now, change to the INOVITDEMOS organization.
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13. You should have the same experience as before, because the mapping in
the background is done by a GUID.

14. However, you should notice, as in the following, that the user is still called
Guest Userl:

Q Guest User1 R
INOVITDEMOS PROVIDED BY INOVIT GMBH

Guest User1

guest.user!_leano.ch#EXT#@ 18103 1inovitdemos.onmicrosoft.com

Review of the changes in the Azure AD Access Panel Ul (External org)

15. There is no synchronization job between the two organizations.
16. You can change the experience for the user by changing his information, as

follows:
Identity
Name First name Last name
[ Jeft Barmes | [ et | [ Barnes
User name User type Invitation accepted
Guest Yes
Object ID Source
427314ed-5a15-4b66-h10b-31234587225 Eﬂ External Azure Active Directory

Attribute change options

17. There are more things that you should note about guest users, as follows:
¢ They can't get Exchange Online licenses

e They can't change the tenant in Office 365 (for PIM enabled
external supporters, for example)

* You can't leave an organization if your sign in is blocked

You can read more about the special considerations at https://docs.microsoft.com/
en-us/azure/active-directory/b2b/user-properties, including how you can use
access reviews to manage the Azure AD B2B guest users.

[470]



https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties
https://docs.microsoft.com/en-us/azure/active-directory/b2b/user-properties

Creating Identity Life Cycle Management in Azure Chapter 11

On-premise application access for guest

users

In this section, we will illustrate how you can provide on-premise application access
for guest users. We have already published the Kerberos Demo Web App through the
Azure AD Application Proxy, and you have seen the application in the Azure AD
Access Panel Ul as a guest user.

With the integration of the web application proxy and the Azure AD Application
Proxy, you will receive the following features and capabilities:

1.

2.

10.

11.

End user portal: The Azure Access panel at
https://myapps.microsoft.com.

The Azure AD authentication capabilities are as follows:
e Usernames and passwords synced from on-premise AD DS

¢ Federated login to on-premise or other federation servers

e MFA

¢ Customized login screen

¢ Authorization based on the user or groups

¢ SS0 to Office 365, thousands of SaaS applications, and

all applications integrated with Azure AD.

Reports, auditing, and security monitoring are based on big data and
machine learning.

All HTTPS traffic is terminated in the cloud, blocking most HTTP-level
attacks.

Unauthenticated traffic is filtered in the cloud, and will not arrive on-
premise.

There are no incoming connections to the corporate network—only
outgoing connections to the Azure AD application proxy service.

Internet-facing services are always up to date with the latest security
patches and server upgrades.

There is login abnormality detection, reporting, and auditing by Azure AD.
Providing SSO experience from Azure AD to on-premise applications.

Connectors use the Azure AD token data to impersonate the end user to
the backend applications using Kerberos Constrained Delegation (KCD).
There is support for any application that uses Integrated Windows
Authentication (IWA), such as SharePoint, Outlook Web Access, and
Microsoft Dynamics CRM.
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12. There is no need to change the backend applications.
13. There is no need to install agents on backend applications.
14. There is no need to expose on-premise applications directly to the internet.

The following diagram shows the architecture:

laas

‘ Resource | Resource

‘ Connector || Connector |

Azure Active Directory

Azure AD Token Application Pro:
UPN=guest@leano.ch PP il

DATACENTER1 DATACENTER 2 |

Connector | Connector { Connector || Connector |

| Resource

‘ Resource | Resource | Resource ‘ Resource | Resource

Azure AD Application Proxy architecture

In the case of guest user access, the Azure AD application proxy just checks that the
userPrincipalName exists in the on-premise Active Directory.

To configure the access for guest users, we will use the following procedure:

1. Log in to your Domain Controller YD1ADSO01 as a domain administrator.
2. Open a PowerShell and connect to your Azure AD, as follows:

Connect-AzureAD

3. Get all guest users, as follows:

Get-AzureADUser -Filter "UserType eq 'Guest'"

[472]



Creating Identity Life Cycle Management in Azure

Chapter 11

4. The following screenshot shows the output:

PS C:\Users\cloudadmin> Get-AzureADUser

DisplayName Use

Jochen Nickel
jochen.nickel jochen.nickel_gmail.com#EXT#(

Jenny Green jenny.green_leano. ch#EXT:
susi.delgado_i d
maria.lee_in

vitdemos .onmicrosoft.com
031inovitdemos.onmicrosoft. com
itdemos . onmicrosoft.com
1031inovitdemos.onmicrosoft. com
demos . onmicrosoft. com
demos . onmicrosoft.com

Guest Userl guest.userl_leano.ch#EXT#@18

All guest users of the tenant

5. Now, we need to add the upN-

suffix @yourdomainl.onmicrosoft.onmicrosoft.com to the UPN

suffixes of your Active Directory environment.

6. Use the domain.msc console for it; right-click on Active Directory

Domains and Trusts and choose Properties.
7. Add your suffix, as follows:

= |5 E =  BE

% Active Directorygw !
% inovitdemos.ch s

id "l UPN Suffices

them to the following list.

| Active Directory Domains and Trusts [ INODEMOSADS... ? *

The names of the cument domain and the root domain are the default user
principal name (UPN) suffixes. Adding altemative domain names provides
additional logon securty and simplfies user logon names.

ff you want attemative UPN suffixes to appear during user creation, add

Altemative UPN suffixes:

Add

18103 linovitdemos .onmicrosoft.com

Remove

Azure AD suffix to UPN suffix assignment

8. Next, we need to create our guest user in our local Active Directory.
9. Open the console dsa.msc Active Directory Users and Computers.
10. Create an Organizational Unit called Managed External Business Objects,

as follows:

[473]




Creating Identity Life Cycle Management in Azure

Chapter 11

] Builtin
] Computers
2] Domain Co

] Keys

Vighaded

2] Managed S

| System
7 Users

v Z3 inovitdemos.ch

|| ForeignSecurityPrincipals

7 LostAndFound
2| Managed External Buisness Objects
|| Program Data

| NTDS Quotas
| TPM Devices

ntrollers

ervice Objects

External objects OU in Active Directory

11. Create the user, as follows:

e jenny.green_leano.ch#EXT#

e @181031inovitdemos.onmicrosoft.com

e BG0O0O0O1:

MNew Object - User

& Create in:  iovitdemos.ch/Managed Extemal Buisness Objects

First name: |.JE!nm.I

Last name:

Full name:

Green
| Jenny Green [Business Guest] |

User logon name:

|ienn§,' areen_leano ch#EXTH

| @18103linovitdemos .onmicrose

User logon name {pre—"ﬁmdows 2000):

|INOVITDEMOS\

|BGDD[H]1

< Back Mext = Cancel

User properties
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12. You don't need to remember the password, because it's not needed.
13. The Azure AD will authenticate the user.

14. Now, assign the user to the Kerberos Demo Web App Access group in the
Azure AD, as follows:

Kerberos Demo Application Access - Members

Group
« + Add members O Refresh
O Overview s
NAME TYPE
Manage
Properties r, Don Hall User
Members Guest User! User
Qwners

App access group members

15. Now, you can test the solution with Jenny Green at https://myapps.
microsoft.com.

16. Change the organization to INOVITDEMOS.
17. Click on the Kerberos app.
18. You should see a successful login, as follows:

WHO Page

NSNS NS NS NS NS NS NS NS S |

\Authentication MethodHNegotiate (KERBEROS) Request.ServerVariables("AUTH_TYPE")
Identity HINOVITDEMOS\BGDOODI Request.ServerVariables("AUTH_USER") or System.Threading.Thread.CurrentPrincipal.Identity|
Windows identity HINOVITDEMOS\svckrbapp 'System.Security.Principal. WindowslIdentity. Getcurrent

Identity (System.Threading.Thread.CurrentPrincipal.Identity)
AuthenticationType Negotiate

ImpersonationLevel Impersonation

IsAuthenticated True

IsGuest False
IsSystem False
IsAnonymous False
Name INOVITDEMOS\BG00001

Kerberos example web page for guest users
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To automate and extend this solution, you can use Microsoft Identity Manager 2016
or the provided PowerShell solution. You can get information about this approach on
Azure AD B2B collaboration with Microsoft Identity Manager (MIM) 2016 SP1, with
Azure application proxy, at the following sources:

® https://docs.microsoft.com/en-us/microsoft-identity-manager/
microsoft-identity-manager-2016-graph-b2b-scenario#b2b-end-to-
end-deployment-example—-scenarios

® https://www.microsoft.com/en-us/download/details.aspx?1d=51495

In this section, we handled various use cases to provide an identity life cycle for guest
users. In the next part, we will give some tips on how you can get more comfortable
in your environment.

Azure services for automation

This year, at Microsoft Ignite, Mark Wahl presented a new feature set. This feature set
is called Azure AD Identity Governance, which is in private preview. I will give you
an idea of the public information.

Identity is the control panel and merges user experience, business needs, and security
requirements together. You need to ensure that the correct users get the right access
to the correct and required resources at any time. Azure AD Identity Governance is
the set of capabilities for this. They enable you to define access policies and monitor
your identities. Microsoft is developing a complete suite of governance capabilities
for Azure AD, including two powerful new features: Entitlement management and
My Access.
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Admins will be able to create policies for resources, such as groups, apps, and sites,
with the upcoming entitlement management. It will provide the automated process of
granting access to employees and partners. The My Access portal gives employees
and partners the possibility to request access to these entitlements, including access to
request approvals, as shown in the following screenshot:

B 8] A nitemens- Miaosot X [\ o

<« O @ { portal.azure.com

admin@adatumdemo.
ADATUM CORP

Microsoft Azure 0 Search resources, services, and docs p ) B 72 O

Home > Adatum Corp > Entitlement management - Entitlements

Create a resource Entitlement management - Entitlements X

All services

€ o Newentitement ) Refresh

% FAVORITES Manage

Catalogs x

Entitlements

P Y Sy — B setings NAME DESCRIPTION CATALOG PERMISSIONS  POLICIES DISCOVERABLE
S Users Sales & Marketing Intended for sales and marketing tea... Sales and Marketing a 3 Yes
Finance employees For finance employees only who do...  Finance 0 0 No
lead management tools Access is restricted to authorized use... Sales and Marketing 1 1 Yes
Marketing Marketing launch of new initiative ~ Sales and Marketing 1 1 Yes
Access from Microsoft Microsoft empl B thershi 0 1 Yes
Access to directory General purpose request for director... Default Catalog 0 1 No

Azure Identity Governance Entitlement management options

First, the resources must be specified and associated with the entitlement. In this
example, you see two apps, one user group, and one SharePoint site. You can add
more resources. As you can see in the following screenshot, roles are also included in
this concept:

P Search resources, services, and docs £ ® admin@adatumdemo... (@
ADATUMCOR? Q)

Home > Adatum Corp > Entitlement management - Entitlements > Sales & Marketing - Resources
Sales & Marketing - Resources X
Entitiement - PREVIEW
« == Add resources T Refresh
Overview
Type
Manage % Al o
Resources
Policies NAME TYPE ROLE CREATED BY CREATED ON
Grants Sales and Marketing SharePoint Site Sales and Marketing Members  admin@adatumdemos.onmicro... 9/14/2018
F
B Requests Marketo Application msiam_access admin@adatumdemos.onmicro... 9/14/2018
% Owners
Adatum Salesforce Application Chatter Free User admin@adatumdemos.onmicro... 9/6/2018
Sales & Marketing Security Group Member admin@adatumdemos.onmicro... 9/6/2018

Resource assignment for entitlements
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With the new features, as shown in the following screenshot, you can define
entitlement policies to drive your security requirements:

_ 0 Search resources, services, and docs 3 ©  admin@adatumdemo... (@)

AoaTm cors )

Home > Adatum Corp > Entitlement management - Entitlements > Sales & Marketing - Policies > Edit entitlement policy

Edit entitlement policy
PREVIEW

*Details  Requests Lifecycle  Summary

Users
Target users who can request he entitlement
All identities not in another policy @
/| Select groups and partners

Groups that can request access @  All Users

Add/Remove groups
Partners whose users can request ~ Contoso + 1 more
access @

Add/Remove partners
User type to be added @ Guest
Approvers

Select who approves acces:

quests

(®) Automatically approve
(O Automatically deny
() Require approval

Entitlement policy options

Another fact that you should be aware of is the many different Azure features that
provide you with the capabilities to drive your cloud-based identity and access
management. We recommend reading the article at https://bit.1ly/2u3Lc2G,
regarding the following technologies:

¢ Microsoft Flow

e Azure Logic Apps

e Azure Functions

e Azure App Service WebJobs

There are already many examples in the community that show the power of these
features; some of them are as follows:

e Martina Grom, with provisioning Office 365 groups with Azure
functions: https://blog.atwork.at/post/2017/10/01/Provisioning-an-
Office-365-group-with-an-approval-flow-and-Azure-functions-part-2
¢ Asish Padhy, with the same topic: https://asishpadhy.com/2018/05/01/
automation-and-creation-of-office-365-groups-using-flow-
microsoft—-graph-and-azure-function-part-1/
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¢ Microsoft Docs, with Microsoft Graph bindings for Azure
Functions: https://docs.microsoft.com/en-us/azure/azure-functions/
functions-bindings-microsoft-graph

e Microsoft, with an introduction to Azure Functions: https://docs.
microsoft.com/en—us/azure/azure-functions/functions-overview

We highly recommend trying to work with these technologies, because they will be
the future of providing implementation to our customers.

Summary

Working through this chapter, you saw how you can build a rich Azure B2B solution
with an identity life cycle, including on-premise application access for guests.
Furthermore, you also had an excellent introduction to the possible use cases and
gaps. We also provided an overview of the upcoming Identity Governance features
that Microsoft is developing, and the power that they will bring to the game; for
example, there is a resource assignment based on roles and associated policies.

In the next chapter, we will deploy single-tenant and multi-tenant applications to
your environment, and will provide an introduction to these concepts.
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Section 3: Data Classification
and Information Protection

In this final section of the book, you will learn to understand the key principals of a
security culture and data classification. Furthermore, you will learn to plan,
implement, troubleshoot, and develop solutions on current Microsoft Information
Protection technologies like Azure Information Protection, Cloud App Security, and
Windows Defender ATP.

The following chapters will be covered in this section:

Chapter
Chapter
Chapter
Chapter
Chapter

12, Creating a Security Culture

13, Identifying and Detecting Sensitive Data

14, Understanding Encryption Key Management Strategies
15, Configuring Azure Information Protection Solutions
16, Azure Information Protection Development



12

Creating a Security Culture

Organizations need to build a security culture to provide a suitable information-
protection solution. In this chapter, you will get an overview of the four main pillars
of security culture, which are leadership support, efficient training, ongoing testing,
and continuous communication to the entire organization and its partners. If you
don't establish a security culture, you will have difficulty being successful in every
part of an information-protection strategy, because every employee needs to know
what information needs to be protected. Furthermore, the introduction of security
measures can result in high costs if they are not sufficiently planned and not
supported by the management.

An additional focus in this chapter is data classification, as the classification of
information provides the basis for most security mechanisms. The classification of
information provides context for the factors that lead to security policies taking effect
and triggering the right level of protection. Also, we will explain how applying the
four main parts of a security culture leads to supporting the introduction of data
classification. Finally, we will have our first contact with the Microsoft classification
and protection solution to introduce the practical application in the following
chapters.

This chapter covers the following topics:

e Why do we need a security culture?

¢ The four main pillars of a good security culture
e General overview of data classification

o Azure Information Protection (AIP) overview



Creating a Security Culture Chapter 12

Why do we need a security culture?

The ideas, duties, and behaviors of a group of people influence their security and

can put them at risk, hence there is a need for security culture. In the professional
world, security culture is used to describe the kinds of behaviors organizations would
like to see in their employees in areas such as cyber, physical, and personal security.
Security training and the change of the behavior of a co-worker to adapt to the safety
guidelines of the enterprise are necessary. The main focus of a security culture is
keeping infiltrators or other potentially damaging parties out. In our case, we will
focus on the relevance to data security, because to handle the complete field of
security goes beyond the scope and focus of this book. So, let's see what this means
for us.

Digital transformation has reshaped the way we work. Data has become the new
currency of business. Information such as development results, intended company
acquisitions, sales account information, personal or financial data, and security
information have very high values in organizations. A lot of the information and data
created or exported from systems flows into and through organizations, out into the
cloud, and across the Internet of Things. More and more data is in motion, and this
creates more and more risk. This fact leads organizations to make extensive
investments in data security, to protect their intellectual property and the trust of
their customers.

Technology alone doesn't solve the problems in the field of data security.
Furthermore, if you think data security is only an IT task, you will remain vulnerable
to breaches caused by user activity. Many security professionals still focus too much
on processes and technology, or just on technology. This fact puts organizations in an
unbalanced and weak position. We need to include all the employees in our strategy
because if we don't, we leave the organization vulnerable to an attack factor that's
nearly half of the current breaches in the actual cyber security world. In an enterprise,
the elements, people, processes, and technology must be in harmony to create a
strong foundation for a proper security culture, a successful data security strategy,
and digital transformation.

In organizations with a proper security culture, employees have a clear
understanding about what is right and wrong, the type of activity they should report,
and how to contact the right team. On the other hand, in organizations with a weak
security culture, security becomes someone else's responsibility. A vital fact of an
effective security culture is to have a shared sense of ownership.
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So, it's quite important to understand that you need to engage and educate employees
to make better decisions on how information is handled. By prompting your users to
pause and consider the business value of the information they own and control,
you're empowering them to use it in a way that won't put your corporate data at

risk. The use of data classification enables employees to handle sensitive content
correctly.

Already during the creation of information, or when saving, the employee is
supposed to categorize the information correctly and to trigger the right

protection. Besides, the employee learns to better assess the need for security and the
value of the information for the company in the future, as well as to adapt their
handling of sensitive content to the organizational guidelines. The data classification
additionally provides the factors that are essential for security reports. It will also
trigger the execution of security functions at the right time to keep the business in a
secure state.

You can invest a lot of money and energy in improving your security processes and
technology controls. If you don't include your end users within your organization, the
risk of data breaches will still be high. The most important task you need to work on
is educating and empowering your users to make qualified decisions in handling the
information of their daily work. To provide an appropriate security solution, you
need to give a natural flow for the end user in their daily work and apply and enforce
policies to avoid the violation of security rules.

By helping users to classify and give value to the information they create, they
become active participants in the protection and security of data.

In the next section, we will discuss the four pillars of a security culture.

Pillars of a good security culture

Now that we have highlighted the need for a security culture, let's look at its four
main components. As we have already mentioned in the introduction, we will discuss
the following four areas, which are the cornerstone of a healthy and sustainable
security culture:

¢ Leadership support

e Training

e Testing

¢ Continuous communication
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You will get an overview and tips that will help to you install a high-quality security
culture in your organization. Keep in mind that an organization's security culture is
the foundation of any security control and should be supported by an information-
protection strategy. In the next part of this section, we will start with the leadership
support you need to support an information-protection strategy.

Leadership support

An information-protection strategy and the associated security culture always has to
start with the top-level executives and board members. This will provide the funding
for appropriate resources to develop, implement, and maintain the information-
protection strategy, which includes the security culture.

Making security a part of everyone's responsibilities is key to a living security culture
and reliable data security. For example, if a data-classification project is launched
without management support, there is a high probability that the project will fail.
Often, the reasons are that the necessary resources are not available or that processes
and business alignment have changed.

Your executive sponsors should continually be kept up to date on the progress,
because they will be ready to address any significant blocks. Solutions and initiatives
should always be aligned with the business goals and the processes of the
organization. Furthermore, you should engage and establish department/team
champions so that they understand and support your strategy and implement it at a
very early stage. They will also be an excellent resource for feedback to improve your
solution.

We often see that the efforts to develop and implement an information-protection
strategy and security culture falls into the hands of the IT department. As we already
know, we are not talking about a purely technical solution. Complete success relies
heavily on the users of an organization and their activities. Finally, don't forget that
the executives should lead by example, because the rest of the organization will look
up to them. This means that the executives should be an active part of pilots and live
by the new strategy and culture. Be aware that they need to have special support
during the implementation.
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Training

As we mentioned in the Why do we need a security culture? section, it's essential to
engage and educate employees to make better decisions in the handling of
information. An appropriate data classification software can help you to address the
engagement and education of your employees. Here are various effective training
strategies to address the critical ones:

¢ Educate users and communicate what you are trying to classify and
protect.

e Provide information that helps the user to get a better understanding of
what is right and wrong.

¢ Use a mentoring approach rather than a punitive one.

¢ Use easy and natural language.

e Ensure your feedback loop is in place.

¢ Decide the training needs as per the role of the user and the associated risk,
such as data or image loss of the company if the employee leaves or
incorrectly handles information.

¢ Your information gathering doesn't need to be perfect; try to get as close to
100% as possible.

¢ Use an iterative approach while making improvements.

Further, you need to align the training needs to the associated risk, such as data

loss of a specific user group. For example, data classification is a typical general topic
everyone should be trained in. Let's think about an engineer; they should have an
intermediate level of training in how they need to handle their results. The
administrator who manages all the results of the engineers of an organization should
have an in-depth training level, because they are maintaining all the jewels of the
organization. So, they need to know exactly what to do to secure the information.

In essence, data classification will help your organization to improve its culture of
information-security awareness significantly. So, invest in supporting and training
your users in that field. Take feedback from users, listen to them, and continually
improve your training material.
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The following training approaches could be used:

¢ Reference posters or cheat sheets a user can keep on their desk
e Training videos that are placed on internal portals often used by your users

¢ A corporate video with an executive about the importance of the
information-protection strategy and the security culture, which shows the
leading-by-example approach

¢ Online forums or knowledge systems that are used inside the organization

Keep in mind that users may consume and use the training materials in a different
way, depending on their role within the organization. In the next section, we will
describe the testing needs inside a security culture and the implementation of an
information-protection solution.

Testing

Active testing and monitoring of the information-protection strategy is crucial to keep
the security culture alive. In the case of data classification, the primary goal is to
achieve user acceptance of your defined data-classification labels and policies to
ensure that users do not resort to cheating. To make sure that you are headed in the
right direction, you need to define specific test scenarios aligned with your critical
success factors in order to validate and satisfy the significant business and functional
requirements for your classifications and policies.

It should also be noted that often only a small part of the information you
communicate to your recipients is clearly understood. Due to this, it is essential to
check global communication in small test groups that can be adjusted if necessary.
Furthermore, build active monitoring of the information-protection activities and
reference it to the context of the information, so that you can test the accurate
classification and applied protection of the data. Your technical solution should
provide you with a useful toolkit to achieve this target.
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Continuous communication

An essential tool for transforming user behavior is continuous communication,
starting from when you begin making changes to the organization's culture. In the
beginning, it is necessary to communicate your mission to all your users. By
communicating clearly, everything is aligned with the core values and the corporate
commitments of the organization, and how the information protection strategy and
security culture stick to these commitments — users can see the bigger picture of the
security investment and can identify themselves as an essential part of the whole
solution.

Let's also discuss the "what's in it for me?" factor. For example, employees need to
make sure their work is aligned with the information security policies they signed on
day one of their employment. For an active and thriving communication process, it's
essential that you are approachable and share the improvements that you get from
user feedback.

General overview of data classification

After we describe the necessity and the four central elements of the security culture,
we will discuss the data classification to create the basis for a successful solution in
the area of information protection. As already mentioned, data classification provides
the necessary information and tools for the correct use of protective measures. Let's
start with a basic definition of data classification. It is a continuous process of
consistently categorizing information based on specific and predefined criteria so that
the data can be efficiently verified, effectively identified, and protected. This is

why data classification is the foundation of data security.

Successful data classification requires a broad awareness of the needs of an
organization and a thorough understanding of where the data assets are located and
how data or information is generated. For this reason, finding and identifying
existing data on various endpoints, such as network shares, databases, or cloud
services, is closely tied to classification. Even when creating new data, classification is
always carried out.
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In addition to the different endpoints at which data is usually available, there are
three basic states in which data can be located: in idle mode, during processing, and
during transport. All three states require technical solutions for data classification.
However, the principles used are the same for all three states. Unfortunately, data
classification must always be done in the creation process. For example, confidential
data about all the three states must be treated confidentially. Furthermore, a
distinction has to be made between structured and unstructured data. In typical
classification processes, structured data in databases or tables is less complicated than
unstructured data such as documents, source code, or email messages.

Opverall, it is crucial to manage unstructured and structured data based on their
sensitivity level. A correct implementation of a data-classification solution leads to the
creation of sensitive and confidential data with proper foresight. It can be decided
whether information can be made publicly available or not.

In discussions with our customers, we have often heard about their reluctance to
adopt data-classification solutions. However, such comments can often be refuted
quickly. The following three examples exhibit the crucial aspects of data classification:

¢ Data classification is too complicated: In fact, many data-classification
projects fail or get stuck because of classification schemes that are too
complex. The data-classification schema provides different labels to apply
the classification to the information. For example, the Confidential label is
used for sensitive information that should not be accessible by
unauthorized users. Often, we find concepts that use labels the users are
not able to understand, or labels that conflict with other labels.
Consequently, it is advisable to start an iterative process and only with the
necessary options.

¢ Data classification is just another step I need to take, and it makes me
slow: Classifying data can simplify data protection. Knowing what
information is confidential allows you to choose a suitable location to store
the data or adopt a protective measure. It's important to understand why
and how data is protected. Furthermore, data classification has the
advantage that data can be found more easily and the employee can also
protect themself by classifying the information correctly and applying the
appropriate protection.

¢ Data classification pays off only after a long time: Automated
classification can provide insights from day one. The automation of the two
areas of context and content can be quickly and easily created in a certain
order and additional information can be obtained to promote safety
improvements. You will find out more about the different classification
methods in the Methods of data classification section.
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Now that we have established a basic definition of data classification, let's discuss the
different methods of data classification.

Methods of data classification

In this section, we will work through different methods of data classification,
explaining each process and providing the essential arguments for the methods,
including what information will be gained for the classified information. To
understand these methods, it is essential that you are able to define the correct and
most efficient way to your classification system. There are two basic methods of
classifying data: manually through interaction with the user, and automatically
through classification software based on a set of rules.

For data classification, the following four methods are usually used:

¢ Based on the user's choice (manual):

e Focus on the manual selection of the user

e Should be combined with an automatic process based on
content and context that recommends the appropriate
classification

e Reclassification should be controlled and monitored

¢ Based on the knowledge of the user when creating, editing,
or reviewing sensitive information

Information gained: What is the content and context of a document?

¢ Based on the content (manual/automatically):
e Focus on examining and interpreting sensitive content using
regular expressions, metadata, or other options

Information gained: What is the content of a document?

¢ Based on the context (manual/automatically):
¢ Focus on the application, location, or creator, as well as other
variables and indicators of sensitive information

Information gained: Who accesses it? When will the data be
accessed? Where is the data moving? How is the data used?
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e Supported by machine learning (manual/automatically):
¢ Focus on document classes around automatic classification
by comparison with comparison sets and training

Information gained: System learns to integrate further options into the
classification or to increase the recognition of certain information.

The combination of different classification methods combines the different positive
properties of the individual methods, as follows:

e Metadata-based classification allows exceptionally high speeds

¢ Pattern-matching is fast and safe for classification criteria that can be
identified with regular expressions

¢ Machine learning with linguistic-statistical methods is generally applicable
and gives very good results with fuzzy criteria

e Special classifiers, such as image recognition, can be another method
The combined and continuous use of these methods leads to success.

Now that we know the different classification methods, we can address the
challenges facing organizations where the use of data classification can support a
fundamental improvement in the management of information and the efficient use of
security technology.

Data classification and unstructured data

An essential aspect of why data classification is necessary is the amount of
information generated within a company. The amount of information is often
unmanageable and unusable. The management of unstructured data is still one of the
larger unresolved issues of storage technologies. Still, about 80% of the stored data is
probably unstructured, which is beyond the capabilities of an economical and
sustainable information-management process. However, the critical challenge of
process-aware allocation exists in both structured and unstructured data.
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Furthermore, the current data volume does not indicate any externally visible
information about the content and the intended use. If we use a classification scan
with a few simple keywords or analyze the metadata, there can be more transparency
of the different types of data. The results are gaps in the management of the
company's information, which should be identified by the following characteristics:

e Sensitive information that needs special protection
e Important and/or regulated information that needs to be archived
e Passive information that is seldom needed

Superfluous information that could be deleted

Technical log information with special treatment

For this reason, the recommended way of creating a classification is to create the
necessary transparency about the contents of the company's-relevant information.

In addition, the following advantages also result from the data classification:

e Classification: Allows a company to group data consistently across its
business functions, regardless of its format or delivery system.

¢ Storage Optimization: Gives an introduction of a storage classification
concept (tiered storage model).

e Data value: This allows data to be differentiated according to its value for
the company.

¢ Archiving: Introduction of an archive for better information retrieval.

¢ Transparency: Information type and relevant attributes are visible from the
outside.

¢ Synergies: Users and applications can use the information.

e Safety: Efficient and sustainable protection mechanisms can be controlled.
e Efficiency: Proof of information in processes and groups for processing.

¢ Unity: In the company or organization by following the same principles.

Now that we have seen the advantages of data classification in the field of
unstructured data, we can view the use case of data leakage and loss prevention.
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Data classification and Data Leakage/Loss
Prevention

Data Leakage/Loss Prevention (DLP) is the term used to denote solutions designed
to prevent the uncontrolled outflow of information from the company. DLP is one of
the IT measures for risk management. Today's DLP solutions provide only a fraction
of their potential, because the rule definition for the permission and prevention of
access by filing structures and other technical attributes is complicated. Since today's
solutions often lack the appropriate methods for integrating the specialist pages, the
specialist departments often do not feel responsible. Thus, DLP remains in many
cases a blunt sword in the fight against the unauthorized outflow of information.

With the introduction of the manual and automated classification of all files, DLP can
act on the classification rather than having to be painstakingly managed through the
filing structure. You will find the information about the different classification
methods in the Methods of data classification section. This is visible in frequently
changing structures in the filesystem. The rule definition is intrinsically useful across
the enterprise, and the administration expenditure sinks drastically. The concept of
classification and document classes makes it much easier to integrate the specialist

pages.

In risk management, too, the efficiency of already established solutions, for example
in the area of DLP, can be increased many times over by using a classification.

Next, we will focus on data classification and compliance aspects.

Data classification and compliance

Archiving is key to meeting many compliance requirements. Today, many important
pieces of information that need to be archived from a compliance point of view
remain unarchived because they are not recognized as requiring archiving by the
system or process. An example of this is the many contract-relevant files that end up
in the filesystem. In particular, the large stocks of data on file servers represent a
black box for many companies, in which the relevance for specific compliance issues
is only partially known. Through the automated classification of all files in the
company, relevant information is recognized and archived by the classification.
Through the cross-company approach and automation, a significantly higher degree
of completeness is achieved here.

Next, we will discuss how data classification can help to optimize your storage usage.
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Storage optimization

Hierarchical storage management or tiered storage is the optimization of storage costs
by using different performance levels to reduce the use of expensive storage

systems. Files are moved from the cost-intensive systems to the lower-cost system
according to different selection criteria, without users or applications noticing.

Traditional solutions typically work exclusively with technical attributes, such as file
type or age, to decide on the ability of a file to migrate to less expensive storage. They
usually provide too rough a grid of selection criteria to be really efficient in practice.
Furthermore, there is a lack of a suitable approach to get information about the swap
capabilities of file stocks from the trade pages.

The professional classification of the file and the assignment of document classes,

such as an invoice, employment contract, or construction plan, provide a better way
to formulate outsourcing rules. Furthermore, these rules are entirely independent of
the actual structures on the file servers and therefore much easier in administration.

Classification allows storage management to be much more efficient by managing
files based on their value to the business.

Previous mechanisms for access protection were based on filing structures such as
folders and shares. Thus, different views cannot be displayed. There is a conflict
between high administrative effort on the one hand and uncontested need for
protection on the other. Also, this method is entirely dependent on the correct
behavior of users; if they misplace information, the information is visible to
unauthorized people. Ultimately, files are therefore insufficiently protected today.

Now that we have worked through several use cases where data classification can be
helpful, we will discuss the related information about the relationship between data
classification and the access-control mechanisms.

Access control to data

In terms of data classification and subsequent information protection, the
authentication of a user is upstream. Authentication of a user typically consists of two
parts—the username or ID to identify the user, and a password to confirm that the
user's credentials are valid. Authentication does not provide the user with access to
information or services. It is just a verification that the user is who they claim to be.
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After the authentication of the user takes place, authorization is the process of giving
an authenticated user the ability to access an application or information. Assigning
the rights assigned to an authenticated user to access the information requires
attention to data classification. Due to the upstream authentication, it is necessary to
gain a better insight into which sensitive data is affected in the case of compromise.
The following list provides some of the most critical data examples that can be
affected:

e User credentials and passwords

¢ Credentials and passwords of privileged users

e Identifiable personal information of customers

¢ Financial data from customers

¢ Intellectual property

¢ Personnel/employee data

e Financial data of the company

¢ Medical information

¢ Internet of Things (IoT) or sensor-related data and metadata
¢ Industrial Control System (ICS) command and control data

The most significant impacts of attacking an organization are in the area of corporate
trust, legal concerns, and brand reputation. The following list provides the critical
areas of an organization that can be affected:

¢ Enterprise customer confidence
¢ Brand reputation
Direct loss of sales

Legal
e Improvement of protective controls (costs)
Financial loss

Regulatory fines (compliance)

Data classification may be required by a variety of factors, such as specific
regulation, General Data Protection Regulation (GDPR), Federal Act on Data
Protection DSG, Health Insurance Portability and Accountability Act (HIPAA),
and Payment Card Industry Data Security Standard (PCI DSS), or intellectual
property protection.
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Further examples and their associated areas are as follows:

Area Regulation
PCI DSS, HIPAA/ Health Information Technology for
Economic and Clinical Health (HITECH), Gramm-Leach-
Conformity Bliley Act (GLBA), International Organization for

Standardization (ISO) 27001, Personal Information Protection
and Electronic Documents Act (PIPEDA), GDPR

Data protection

Personally Identifiable Information (PII), Protected Health
Information (PHI)

Intellectual
property

Copyright, trade secret, patent application document, patent
accompanying document, not IP

Export compliance

International Traffic in Arms Regulations (ITAR), Export
Administration Regulations (EAR)

Department Law, human resources, finance, engineering, sales
Project Code names for new products and other projects
Law/traceability Privileged, hold

Maintaining Retention time

Now that we have discussed the data-classification-related information of access
controls and regularities, we will take a look at an example classification scheme and

policy.

Classification scheme and policy example

The following section describes an exemplary classification scheme and associated
guidelines to clarify the activities and processes involved in data classification. The
following classification scheme represents a grading in terms of sensitivity and
provides information on the expected effects and any necessary encryption of the

information.

To be successful with your organization in an information-
protection deployment, the basic requirement is to pick well-
standardized labels and a common language to connect with the
data-security-specific terms.
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The following table shows the example classification scheme, which starts on the left
with the grade of sensitivity to the data, followed by the classification label and the
example description with the impact to the company and a usage scenario for how

the label is used:
Classification|Description and usage
Low i . o e
... .. |Unclassified (Information that has no organizational value or sensitivity.

sensitivity

Non-business data, for personal use only. Not monitored by
Personal the company. This label is especially needed if the user is

allowed to create/send personal and business information.
Information that does not endanger the organization when
exposed outside its organizational boundaries. Approved for

Low  |public public usage:

sensitivity * Impact: Irrelevant
¢ Critical: Irrelevant
* Encryption: None
Business data that is not intended for public consumption.
However, this can be shared with external partners, as

Low. ... |General required:

sensitivity e Impact: Low, up to $25,000
e Critical: Low
* Encryption: If required
Sensitive information that can be freely distributed within the
organization but cannot leave the organizational boundary:
 Impact: Low, up to $100,000

Medium I 1 * Critical: Low

sensitivity nterna * Encryption: If required
The label should be used in combination with a General label
or replaced by it, because modern organizations often work
with outsourced departments.
Sensitive information that must remain within organizational

. limits and should only be shared with a limited group of
Med-ll-ln‘l Confidential [Internal people when needed:
sensitivity ¢ Impact: High and important, up to $1,000,000

* Critical: Medium and High

* Encryption: Highly recommended
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Highly sensitive information that, if displayed outside of the
organization or inadvertently to internal staff, can result in
significant organizational risk:
« Impact: Very high, > $10,000,000
High Secret . Critical:‘Very high

* Encryption: Yes
High Confidential or Restricted is also used instead of Secret.
Sometimes Restricted is not completely clear for everyone,
and confuses the order of the labels: Confidential and then
Restricted or vice versa.

sensitivity

Now that we have an overview of the classification scheme, let's jump into more
details with examples of the affected information by a classification label.

Description of the classification scheme

The following classification labels and associated guidelines explain the example
classification schema from the previous section, Classification scheme and policy example:

¢ Public—General information: Company information expressly approved
for publication.

¢ Examples: Marketing material, published quarterly results.

¢ The authorization according to the corporate communication
policy should take place before the classification. Until
approval is granted, information will be classified as Secret,
Confidential, or Internal. There are no other information
security restrictions for public information.

¢ Internal—Internal information: Information that can be shared across the
enterprise but not for release outside the company. Often the standard
classification for company information.

¢ Examples: Department announcements, project reports,
employee contact details.

e Internal information may only be shared with employees,
contractors, or business partners. Access should be from
proprietary IT systems using enterprise-approved
applications and services.
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¢ General—General business information: Business data that is not
intended for public consumption.
¢ Examples: Company's internal telephone directory,
organizational charts, internal standards, and most internal
communication.

e However, this information can be shared with external
partners, as required.

¢ Confidential—Confidential information: Information that, if
compromised, may harm the company's interests or cause significant
disruption or embarrassment to the company or its employees. Access is
therefore restricted to authorized persons or groups only.
e Examples: Personal data, contract negotiations, trading
strategies, upstream technical data.

¢ The following restrictions apply to secret information:

correct group of users.

It must clearly indicate the classification in the
header or footer of each page or slide.

A need-to-know practice must be known and
implemented in the case of contractors and
business partners where a confidentiality
agreement exists.

Store the information on corporate IT systems
and access the information only through
enterprise-approved applications and services.

Storage on portable devices or removable
media is only with an active encryption.
Encrypt the information when sending email
or external exchange, as encryption of email
messages is a good safety practice.
Confidential information may only be shared
or stored in the business-collaboration
application, where access is restricted to an
authorized person or group.

Keep in mind that everyone should have a common set of labels.
Don't make it too complicated. If you have special needs, such as
top-secret projects, acquisitions, or mergers, scope the labels to the
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¢ SECRET—Secret information: Information of high value or sensitivity that
could cause a serious corporate group compromise. Access is therefore
limited to a small number of high-trust individuals.
¢ Examples: Acquisition plans, unpublished company results,
preliminary assessments of economically sensitive
exploration opportunities.

e The following restrictions apply to secret information:
¢ Display the classification in the header or
footer of each page or slide, or in the first line
of an email (but not in the subject line). Display
the name and title of the information owner
and a SECRET disclaimer on the first page or
slide.

¢ Sharing information only where "need-to-
know" exists, and most of all only with trusted
people from the "in-the-know" list managed by
the information owner.

e Store information only on corporate IT systems
and access by using applications that are
allowed for secret information. For example,
these applications have multi-factor
authentication and encryption.

e Secret information should not be included in
emails to external parties unless they are
appropriately encrypted. Instead, an email
with a link to a saved file should be sent to an
authorized system.

e Secret information should only be shared
internally via links to files stored on an
authorized IT system. If not possible, an
encrypted email can be used internally.

Now that we've discussed the different classification labels and their usage, we can
work through some visual marking examples based on the example classification
schema.
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Visual markings and rules based on the
classification label

The following table shows the guidelines that are applied to the information, based
on the classification scheme and safety information. A subdivision into documents
and messages is made.

Here, you can see the different visual markings and rules in documents and messages
based on the classification schema:

centered, light
gray.

Affected Visual marking (Visual marking and rule details
labels
Classification Classification metadata is applied.Messages cannot
*All* metadata is have a classified attachment with a higher
applied. sensitivity than the message.
Undlassified [No visual marks. No V1§ual m'aljks.Messages or attachments must not
contain sensitive text.
. No visual marks.Messages or attachments must not
Personal No visual marks. . D
contain sensitive text.
Public No visual marks. No V1§ua1 mfujks.Messages or attachments must not
contain sensitive text.
Header/footer
with the word Header with text Classification: General, in
General General in Arial [blue.Messages contain sensitive information or
12, bold, centered, [text.
light gray.
Hgader/footer Header with text Classification: Internal, in
with the word .. .
) . green.Recipients may only be in
Internal Internal in Arial , , .
the @inovit.ch domain.Messages or attachments
12, bold, centered, . ..
. must not contain sensitive text.
light gray.
Header with the text Classification: Confidential,
Header/footer in orange.The message must be encrypted with
with the word Microsoft Azure RMS.Footer with the following
Confidential Confidential, in [text: This information is considered to be inovit
Arial 12, bold, Confidential. Proper handling and limited

distribution must be enforced. For more
information, see the policy at the corporate
website.
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Header/footer
with the word
Secret, in Arial 12,
bold, centered,
red.

Classification
downgrade is not
allowed.

Secret

Header with the text Classification: Secret, in bold
and red.Footer with the following text: This
information is considered to be inovit Secret.
Proper handling and limited distribution must be
enforced. For more information, see the policy at
the corporate website.Recipients may only be in the
Active Directory group inovit Executives.The
message must be encrypted with Microsoft Azure
RMS.Downgrading the classification is not
allowed.

Now that we have seen the visual marking and rule examples, let's follow up with an
example of general desired behavior.

General desired behavior example

This section shows some example general behaviors in the subsections on documents

and messages:

Documents

Messages

All messages have a standard

Documents have the associated standard
classification for the user group. For most
users, this could be General, and for special
groups, such as HR, Legal, or Finance, this
could be Confidential.

classification for the associated user
group. For most users, this could be
General, and for special groups, such as
HR, Legal, or Finance, this could be
Confidential.

The user must explicitly select a
classification before the document is saved
or printed.

Users should be asked to confirm the
classification before the message is sent.

Users should be notified that they need to
change the classification to the
recommended label, determined by an
automatic classification approach, which
checks the document for specific patterns
or keywords.

Users can change the classification
before sending the message.

Now that we have worked through an example classification schema, including the
labels, rules, and visual markings, we can discuss the different roles to process and

manage data.
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Defining the data-processing roles

It is important to set up the necessary administrative roles and rights. The following
table identifies the different data owner roles and their respective rights:

Role Create Modify/delete Delegation Read Archive/recover
Owner X X X X X
Manager X

Administrator X

User X X

The following tasks can be performed by each role:

¢ Data owners: The owner of the information is the original creator of the

data, who can delegate the ownership or delegate the administration to a
data manager. When a file is created, the owner should be able to assign a
classification. For this reason, they must understand the classification
scheme and the associated guidelines, or be supported in the classification
process in order to be able to set the correct classification. Finally, the data
owner decides on the access to the information.

e Data managers: The data manager is instructed by the data owner to

manage the information. They manage the information in accordance with
the data owner's instructions, taking into account the applicable guidelines
and requirements.

¢ Administrator: An administrator represents a user who is responsible for
ensuring and maintaining the integrity of the data. The administrator is not
a data owner. The administrator role includes backing up and restoring
data and managing records.

¢ Users: Includes anyone who has been granted access to data or a file. Users
have only user privileges and nothing else.

Finally, after discussing the different roles needed to process and manage data, we'll
look at a short description about the change of the data classification label in the
upcoming section.
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Change of classification

Reclassifying or changing the classification status of an item of information must be
done by a user, or the system determines that the importance or risk profile of the
object has changed. This effort is essential to ensure that the classification status
remains current and valid. Content that is not classified manually may be adjusted
automatically or based on the use of the data owner or data manager.

In this section, we have worked through a general overview of data classification,
which we will use in chapter 13, Identifying and Detecting Sensitive Data, and Chapter
15, Configuring Azure Information Protection Solutions. To provide an overview of the
critical technology that we will use, we work through an introduction to Azure
Information Protection (AIP) in the next section.

Azure Information Protection
(AIP) overview

Microsoft has developed a complete data-classification and data-protection solution
to meet the current and future needs of its customers and partners. AIP was designed
based on the following form factors:

e Classify your data based on sensitivity

Protect your data at all times

Add visibility and control for users and administrators

Support a more secure way of collaborating

Easy-to-use toolset

High deployment and management capabilities
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The following diagram shows the high-level architecture of AIP and the related

security services. In the coming chapters, we will do a deep dive into each component

and build a sample solution configuration:

Azure Active Directory

®

Microsoft Cloud Services

&

Service
supplied key

ac

Azure Information Protection
Rights Management Services

®

@ <8

Azure Key Vault

BYOK

-
Windows Defender
Advanced Threat Protection
\

-
Office 365
Security & Compliance

Cloud App Security

o

B

Azure Active
Directory Connect

A

Active Directory

0
E

Active Directory
Federation Services

E <t

HYOK

Active Directory

Rights Management Services

Protection Only

Microsoft On-Premises Services

w
B

Azure Information
Protection Scanner

ile Server

_)

SharePoint Server

b
>

Rights Management
Services Connector

Exchange Server

The following benefits are provided by AIP:

¢ Policy settings: The administrators of AIP are provided with a set of the
most common default labels, which can be modified to fit your
requirements and needs

[504 ]

Azure Information
Protection Client
Windows Defender ATP




Creating a Security Culture Chapter 12

The following example shows the new Unified Labeling capabilities through the
Microsoft 365 Security & Compliance center, which merges the Office 365 and the
Azure Information Protection labeling system:

s protected based on the settings you choos

IR | 2 pubih abets | [ Oefres

Display name Created by Last modified

Labels
Persona Tenant Administrator 8/29/18 10:48 AM
Label policies
Public Tenant Administrator 8/29/18 10:48 AM
ive info type

8/29/18 10:48 AM

(3 D

Confidentil ©/29/18 10:48 AM
£ Data governance

Recipients Only 8/29/18 10:48 AM
& Threat management

All Employees 8/29/18 10:48 AM

== Mail flow

Anyone (not protected) 8/29/18 10:48 AM

& Data privacy Highly Confidential Tena 8/29/18 10:48 AM

8/29/18 10:48 AM

O Search & investigation Recipients Only

8/29/18 10:48 AM

All Employees Tenant

oooooooooo o

| Reports

¢ Classification: Data can be classified based on content, context, and source,
as well as automatically or manually by users, or in a combination.

¢ Example: Combination of manual and automatic
classification is recommended. It is shown to the user as
follows:

hange now Dismiss

0 t is recommended to label this file as Confidential \ All Employees

¢ Labeling: Labels will be added as metadata within a document. The labels
are included in clear text so that other systems can read the values, for
example the own Cloud App Security solution, which is a Cloud Access
Security broker from Microsoft.

The following example shows the metadata of a classified document:

MSIP_Label_193d509a-931b-427b-bd10-45fa5a%a362_Enabled True
MSIP_Label_ _193d509a-931b-427b-bd10-45fa5a%ba362_Siteld

44b1e89f-e859-4a9pb-8168-3438aea2529%a
MSIP_Label_193d509a-931b-427b-bd10-45fab5a%a362_Owner

jochen.nickel@emslabs.ch
MSIP_Label_193d509a-931b-427b-bd10-45fab5a%a362_SetDate
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2018-11-12T14:53:49.66719227
MSIP_Label_193d509a-931b-427b-bd10-45fa5a%0a362_Name General
MSIP_Label_193d509a-931b-427b-bd10-45fa5a%0a362_Application
Microsoft Azure Information Protection
MSIP_Label_193d509a-931b-427b-
bd10-45fab5a%a362_Extended_MSFT_Method Manual
Sensitivity General

e Protection: The encryption of documents and the authentication
requirements are solved by the existing Azure Rights Management services
or Active Directory Rights Management services, which allow you to
define fine-grained permissions on the protected information.

e Example: Here, you can see custom protection settings in
the Microsoft 365 Security & Compliance Center:

Encryption

@ o

Choose options that apply to

‘ Email massages and files ~ ‘

User access to content expires

‘ Mewver V‘

Allow offline access

‘ Cnly for a number of days V‘

Number of days the content is available without an internet connection

|3o =

Grant permissions to specific users and groups *

Assign permissions

Users and groups Permissions

180815emslabs.onmicrosoft.com Co-Author
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¢ Monitoring, tracking, and logging: Users can track activities on their
shared information and can revoke access immediately. Administrators are
also able to monitor and log information about the administrative tasks,
classification, and protection events.

e Example: Revoke access to a document:

Export to CSV Revoke access

The following diagram shows the main interactions on the main paths to protect
information through its life cycle:

Identify, Classify and Tag Share and Protect Usage Tracking Revoke Access
Access Tracking Revoke Document
Who / Where / When

. Encryption / RMS
i Path
Grant / Denied
DLP Path . . .

Cloud DLP (Data at rest) File access tracking Make private
. . uarantine
EXO DLP (Data in motion) Who / Where / When Q

Enhancement of On-Premise (DLP)

Encryption
Access Control

We can also see that the AIP solution is a part of the Microsoft Cyber Security
Architecture (information protection). You can learn more about the cyber security
architecture of Microsoft at https://bit.ly/2Sh1zN2.

AIP provides a suitable framework for data classification. There are
still many limitations in the product. With other vendors, such as
TITUS, you can fill the gaps and provide a suitable solution. You can
find more information at https://bit.ly/2GbulWq.

Now that we have seen a small starter on AIP, in the coming chapters, we will do a
deep dive into this technology.
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Summary

In this chapter, we learned why you need to have a security culture in an
organization, and how it relates to and is supported by an information protection
strategy. Then, we discussed what data classification means and why it builds the
foundation of every data security solution. During the general overview of data
classification, we looked at the relevance of a data classification scheme and related
policies. Finally, we saw a Microsoft AIP solution overview, which builds the
technology base for the information-protection solution we'll create in the coming
chapters. Using the knowledge you gained in this chapter, you'll be able to define
your own classification schemes, rules, and policies. Furthermore, you know which
areas are critical in a security culture and you can include the appropriate tasks into
your projects.

In the next chapter, we will dive into our first practical experience with AIP:
identifying and detecting sensitive data.
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ldentifying and Detecting
Sensitive Data

Identifying and detecting sensitive data is a very important process inside an
information-protection solution. You need to be able to identify sensitive information
within your environment using suitable matching criteria to provide the related
results for appropriate classification and protection controls. This is quite important
to give the right access to the right person and to improve your security standards.
Microsoft has invested in this field and provides different solutions that work
natively together. The solutions provide capabilities for data in motion, in transit, and
at rest. In this chapter, we'll give a practical overview of the needed information that
can be used for your organization or customers:

¢ Extending your lab environment
¢ Understanding and using AIP capabilities for data in motion
¢ Understanding and using AIP capabilities for data at rest

In the first part of the chapter, we will extend your lab environment.

Extending your lab environment

First, we need to extend your lab environment to test the different features and give
you the chance to extend the scenarios as you work through the different chapters in
this book.
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We will add two Windows 10 test clients and the YD1INFO01 server. Use the following
diagram to get the correct sizing, and the virtual machine configuration and domain

membership for the virtual machines:

Cost saving: Start VMs only foryour work — Don't forget to Shutdown!

Licenses

Microsoft 365 E5 Trial
D— Azure Trial subscription

Additional Software

Azure AD1: yourdomaini.onmicrosoft.com

Licenses
Microsoft 365 E5 Trial
Azure Trial subscription

SQL Server 2017 Trial
C SharePoint 2016 Trial /r\
E o Visual Studio 2017 Community
Visual Studio Code )
Windows 10 PRO/ENT

Azure AD2: yourdomain3.onmicrosoft.com

Subject:
*yourdomain1.com
LT TR R certauthloginyourdomain1.com

enterpriseregistration.yourdomaini.com
10.0.04 10.0.0.6 .0.0. 10.0.0.11 10.0.0.7

YD1ADS01 YD1APPO1 YD1INFO1 YD1RMS01 YD1URAO1
Standard D2s v3 Standard B4ms Standard B4ms Standard D51 v2
(2 vepus, 8 GEmemory] (4 vepus, 16GBE memory) (4 vepus, 16GEmemory) (1 vepus, 3.5 GB memory)

Standard D51 v2
(1 vepus, 3.5 GB memory)

YOURDOMAINZ COM

10.0.0.20

YD2ADS01

Standard D2s v3
12 vepus, & GB memory)

YD1cLIo1 YD1CLIO2
Standard D2 v2 Standard D2v2 Subject: login yourdomain2.com
2 vepus, 7 GB memory) {2 vepus, 7 GB memary)
Resource Group: labrgrp Servers/Clients: Windows Server 2019 / Windows 10

Lab environment overview

The Windows 10 clients need to be joined to YOURDOMAIN1.COM and you need
to copy the example data files from the code package to any directory on the two

clients:

1. Add the Domain Users in the local Administrator group to provide easy

access to the virtual machines:
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k Administrators

Description: Administrators have complete and unrestricted access
to the computer/domain

Members:

A cloudadmin
3!, INOYITDEMO S Domain Admins
3‘!‘ INOVITDEMO S Domain Users

User access to VM

2. To use single-sign-on, add *.yourdomainl.com to your Local intranet
zone in your Internet Explorer configuration:

Local intranet >

& ‘You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
I Add

Websites:

* inovitdemas. ch Remove

IE Local Intranet zone configuration
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3. Install Office Suite and the Azure Information Protection client on both
virtual machines.

4. Open https://portal.office.com with your Office 365 licensed admin
user:

Install Office ~

Office 365 apps

Includes Qutlook, OneDrive for Business,

€

Word, Excel, PowerPoint, OneMote, and more.

Other install options
—»| Install a different language, the 64-bit version,
or other apps available with your subscription.

Installing the 64-bit version of Office

5. Install the 64-bit Version of Office on the client.

6. Download and install the Azure Information Protection client on the client.
You will find the installer under https://aka.ms/aipclient.

7. Choose the AzInfoProtection_PREVIEW_1.45.32.0.exe binary and
install it without a demo policy.

Additionally, we will install a SharePoint single farm on the YD1INFO01 server for
testing the discovery capabilities on-premises:

1. Visitnttps://bit.1ly/20F£fBz0 to install SharePoint.

2. The expected result is that we have a demo SharePoint infrastructure with
a simple Documents library:
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e E> http://inodemosinf01/Documents/Forms/Alllterns.aspx

E} Documents - Documents - ..,

SharePoint
L Search Home
Libraries Docurﬂe DTS
Lists
Recycle bin =+ New T Upload 23 Sync [ Export to Excel
& Edit
Documents
[ Name
] _‘IWEIJ Marketing Goals and Strat...

SharePoint library for test files

We configure an example file structure on the YD1INFO1 server to discover sensitive
data on traditional file server solutions:

New-Item —-ItemType directory —-Path 'C:\Shares\Marketing'

New-Item —-ItemType directory —-Path 'C:\Shares\Finance'

New-Item —-ItemType directory —-Path 'C:\Shares\Production'

New-Item —-ItemType directory —-Path 'C:\Shares\Sales'

New-Item —-ItemType directory —-Path 'C:\Shares\Executives'

New-Item —-ItemType directory —-Path 'C:\Shares\HumanResources'
New-Item —-ItemType directory —-Path 'C:\Shares\ResearchDevelopment'
New-SmbShare —-Name Marketing —-Path 'C:\Shares\Marketing' -FullAccess
Everyone

New-SmbShare -Name Production -Path 'C:\Shares\Production' -FullAccess
Everyone

New-SmbShare —-Name Sales —-Path 'C:\Shares\Sales' -FullAccess Everyone
New-SmbShare -Name HumanResources -Path 'C:\Shares\HumanResources' -
FullAccess Everyone

New—-SmbShare —-Name ResearchDevelopment -Path
'C:\Shares\ResearchDevelopment' -FullAccess Everyone

New-SmbShare -Name Finance -Path 'C:\Shares\Finance' -FullAccess
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Everyone
New-SmbShare —-Name Executives —-Path 'C:\Shares\Executives' -FullAccess
Everyone

We'll copy data during the relevant configuration steps in the Understanding and using
AIP capabilities for data in motion section. After completing the extension of your lab
environment, let's identify and detect data in motion.

Understanding and using AIP capabilities
for data in motion

The meaning of data in motion or transit is that information is actively moving from
one location to another inside your environment or outside through the internet.
Typically, the process starts with the creation of a document, presentation, or
spreadsheet, or the export of information from a source, such as the HR, CRM, or
another system. The best option is to include the classification and protection process
directly in these processes. Otherwise, you need to be able to detect and identify
sensitive data from scratch on client computers and servers. Another important thing
is that you know where your sensitive, protected, or not-protected information is
exchanged and stored. Let's say you need a solution that's able to monitor the
sensitive data on client computers, on-premises, and in the cloud. Microsoft follows
this strategy and provides the following technologies to fulfill these requirements to
actively monitor sensitive data in motion:

¢ Azure Information Protection: Classification and protection monitoring
including document tracking.

¢ Windows Defender ATP: Monitoring classification and protection
activities on client computers.

¢ Cloud App Security: Active monitoring of your enabled cloud ecosystem,
including data-leakage prevention, classification, and protection
capabilities.

e Office 365: Monitoring, data-leakage prevention, classification, and
protection capabilities inside the Office 365 services.

Let's dive a bit deeper into the different functionalities of these technologies.
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Scenario 1 — Usage of Azure Information
Protection

The Azure Information Protection client offers you the capability to classify and
protect information in several formats. In our example, we'll use a manual
classification that also applies protection to the document. We use

the 03_Product_Strategy.docx document from the code package for this example:

1. Log on to one of the test clients with don.hall@yourdomainl.com. Don
Hall is a Strategy Consultant.

2. Open the Q3_Product_Strategy.docx document.

3. Because of the sensitive content, Don classifies the document as

Confidential | All Employees to classify and protect the information
against people outside his organization, which is shown in the following

image:

Personal Public General Confidential - Highly Confidential ~ | [

ne (not protected)

Q3 STRATEGY

CONTOSO GLOBAL

All Employees AIP label
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4. Save the file and send it to any of your personal email addresses and to
dan.jump@yourdomainl.com, the CEO of our demo (be sure that he has a
Microsoft 365 E5 license assigned):

To... Dan Jump;
El Ceo, jochen.nickel@inovit.ch
Send .
Subject Strategy Document
= (3_Product_Strategy.docx
attached  ([US| 100 a o
Hi Dan

Attached you will find the new Strategy Document.

Best regards

Don

Test mail including external contact

5. Try to open the email attachment on your private account—you won't get
access!

6. Log on to the second Windows 10 client with
the dan. jump@yourdomaini . com user.

7. Open Outlook, open the attachment, and click View Permission...:

€ CONFIDENTIAL - ALLEMPLOVEES Confidential data that requires protection, which allows all employees full permissions, Data awners can track and revoke content. | View Permission...
. > m Q) sensitvity. M Confidential \ All Employees
Navigation
My Permission 7 X
Search document o-

You are currently authenticated to view this document

as
Headings  Pages  Results Q 3 ST R AT E G Y Dan.Jump@inavitdemos.ch

Confidential - All Employees - Confidential data that
= requires protection, which allows all employees full
Executive Summary CONTOSO GLOBAL permissions. Data awners can track and revoke content,
Stakeholders You have the following permissions:
Milestones View: Yes
Edit: Yes
Goals copy: Yes
Print: Yes
Isaiah Langer
& Save: Yes
Export: Yes
Access the document programmatically:  Yes
Full control: Yes

Protected document with associated rights
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Now that we've worked on a document, and classified and protected it, including
exchanging the information with an internal employee and an external account, we

can view the monitoring capabilities of Azure Information Protection by following
the steps listed here:

1. Go back to the Don Hall client and open the protected
document, 03_Product_Strategy.docx, again.

2. Click the Azure Information Protection Protect button and choose Track
and Revoke as shown in the image here:

B | ansBe AnBBC AnsecC

Protect THormal | Heading1 Heading2 Heading3 Heading4
A Personal
[ Public ke content. Wiew Permission...
General
~" Confidential »

Highly Confidential »
Show Bar

p
! Track and Revoke
ﬁ Help and Feedback

RMS Track and Revoke feature

3. You will be redirected to the Azure RMS tracking website: https://track.
azurerms.com/.

4. Log in with don.hall@yourdomainl.com.
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5. You'll get all the information about your protected document as shown in
the following screenshot:

Q3_Product_Strategy.docx

Summary  List  Timeline  Map  Settings

Q3 _Product_Strategy.docx

Shared
January 18, 2019

Expires
Never

Tracking report on the protected document

6. View all the capabilities you have as a user under Summary | List |
Timeline | Map and Settings.
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Next, we'll look into the administrative portal blade of Azure Information Protection:

1. Under the Activity Logs section, you'll be able to view all the activities on
Q3_Product_Strategy.docx:

General Activity date File path Activity
Last 30 days me th Any v
L8 Quick start Labels Application name
1 selected v v Any v Filter
Dashboards
L Usage report (Preview) 2019-01-18  11:49:09 don.hall@inovitdemos.ch @l tmpvxizjzp2.docx Discover Confidential \ All Employees Ves
& Activity logs (Preview) 2019-01-18  10:35:13 danjump@inovitdemos.ch @ g3_product_strategy.d.. Access Confidential \ All Employees Yes
&2 Data discovery (Preview) 20190118 103507  danjump@inovitdemosch ) q3_product strategy (0... Discover Confidential \ All Employees Ves
Classifications 2019-01-18  10:35:07 danjump@inovitdemosch @R q3_product_strategy (0... Discover Confidential \ All Employees Yes
@ Labels 2019-01-18  10:35:07 danjump@inovitdemosch @ q3_product_strategy.d.. Discover Confidential\ All Employees Yes
[ Policies .
2019-01-18  10:3507 danjump@inovitdemosch @) g3_product strategy.d... Discover Confidential \ All Employees Yes
Scanner 2019-01-18  10:2857 don.hall@inovitdemos.ch @) g3_product strategy.d... Discover Confidential \ All Employees Yes
[ Nodes 2019-01-18  10:28:57 don.hall@inovitdemos.ch @l g3_product_strategy.d... Discover Confidential \ All Employees Yes
Profiles (Preview)
2019-01-18  10:2037 don.hall@inovitdemos.ch @) o3_product strategy.d.. New label Confidential \ All Employees Yes
Manage 2019-01-17  04:38:35 yexu@inovitdemos.ch ) g3 sales and marketing... Discover Confidential \ All Employees Yes

Activity logs of AIP operations

As we've already configured Azure Log Analytics in chapter 5, Configuring and
Managing Identity Protection, we can use the same Log Analytics workspace for our
Azure Information Protection data under the Configure analytics (Preview) section.
Ensure that the Enable the document content matches feature... checkbox is enabled:

IAzure Information Protection log analytics I 0

Please choose a Log Analytics workspace to store Information Protection related data

NAME LOCATION SUBSCRIPTION
v &@ inovitdemosomsws West Europe INOVITMASTER MPNSTD100

+ Create new workspace

Log analytics store

2. Under Activity logs (Preview), you will find the Log Analytics
button—click it!
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3. We'll be shown more detailed information about our classification and
protection task with don.hall@yourdomainl.com:

New Query 1* =+

)

inovitdemosomsws

Schema Filter {preview) «

Filter by name or type.. ‘

1= Collgpse all
F = InformationProtectionLo...

t AadTenantld_g
t ActionldBefore_g
t Actionld_g

-

ActionSource_s

-

Activity_s

-

Applicationld_g

-

ApplicationName_s

-

Computer

-

DataState_s

-

Deviceld_g

-

Deviceld_s

-

DeviceRisk_s

-

DiscoveredinformationTypes_s

-

InformationTypesAbove55_s

-

InformationTypesAboveb5_s

-

InformationTypesAbove75_s

-

InformationTypesAbove85_s

-

InformationTypesAboved5 s

-

InformationTypes_s

Time range: Last 24 hours

InformationProtectionLogs_CL
| limit 5@

InformationProtectionlogs_CL
| where TimeGenerated »>= ago(2ed)

Completed. Showing results from the last 24 hours.

EETABLE  ullCHART  Columns ~

Drag a column header and drop it here to group by that column

Tenantld Y | SourceSystem Y| MG Y
Tenantld 5e202e5e-375b-4971-98ad-b6e30f5d4deb
SourceSystem OpsManager

TimeGenerated [UTC] 2019-01-18T10:21:43.737Z

Deviceld_s g:6755408873860853

LabelName s Confidential \ All Employees

ParentlLabelName_s Confidential

Objectld_s c:\users\donh\desktoplqs_product_strategy.docx

Labelld_g 6eaeba7b-f321-41c4-8049-1ef7cc9575b2

Protected_b false

Detailed log in Azure Log Analytics

4. You also can drill down directly over the Usage report (preview) section,
which is demonstrated in the following image:
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Labels

GENERAL (7)

I puBLIC ()

I HIGHLY COMNFIDENTIAL \ ANYONE (NOT PROTE...

EE;

Labels usage overview

5. Click the Log Analytics icon to view the generated query and the result:

Time range: Set in query

] save @ Copylink S Export —+ Newalertrule 57 Pin

InformationProtectionLogs_CL

| where TimeGenerated > ago(7d)

| where isnotempty(oObjectid s)

| where Operation_s =~ "Change" and Activity s I~ "RemoveLabel™
| where isnotempty(LabelId_g)

ProtectionType s
| sort by TimeGenerated desc
| render table

| project TimeGenerated, ObjectId s, Activity s, ApplicationName_s, Labelld g, LabelName_ s, MachineName_s, UserId s, Protected b,

Completed

Z27ABLE alICHART  Columns v

Drag a column header and drop it here to group by that column

TimeGenerated [UTC] Y Objectld_s Y Activity_s
> 2019-01-18710:29:29.333 strategy document.msg NewLabel
| 2019-01-18T10:20:37.722 c\users\donh\desktop\q3_product_strategy.docx NewlLabel

bvd

v

G 00:00:04.245

ApplicationName_s

Microsoft Outlook

Microsoft Word

Display time (UTC+00:00) v

I
Y

B 11 records

Labelld_g
9d9db12f-322a-49ac-b4d4-

Beaebalb-f321-41c4-8049-1

Specific log results of the document

To identify and classify more information, we'll use several
methods such as keywords, or prepared sets of sensitive
information, in chapter 15, Configuring Azure Information Protection
Solutions. You can come back to the monitoring part and see the

results.
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Now that we've seen the standard capabilities of Azure Information Protection for
users and administrators to discover sensitive information, we can view the Windows
Defender ATP features.

Scenario 2 - Monitoring with Windows
Defender ATP

Windows Defender Advanced Threat Protection is basically designed to prevent,
detect, investigate, and respond to advanced threats. We can also use it to detect and
identify sensitive information, especially on client systems.

To work with this feature, we need to configure it and onboard the two test clients:

1. Visit https://securitycenter.windows.com/ and log in as global
administrator to start the configuration as shown in the image here:
e Click Next:

# | Windows Defender Security Center ©  admin@181031inovitdemos... .

Windows
Security Center

— Welcome admin

This wizard will guide you through the steps to onboard your organization onto the Windows Defender ATP service
For more detailed help and information on the onboarding process, see the Onboard machines and set up access section in the Windows Defender ATP guide.

Step 1

Set up permissions

For more information about how Windows Defender ATP stores and retains your data, see the Data storage and privacy section in the Windows Defender ATP guide.

Step 2 Y
Get started You need to set aside 10 to 20 minutes to complete the process, although it might take longer before all onboarded machines appear in the Windows Defender ATP portal.
Step 3 Click Next to start the onboarding process.

Set up preferences

Step 4

Onboard a machine

Next @

Windows Security Center portal
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e Choose your storage location based on your needs:

Windows Defender Security Center ©  admin@181031inovitdemos... .

Windows
Security Center

Sewp Set up your preferences

Step 1 Select the data storage location

Set up permissions
é This option cannot be changed without completely offoarding from Windows Defender ATP and completing a new enrollment process.
Select the location for data storage. For more information, see the Data storage and privacy section in the Windows Defender ATP guide.
Step 2 )
p Qus
Get started
® Europe
Step 3 ® Ouk

Set up preferences

Step 4

Onboard a machine

@ Back Next @

Data storage configuration

e Select the data retention policy.

Set up your preferences

Step 1 Select the data retention policy

Set up permissions

This will determine the period of time we retain your data in your cloud instance.
Note this dees not refer to expiration or cancellation of your Windows Defender ATP contract.
For more information, see the Data storage and privacy section in the Windows Defender ATP guide.

Step 2

Get started

180 days o

Retention time configuration
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2. Select your organization size, the industry, and the preview experience.
3. Onboard the two test clients:

e Download the package and install it.

¢ Run the detection test script on both clients:

To start experiencing Windows Defender ATP, you need to onboard at least one machine and run a detection test on that
machine. Ensure you:

1. Onboard a machine

First machine onboarded: Incomplete

Onboard machines to Windows Defender ATP using the onboarding configuration package that matches your preferred
deployment method. For other machine preparation instructions, read Onboard and set up.

Deployment method

Local Script (for up to 10 machines) v

You can configure a single machine by running a script locally.

Note: This script has been optimized for usage with a limited number of machines (1-10). To deploy at scale, please see
other deployment options above.

For maore information on how to configure and monitor Windows Defender ATP machines, see Configure machines using a
local script section in the Windows Defender ATP guide.

4 Download package

2. Run detection test

Detection test: Incomplete

To verify that the machine is properly onboarded and reporting to the service, run the detection script on the newly onboarded
machine:

a. Open a Command Prompt window
b. At the prompt. copy and run the command below. The Command Prompt window will close automatically.
powershell .exe -NoExit -ExecutionPolicy Bypass -WindowStyle Hidden

~
$ErrorActionPreference= 'silentlycontinue'; (New-OCbject
System.Net.WebClient) .DownloadFile('http://127.0.0.1/1.exe", 'C:\\test-WDATP- v

[ Copy

If successful, the detection test will be marked as completed and a new alert will appear in few minutes.

Onboarding the test script
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4. Activate the Advanced features, including Azure Information Protection
and Microsoft Cloud App Security, under Settings | General | Advanced
Features:

Advanced features @ @ o Azure ATP integration
Connects to Azure ATP to enrich user and machine data and enable analysts to perform investigations across both services.

Permissions
@D Fending  Office 365 Threat Intelligence connection L]
Roles Connects to Office 365 Threat Intelligence to enable security investigations acrass Office 365 mailboxes and Windows machines.
Machine groups For more information, see the Office 365 Threat Intelligence overview.

(@ Cannot turn feature on. To complete the integration, enable Office 265 Analytics.

APls
Threat intel
@ o Microsoft Cloud App Security
SIEM Forwards Windows Defender ATP signals, giving Cloud App Security deeper visibility inte both sanctioned cloud apps and shadow IT.
Forwarded data iz stored and processed in the same location as your Cloud App Security data. This feature is available with an E5 license
for Enterprise Mobility + Security on machines running Windows 10 version 1809 or later.
Rules
Custom detections @@ o Azure Information Protection
Alert suppression Forwards signals to Azure Information Protection, giving data owners and administrators visibility into protected data on onboarded

machines and machine risk ratings. Forwarded data is stored and processed in the same location as your Azure Information Protection
data. This feature is available with and E3 or ES license for Enterprise Mobility + Security on machines running Windows 10, version 1809
Automation uploads or later,

Automation allowed/blocked lists|

Automation folder exclusions

Connected services configuration

5. The two demo clients will appear under the machine list:

v

Machine name
0 inodemoschid inovitdemos.ch

v A

inodemoscliQ2 inovitdemos.ch

Machine list

After the successful activation and onboarding of the two client machines to
Windows Defender ATP, we're ready to test the features for our sensitive data
discovery:

1. Log on to one of the test clients with dan. jump@yourdomainl.com. Dan
Jump is the CEO.

2. Open the Employee Details.xlsx spreadsheet.
3. Classify the document as Highly Confidential | All Employees.
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In chapter 15, Configuring Azure Information Protection Solutions,
we'll provide the related classification and labels for the specific use
cases. For now, it's just important to generate, modify, and use
sensitive data.

4. Wait a few minutes to receive the results in the Data Discovery (Preview)
section of Azure Information Protection:

A~ Qverview

Labels Information Types
CONFIDENTIAL \, ALL EMPLOVYEES (8) USA Social Security N 2
| GeEnERAL (8)
|| HIGHLY CONFIDENTIAL Y, ALL EMPLOYEES (1) International Classific... 1
I rueLic ()
| HIGHLY CONFIDENTIAL Y, HYOK (1) EU Social Security Nu... 1
LOCATION TYPE LOCATION LABELED FILES PROTECTED FILES INFORMATION TYPES MA...
£J Endpoint INODEMOSCLIO2.INOVITDEMOS.CH 6 4 0
b= Endpoint INODEMOSCLIOTINOVITDEMOS.CH 5 3 0

Label report from the clients

5. Click on the client Endpoint:

FILE PATH NAME LABEL PROTECTION INFORMATION TYPES MATCHES LAST MODIFIED BY LAST MODIFIED DATE
c\users\danj\desktop\employee detailsxisx §3 employee detailsxisx Highly Confidential \ All Empl.. No dan jump@inovitdemos.ch 2019-01-18
c\users\danj\appdata\local\microsoft\win... & g3_product strategy (002)... Confidential \ All Employees  Yes dan jump@inovitdemos.ch 2019-01-18
c\users\danj\appdata\local\microsoft\win... &3 g3_product strategy.docx  Confidential \ All Employees  Yes dan jump@inovitdemos.ch 2019-01-18

Client endpoint information
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Awesome! This integration between the different services will let you discover
sensitive data-handling in your environment. With Windows Defender ATP, Azure
ATP, and Azure Information Protection, you can associate the three most important
elements:

¢ The identity, including the authentication information
¢ The data-handling associated to the identity itself

¢ The attacks against computers, servers your identity provider and at the
end to your sensitive information

In the next section, we'll dive into the Cloud App Security feature set to identify
sensitive data in your cloud ecosystem.

Scenario 3 - Identifying sensitive information

in your cloud ecosystem

Microsoft Cloud App Security is a Cloud Access Security Broker (CASB) that gives
you the needed insights into your cloud app and services ecosystem. With this
service, you're able to control how your data travels, and you can identify and work
against cyber threats. In this section, we'll take a closer look at the discovery of
sensitive information inside our demo environment.

First, we need to enable Cloud App Security and connect our cloud apps to monitor
our cloud ecosystem. We also need to configure the Azure Information Protection
integration to combine the services.

Visit https://portal.cloudappsecurity.comand log in with the global
administrator credentials.
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If you're working through all the labs in this book, your General dashboard will look
like the following:

General dashboard

% 5.8K B 5K
activities monitored files monitored
Discover your cloud apps Cg 0
upload traffic logs governance actions taken

4 Open alerts

RECENT ALERTS

n Activity from a Tor IP address 13 days ago
Don Hall
Office 365

) impossible travel activity 13 days ago
Don Hall
Office 365

n Impossible travel activity 13 days ago
Don Hall
Office 365

View all alerts in the last month...

Cloud app security dashboard

[528]



Identifying and Detecting Sensitive Data

Chapter 13

With the following steps, we start the configuration:

1. Connect the apps we configured in the previous chapters to the Cloud App
Security framework:
e Office 365

e Salesforce

e Dropbox

e Microsoft Azure

2. This can be done through the getting started wizard—click Connect apps:

Get started with Cloud App Security

o Create a Cloud Discovery report @ Connect apps

Create policies

Learn more.

Connecting additional apps to cloud app security

3. Connect these apps with the + dropdown.

4. Provide the related administrative credentials to connect the apps:

KB

Amazon Web Services
[ Box
%3 Dropbox
& G Suite
0O Okta
» Salesforce

B ServiceNow

© Suggest more apps...

Cloud app connectors
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To give you an example, we'll demonstrate the process with Salesforce:

1. Provide your Salesforce instance name:

@ Salesforce

Connect Salesforce

Connect Salesforce to enable instant visibility, protection and governance actions.

Instance name:

18103 Tinovitdemos

Connect Salesforce

To connect this app. provide your access credentials. We secure your data as described in
the privacy statement | Terms

Connecting Salesforce

2. Follow the link to connect the app and allow the required permissions:

@ Salesforce

Connect Salesforce

Follow these steps in order to create an OAuth token for Salesforce. How?

Follow the link

Connect as Salesforce administrator and allow the required permissions.

For production, follow this link

For sandbox, follow this link

Permission assignment
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3. Provide your administrative credentials:

salesforce

Benutzername

inosalesadmin@inovit.ch

Kennwort

[] Daten speichern

Haben 5ie Ihr Kennwort vergessen?
Benutzerdefinierte Doméne verwenden

Kein Kunde? Kostenlos testen

Providing admin credentials
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4. You will be requested to consent—click Allow:

Allow Access?

Microsoft_Cloud_App_Security_UKS is asking to:

* Access your basic information

¢ Access and manage your data

» Provide access to your data via the Web
+ Access and manage your Chatter data

» Provide access to custom applications
s Allow access to your unique identifier

# Access custom permissions

* Access and manage your Wave data

s Access and manage your Eclair data

# Perform requests on your behalf at any time

Do you want to allow access for

inosalesadmin@inovit.ch? (Not you?)

Deny

To revoke access at any time, go to your personal settings.

Checking and accepting OAuth consent
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5. Cloud App Security will start scanning the users, data, and activities:

@ Salesforce

No recent status

€ Scanning users, data and activities...

Edit settings

Testing.. = Please wait...

Cloud app security starting the discovery process

6. You will receive a Connected status:

@ Salesforce

Test now

I Scanning users, data and activities...

Edit settings

Success

Salesforce connection status

Use the wizards for every application that's connected to Cloud App

Security.
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7. Activate the Azure Information Protection integration in the Settings
section:

Settings
Cloud
S0Vermancs

Security

Manage admin a

Exported reports

Scoped de|

Configuring AIP integration

8. Navigate to Information Protection | Azure Information Protection and
set active the following two settings:

Azure Information Protection

Azure Information Protection settings

E Automatically scan new files for Azure Information Protection classification labels and content
inspection warnings

E Only scan files for Azure Information Protection classification labels and content inspection
warnings from this tenant

Get more info in the Azure Information Protection integration guide

Save We secure your data as described in our privacy statement.

Inspect protected files

File policies can inspect content in Azure Information Protection protected files.
To inspect protected files, grant Cloud App Security permission in Azure AD,

Grant permission

AIP settings in Cloud App Security

[534]



Identifying and Detecting Sensitive Data

Chapter 13

9. Grant permission to Cloud App Security to inspect protected files:

10. Click Accept.

B® Microsoft

admin@181031inovitdemos.onmicrosoft.com

Permissions requested
Accept for your organization

a= Microsoft Cloud App Security
[ .
App info

This app would like to:
v Read all protected content for this tenant
v/ Signin and read user profile
If you accept, this app will get access to the specified resources for all
users in your organization. No one else will be prompted to review
these permissions.
Accepting these permissions means that you allow this app to use

your data as specified in their terms of service and privacy statement.
You can change these permissions at https://myapps.microsoft.com.

Show details

OAuth consent to assign permissions

Now, that we have connected our apps to Cloud App Security and configured the
Azure Information protection, we can start, to work through our next tasks. With the
following steps we start the configuration:

1.

Log in to your Access Panel Ul: https://myapps.microsoft.com.
Click Salesforce.

Log in to one of the test clients with ye . xu@yourdomainl.com. Ye Xu
works in Sales.
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4. Post the following files from the code package:
¢ Q3 Sales and Marketing Expense Report Audit

Employee Details
de-drv
Superstore Sales

Customer Accounts:

inovit GmbH

H Ye Xu @ post {ll File 2 Link  More v

Share an update, @mention someone. m
Messages

- Feed Q| Show All Updates
What | Follow

To Me Ye Xu posted a file.
Bookmarked

Muted Customer Accounts

All Company ¥ Download docx (32 KB) - More Actions =
A People
AL Groups
I Files

4 Topics
Comment Like - Share Yesierday at 5:39 AM

E Ye Xu posted a file.

Q3 Sales and Marketing Expense Report Audit

¥ Download pptx (455 KB) - More Actions
PPT

Comment Like - Share Yesterday at 5:39 AM

Salesforce user view and data usage behavior

5. Jump back to the Cloud App Security portal (https://portal.
cloudappsecurity. com) as a global administrator.
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6. Navigate to Investigate | Files:

N

mn 8 0 O |l

i)

APP

Select apps...

Investigate

Activity log

| Files

Users and accounts
Security configuration

OAuth apps

Connected apps (6)

Cloud App Security file usage overview

. Change the APP to Salesforce—your posted files are now viewable:

Files
APP OWNER
Salesforce v Select users...

File name

Customer Accounts.docx

Q3 Sales and Marketing Expense Report Audit pptx

Employee Details.xlsx

EP

de-drv.docx

@

Superstore Sales.xls

ACCESS LEVEL

v Select access level...

@ 1-50fSfiles

Owner

Ye Xu (ye.xu@inovitdemos.ch)

Ye Xu (ye.xu@inovitdemos.ch)

Ve Xu (yexu@inovitdemos.ch)

Ye Xu (yexu@inovitdemos.ch)

Ye Xu (yexu@inovitdemos.ch)

v

App

# 13103 inovitdemos

# 18103 inovitdemos

# 18103 1inovitdemos

# 131031inovitdemos

# 131031inovitdemos

FILE TYPE

Select type... v

Collaborators

collaborator

collaborator

collaborator

collaborator

collaborator

Data usage report of Salesforce
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Some sensitive data was transferred unprotected to Salesforce, and from this point,
we can define rules that this information is blocked if someone uploads it to such an
application. If we change the filter to Microsoft OneDrive for Business and you
upload the documents to these locations, Cloud App Security is already able to set
the correct classification label manually or automatically on the information:

@, Open in Microsoft OneDrive for Business
! Refresh file

Search in parent folder

o view hierarchy

& view related activity

A View related alerts

¥ view related governance

B Apply classification label

&% put in user quarantine

M Trash

Applying classification labels with Cloud App Security

Now that we've seen a few powerful features of Cloud App Security, let's check out
the last scenario: using Office 365 for data-leakage prevention.

Scenario 4 — Data leakage prevention in Office
365

In this section, we'll use an Exchange Online Mail flow rule to detect sensitive
information. We'll encrypt the mail to protect the content automatically. This is a
typical use case.
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We create the Exchange Online Mail flow rules:

¢ Rule 1: Encrypts any email that contains a credit card number if the mail
leaves the organization:

# Open an evaluated PowerShell

# Provide your global administrator credentials

$Creds = Get-Credential

$Session = New-PSSession -ConfigurationName
Microsoft.Exchange —-ConnectionUri
https://outlook.office365.com/powershell-1liveid/ -
Credential $Creds -Authentication Basic -AllowRedirection
Import-PSSession $Session

New-TransportRule —-Name "Protect external mails (Contains
Credit Card)" -SentToScope NotInOrganization -
ApplyRightsProtectionTemplate "Encrypt" -
MessageContainsDataClassifications @ (@{Name="Credit Card
Number"; minCount="1"})

e Rule 2: Prevents emails from being sent externally if they're classified as
Confidential / All Employees:

# Label ID of Confidential / All Employees gathered on the
Azure Information Protection blade

$labelid = "6eaeba7b-£321-4£fc4-8049-1ef7cc9575b2"

Slabel = "MSIP_Label_ "+$labelid+"_enabled=true"
New-TransportRule —-name "Protect External User Access" -
SentToScope notinorganization —-HeaderContainsMessageHeader
"msip_labels" -HeaderContainsWord $label -
RejectMessageReasonText "Internal Protected Message"

1. Log on to one of the test clients with ye . xu@yourdomainl.com. Ye Xu
works in Sales.

2. Send a mail with the following content
to Karim.Manar@yourdomainl.com and your private email address.
Karim is a Controller.

Hi Karim

My AMEX card number is 344047014854133. The expiration date is
09/28, and the CVV is 4368

Best regards

Ye
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3. Login as Karim.Manar@yourdomainl.com on the second client and view
the email.

4. Log in to your private account.
5. Click Read the message and you can read the message:

. IMessage_v2.rpmsg
19KE

IJ Office 365

Ye Xu (YeXu@inovitdemos.ch) has sent you a protected message.

Read the message)

Learn about messages protected by Office 365

Microsoft respects your privacy. To learn more, please read our Privacy Statement,
Microsoft Corporation, One Microsoft Way, Redmeond, WA 98052

OMEDV?2 user experience

6. Log in to one of the test clients with Dan. Jump@yourdomainl.com. Danis
the CEO.

7. Classify an email with the following content as Confidential | All
Employees, then send it to your private email account and to Ye Xu:
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Hi Ye,

We're planning a big merger to create a new product. The code name for the product is "ldentity
Director".

It will be a revolution and 2 new market-leading product in the field of Identity and Access
Management in the cloud.

Regards,
Dan Jump
CEO

8. You should receive a message similar to this:

Undeliverable: Product Information
Microsoft Qutlook

Sent Fri 1/18/2019 7:04 PM

To Dan Jump

1] Office 365

Your message to jochen.nickel@inovit.ch couldn't be delivered.

A custom mail flow rule created by an admin at
18103 1inovitdemos.onmicrosoft.com has blocked
your message.

Internal Protected Message

Dan.Jump Office 365 inovit.ch
Sender Action Required
|

Blocked by mail flow rule

Office 365 DLP message

With this scenario, we saw a few capabilities of the Office 365 service, which helps us
to discover and identify sensitive content. In the next section, we'll explore the
functionalities of the Azure Information features for data at rest.
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Understanding and using AIP capabilities
for data at rest

The identification and detection of sensitive information that isn't actively moved is a
very important component inside an information-protection solution. For this reason,
Microsoft provides the Azure Information Protection scanner, which allows you to

scan two typical file locations, File Shares and SharePoint Document libraries, as you

can see in the following diagram:

Microsoft Cloud Services

a8

i i Azure Information Protection
Azure Active Directory Rights Management Services

® ®

File Server

®
!E & !>

Azure Information

Protection Scanner SharePoint Server

Microsoft On-Premises Services

Azure Information Protection scanner architecture and components
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To explore the functionality of the AIP Scanner, we need to distribute some of our
example documents to the following file locations:

1. Move the example contents from the code package to the YD1INFO01 server
where we created the following test shares:

» This PC » Windows (C:) » Shares »
Marne Date modified Type
Executives 1AT/201910:40 AM - File folder
Finance 11772019 10:40 AM  File folder
HumanResources 1/17/2019 10:40 AM  File folder
Marketing 2/19/2018 2:47 AM  File folder
Production 2/19/2018 8:47 AM  File folder
ResearchDevelopment 1/17/2019 10:40 AM - File folder
Sales 1AT/201910:40 AM - File folder

Example file structure

2. Upload some of the test files to your document library on SharePoint:

Home

Documents

+ New ~ T Upload £2 Sync Export to Excel

Documents
[N MName Modified Modified By
I
@ :Employee Details.xlsx * A few seconds ago cloudadmin
kYl ) , P I o
@ Web Marketing Goals and 5trat... Yesterday at 12:05 PM AIP Scanner Service Accou

Sample data on SharePoint
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We need to install and configure the AIP Scanner on our YD1APP01 server where, in
Chapter 7, Deploying Solutions on Azure AD and ADFS, we installed the SQL server:

1. Use the following command to create the service account with which the
AIP Scanner service runs and scans:

New-ADUser —-Name "svcaipscanner" —-SamAccountName
svcaipscanner -UserPrincipalName
svcaipscanner@inovitdemos.ch -path
"OU=Users, OU=AIP, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" —-AccountPassword (ConvertTo-
SecureString "YourPassword" —-AsPlainText -Force) —-Enabled
$True

If you want to work with a cloud-only account, use the following command:

Connect-AzureAD

$PasswordProfile = New-Object -TypeName
Microsoft.Open.AzureAD.Model.PasswordProfile
$PasswordProfile.ForceChangePasswordNextLogin = $false
$Password = Read-Host —-assecurestring "Please enter
password for cloud service account" $Password =
[System.Runtime.InteropServices.Marshal]: :PtrToStringAuto (
[System.Runtime.InteropServices.Marshal]: :SecureStringToBS
TR ($Password)) $PasswordProfile.Password = $Password
$Tenant = Read-Host "Please enter tenant name for
UserPrincipalName (e.g. inovitdemos.ch)" New-AzureADUser -
AccountEnabled $True -DisplayName "AIP Scanner Cloud
Service" -PasswordProfile $PasswordProfile -MailNickName
"AIPScannerCloud" -UserPrincipalName
"AIPScannerCloud@$Tenant"

2. Synchronize the service account to your Azure AD:

Identity

Mame

AIP Scanner Service Account R -

User name Usertype

svcaipscanner@inovitdemos.ch Member

Object ID Source
64f41930-dd3f-4405-a7cd-73698291669d Eﬂ Windows Server AD

First name Last name

Synchronized AIP Scanner service account in Azure AD
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3. The service account needs the following rights on different services:

¢ Log on locally (need to be assigned) and Log on as service right
(accomplished by the installation):

Allow leg on locally Properties ? x

Local Security Setting  Explain

j. Allow log on locally

Administrators

Backup Operators
INOVITDEMOS svcaipscanner
Users

Log on locally permission assignment

¢ Read (Discovery) or Contribute rights on the document
library for classification/protection:

Site permissions

Manage site permissions or invite others
to collaborate

<~ Site owners

cloudadmin

Full Control ™

<~ Site members

AIP Scanner Service Account
Edit ™

SharePoint access rights for the AIP Scanner service account

[545]




Identifying and Detecting Sensitive Data Chapter 13

The following list shows the needed permissions:

¢ Read permissions to each file share repository for discovery,
and Read/Write permissions for classification/protection

¢ Local administrator of the server and permissions to write to
the SQL Server master database, SQL specific permissions if
you can't grant the Sysadmin rights for the installation

e AzInfoProtectionScanner database needs to be created
manually

The following accounts need to be db_owner:

e Service account for the scanner
e User account for scanner installation
e User account for scanner configuration

For labels that re-protect or remove protection, the account
needs to be part of the super users group

4. Install the Azure RMS PowerShell module with the following command:

Install-Module AADRM

5. Connect to Azure RMS with the following cmdlet and global administrator
credentials:

Connect-AadrmService
6. Enable the Azure RMS Super User feature, which is disabled by default:

Enable-AadrmSuperUserFeature

7. Create a mail-enabled group called in your Azure AD and assign the
group as SuperUserGroup:

Set-AadrmSuperUserGroup —-GroupEmailAddress
"AzureRMSSuperUsers@yourdomainl.com"

We will discuss the Super Users Group in more depth in chapter
15, Configuring Azure Information Protection Solutions.
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8.

9.
10.

11.

12.

13.

Download the AzInfoProtection.exe binary from https://bit.ly/
2ccqgSul.

Run the binary installation on the YD1APPO1 server.
Install the AIP Scanner on the server:

Scred = Get-Credential
Install-AIPScanner -SglServerInstance YD1APPO1l -
ServiceUserCredentials S$cred

To run the configuration tasks, install the AzureADPreview PowerShell
Module:

Install-Module AzureADPreview

Run the following command to connect to your Azure AD and provide
global administrator credentials:

Connect-AzureAD
Create the WebApp and the associated Service Principle:

New-AzureADApplication -DisplayName AIPOnBehalfOf —-ReplyUrls
'http://localhost’

SWebApp = Get-AzureADApplication -Filter "DisplayName eq
'AIPOnBehalfOf'"

New-AzureADServicePrincipal -AppId $WebApp.Appld

S$WebAppKey = New-Guid

$Date = Get-Date

New-AzureADApplicationPasswordCredential -ObjectId
SWebApp.ObjectID -startDate $Date —endDate $Date.AddYears(l) -
Value $WebAppKey.Guid —-CustomKeyIdentifier "AIPClient"

14. Build the RequiredResourceAccess object that's needed to automate

delegation of permissions for the native application:

$AIPServicePrincipal = Get-AzureADServicePrincipal -All $true
| ? {$_.DisplayName —-eq 'AIPOnBehalfOf'}

SAIPPermissions = $AIPServicePrincipal | select -expand
Oauth2Permissions

$Scope = New-Object —-TypeName
"Microsoft.Open.AzureAD.Model .ResourceAccess" —ArgumentList
$AIPPermissions.Id, "Scope"

$Access = New-Object -TypeName
"Microsoft.Open.AzureAD.Model.RequiredResourceAccess"

$Access.ResourceAppld = $WebApp.Appld

$Access.ResourceAccess = $Scope

[547 ]


https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0
https://bit.ly/2ccqSu0

Identifying and Detecting Sensitive Data Chapter 13

15. Run the following command to create the Native App and associated
Service Principle:

New-AzureADApplication -DisplayName AIPClient —-ReplyURLs
http://localhost —-RequiredResourceAccess $Access —-PublicClient
$true

$NativeApp = Get-AzureADApplication -Filter "DisplayName eq
'AIPClient'"

New—-AzureADServicePrincipal -AppId $NativeApp.Appld

16. Build the Set-AIPAuthentication command, to run it under the AIP
Scanner service account:

"Set-AIPAuthentication -WebAppID " + S$WebApp.ApplId + " -
WebAppKey " + $WebAppKey.Guid + " -NativeAppID " +
SNativeApp.AppId | Out-File ~\Desktop\Set-
AIPAuthentication.txt

Start ~\Desktop\Set—-AIPAuthentication.txt

17. Open a PowerShell (Run as different user) and provide the on-premises
AIP Scanner Service account credentials.

18. Run the command from the Set-AIPAuthentication.txt file, as
follows:

Set-AIPAuthentication —-WebAppID 10fea33d-a6c0-44cb-88ea-
eca3cf673d4d -WebAppKey £f84ec310-cb36-44f9-ab7f-4edeecf099d0 -
NativeAppID 4£478966-0930-4fc3-bled4d—-a3acb92d4932

19. Accept to acquire an authentication token.
20. Restart the AIP Scanner.

In the next procedure, we will provide the steps to upgrade the AIP Scanner from a
GA version to the newest preview
version, AzInfoProtection PREVIEW_1.45.32.0.exe:

1. Download the newest preview from https://bit.1ly/2ccgsu0 and install
the binaries.

2. Update the scanner with the Profile parameter:

Update-AIPScanner -Profile WestEurope

3. To check that the scanner successfully restarts, create the profile in the
Azure Information Protection blade:
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Azure Information Protection - Profiles (Preview)
|f0 Search (Ctri+ | « &= add | L Export @ Delete
General | P Search to filter itemns.
L3 Quick start NAME SCHEDULE ENFORCE
Dashboards WestEurope Manual v

4. The database will also be renamed to the profile name:

AIP Profiles for location handling

= Databases

System Databases

Database Snapshots
= i APScanner WestFurope

B INODEMOSAPPO1 (SQL Server 14.0.2002.14 - INOVITDEMOS!cloudadmin)

AIP Scanner database viewed in SQL Management Studio

5. Open the newly-created profile and configure the AIP Scanner settings

6. Configure the following repositories (replace the server name):

Repositories

d ¥ Export T Import

O Delete

Dashboard » Azure Information Protection - Profiles (Preview) > WestEurope > Repositories

\\inodemosinf01\Finance

Y\inodemosinf01\Production

‘\inodemosinf01\HumanResources
\\inodemasinf01\Marketing

\\inodemosinf01\Sales

http:/finodemaosinfl1/Documents

‘\inodemaosinf01\ResearchDevelopment

DEFAULT LABEL

Policy default
Policy default
Policy default
Policy default
Policy default
Policy default

Policy default

ENFORCE

L R S SR SR SRS

Configured AIP Scanner repositories
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7. Use the following configuration for all the file-share repositories and the

SharePoint document library:

Repository
Hsave X Discard @ Delete
Path

Yinodemoesinfl1\Finance

Policy enforcement
Enforce @

Cor [ o Iy

Label files based on content @

o [ o [y

Default label @

Relabel files @

o | o ey

Configure file settings

| o | on |EEEE
File types to scan @

‘ Include ‘ Bxclude [EGITIEEEET

Default owner @

‘ Scanner Account | Custom  EGITIER EET

‘ MNone ‘ Pclicydefault| (WG  Profile default

Preserve "Date modified", "Last modified" and "Modified by" @

Repository policy settings options
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8. Use the following settings for the Profile:

Profile settings
Schedule @

Manual Always

Info types to be discovered @

Policy only All

Configure repositories >
7 repositories configured

Policy enforcement
* Enforce @
Off On

Label files based on content @
Off On

[ )
i
o
c
-
o
o
o

MNeone Policy default

Relabel files @
Off On

Allow label downgrade @

Configure file settings
Preserve "Date modified", "Last modified" and "Modified by" @

Off On

File types to scan @

Include Exclude
Ink,.exe,.com,.cmd, bat,.dll, .ini,.pst, sca, . drm,.sys,.cpl,.inf,.drv, dat, tmp,.msp,.msi,.pdb, jar,.ocx.rtf, .rar,.msg

Default owner @

Scanner Account

Profile settings section for the AIP Scanner
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9. Navigate to the Policies settings under the Classifications section.
10. Click the Global policy and change the default label to General:

Select the default label

General W

Default label configuration in AIP Global Policy

11. Navigate to the Scanner | Nodes section, mark the scanner server, and
click Scan now:

-
5
COMPUTER NAME DESCRIPTION PROFILE NAME STATUS LAST SEEN VERSION

v  INODEMOSAPPOT.inovitde... WestEurope n idle 7 minutes ago 1.45.32.0
Enabling a scan on the repositories
12. Navigate to Dashboards | Data discovery (Preview) to view the first
results:
& Endpoint INODEMOSCLIOZINOVITDEMOS.CH 6 4 0
& Endpoint INODEMOSCLIOT.INOVITDEMOS.CH 5 3 0
£ File repository \Ninodemosinf0T\sales\, 2 [ 1
&) File repository \\inodemosinf01\finance\ 1 0 0
£ File repository http://inodemosinf0l/documents/ 1 ] 0
£ File repository \Ninodemosinf01\humanresourcesy 1 [ 1
£ File repository \\inodemosinf01\researchdevelopment\ 1 0 1

Discovery results from the scanner

Read the following articles for information on customizing your
configuration to your needs: https://bit.ly/2T9CPn6 and https:/
/bit.ly/2Dk2YdK.
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You can also use all the discussed technologies to gather information about data at
rest. But, it's very important to understand that everything depends on the quality of
your detection rules that you can get from the data in motion and the associated
processes. We will follow up on this rule in chapter 15, Configuring Azure Information
Protection Solutions.

Summary

In this chapter, we discussed and configured the key technologies for the discovery of
sensitive data in motion, transit, and at rest. You saw how important these tasks are,
and the benefits and data control they provide in your environment. They give you
the power to build efficient detection and data-leakage-prevention rules. We'll use
this knowledge to build an Azure Information Protection solution in Chapter 15,
Configuring Azure Information Protection Solutions. But first, we'll learn more about the
Azure RMS keys, which you need to understand to follow the protection process and
find the right tool to troubleshoot against errors.

In the next chapter, you'll learn how Azure RMS keys are used and which
deployment models are available for different compliance requirements.
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Understanding Encryption
Key Management Strategies

In this chapter, you'll learn to use the three different key deployment models to
address different compliance requirements and understand what role the Azure Key
Vault service plays in this. We'll discuss the three Azure Rights Management

Services flows for a better understanding of how keys are used in the complete Azure
Information Protection (AIP) solution to address the correct implementation and to
help you troubleshooting the solution. This chapter will be divided into the following
sections:

¢ Azure Information Protection key basics:
¢ Key deployment models

e What is a hardware security module (HSM)?
e What is the Azure Key Vault?
e How Azure RMS works under the hood:
¢ Algorithms and key lengths
e User environment-initialization flow
¢ Content protection flow
¢ Content consumption flow

Let's start with the AIP key basics!
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Azure Information Protection key basics

The Azure Rights Management Service (RMS) is part of the AIP solution of
Microsoft. The Rights Management web service provides protection functionality,
including administration, account certification, and licensing. Certification refers to
the account certification and activation activities performed by Azure RMS. Each user
must acquire a set of certificates and associated keys to be able to participate.
Licensing refers to the set of operations by which Azure RMS grants access to
protected content to authorized users. The Azure RMS service grants a use license
(usage rights) for each document to authorized users.

The Azure RMS service exposes Simple Object Access Protocol
(SOAP) interfaces that are used by clients to interact with Azure
RMS

The Azure Rights Management web service also uses rights management templates,
which specify a predefined set of rights and conditions that can be applied to protect
content. In AIP, the rights-management templates are associated with labels. To
support other classification solutions, rights-management templates can also be
configured without the association of a label. We already dived into these topics

in Chapter 13, Identifying and Detecting Sensitive Data.

The web service provides by default the needed high availability
with a Service Level Agreement (SLA) of 99.9% uptime.

Azure RMS is an Azure service that provides information protection by using
encryption to help secure documents, files, emails, and other content.

By default, AIP and the rights-management part generate the tenant key and manage
most aspects of the tenant key life cycle. This is the simplest option with the lowest
administrative overhead. In most cases, organizations with no additional or special
security requirements will use this deployment model. They just sign up for AIP and
the key-management process is handled by Microsoft.
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Alternatively, organizations might want to have complete control over their tenant
key due to security or compliance requirements. For this reason, Microsoft provides a
separate deployment model called bring your own key (BYOK). Typical customers
are based in the insurance or health sector. In this deployment model, customers can
create hardware- or software-based keys. Hardware-based keys will be created on an
HSM, which is the recommended option, and will be securely transferred to and
stored in Azure Key Vault. AIP will be configured to use customer keys. Many large
organizations already have the hardware, software, and processes in place to manage
their key material—this is typical on HSM. Most of them prefer to extend the HSM
infrastructure to the cloud.

The third deployment model is called hold your own key (HYOK). This model
requires an isolated on-premise Active Directory Rights Management Service (AD
RMS) instance to be installed on a Windows Server. The AD RMS instance will work
with a different private key to protect secret data. Protection using this AD RMS
instance is based on labels. AD RMS, by default, doesn't provide any labeling
capabilities.

Choosing between the different models is driven by your organization's compliance
requirements, which are as follows:

¢ Contracts with your customers with a specific requirement for
cryptography and audit

e Industry, corporate, and regulation requirements

¢ Data-sovereignty laws, which bring place regulations and key placement

e Data classification, which defines what sensitive data can't be stored in the
cloud
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The following diagram shows the three deployment models:

Microsoft Cloud Services ‘

Private Key 2 Service
supplied key

Publishing license

a 'G- Use Rights + Symetric Key
Azure Information Protection ? q ’_.-' Publishing license
Rights Management Services ; .

t Azure Key Vault  BYOK Use Rights + Symetric Key

aEZOAR]ibsdfqu@M]

a BycxcxNotuup@dfgh
! DAtNBfrfCjx+Tg@X
Publishing license ; L2 Jzujdi* osld3ac
£ et 087471 (" kdwe2
Use Rights + Symetric Key F o pammmm

Azure Information
Protection Client

SECRET (HYOK)

Private Key 1 !Q ]
AIP
HYQK Policy

Active Directory
Rights Management Services
Protection Only

Microsoft On-Premises Services

Azure RMS deployment models

Within the following licenses, you can use the three deployment models:

Scenario Ofﬁchei;gzrm’ or AIP P1 or Eé\;[ § E3/M365 AIP P2 or EMS E5/M365 E3
Microsoft-managed X X X
BYOK X X X
HYOK X
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There is also an option to use service encryption with a customer key in Office 365 to
provide and control the encryption keys for your at-rest Office 365 data at the

application level.

The following tenant key actions are available:

Action Microsoft-managed Customer-managed
Revoke X

Rekey X X

Back up and recover X

Export X

Breach response X X

To find out more about service encryption with Customer Key for
Office 365, visit https://bit.1ly/2SxCJIW5.

Also shown in the preceding diagram are the three keys that matter in the main

protection flow:

¢ Red: The tenant private key (asymmetric), which is used for the decryption

of the publishing license

¢ Orange: The tenant public key (asymmetric), which is used for the
encryption of the publishing license

¢ Green: The document-specific key (symmetric), which is used for
encryption/decryption of the content
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To understand this better, check out the main functionality of the Rights
Management Services in the following diagram:

Azure Information Protection
Rights Management Services

(Y

Publishing License ,* s, Uselicense
’ -
. -
Authentication '0' ‘\‘ Authentication
f’ “‘
CREATOR Pid ‘\‘ CONSUMER
,

-
’ .

o_, a "

g p-b 9

Azure Apply permissions Usage Rights Azure
Information Protection Information Protection
Client Client

Azure RMS basic functionality

The process starts with protecting information and ends with consuming it with the
applied permissions from the data owner or the classification level:

1.

o Gk W

The document will be created, labeled, and protected with RMS—for this,
we need to be authenticated against the rights-management service

The label-associated rights and the key material will be requested
transparently from the user

The key material will be received transparently by the user
The document will be protected with the chosen rights
The document will be distributed to the required recipients

The document will be received from the recipient, so the recipient needs to
be authenticated against the Rights Management Service by Single-Sign-On
or Single Login

The key material and the usage rights will be requested transparent to the
recipient

The key material will be received, and the recipient can access the
information with the appropriated rights, otherwise the user will get an
access denied message
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Be sure to plan your key deployment carefully.

Next, we will discuss the Microsoft-managed key-deployment model.

Microsoft-managed keys

If AIP gets activated, a new tenant key be generated, stored, and managed by the
Azure Information Protection services. In this default case, the key type is referred to
as a Microsoft-managed key. The following diagram shows the deployment model:

Microsoft Cloud Services

Se rvice a -C
supplied key

Azure Information Protection
Rights Management Services

Azure Information
Protection Client

AlP
Policy

Microsoft Services key model

You should use this deployment model if Microsoft's security and controls are
adequate for your organization. This model is available by default and doesn't need
any additional subscription or configuration. There are also no special plans needed
for capacity, performance, or scale. For most organizations, this is the best option. The
deployment model has the following features:

e Completely-managed tenant private key
¢ Tenant private key is encrypted at rest and handled as customer data
¢ Default key length is 2,048 bit RSA

Now, we will verify the Microsoft-managed key that's used by our tenant with the
following cmdlets:

# Installing the AADRM module to administer Azure RMS
Install-Module -Name AADRM

# Connecting to Azure RMS with global administrator rights
Connect-AadrmService

[560 ]




Understanding Encryption Key Management Strategies Chapter 14

# Listing the Azure RMS keys
Get-AadrmKeys

The following screenshot shows the expected result of a freshly-activated tenant:

PS C:\WINDOWS\system32> Get-AadrmKeys

a4fd8a9b-e573-48fb-afda-814f8ed31laec
16/31/2018 2:51:23 PM

Active

Microsoft-managed

INOVITDEMOS by inovit GmbH

KeyIdentifier
CreationTime
Status

KeyType
FriendlyName
PublicKey
KeyVaultKeyUrl

Actual RMS key information

Another important factor is where your Azure RMS service is provisioned for
choosing an Azure Key Vault location in a BYOK-deployment for latency reasons. We
can gather this information with the following cmdlet:

Get—-AadrmConfiguration

In our case, the Azure RMS tenant is provisioned in Europe, which we can see in the

following screenshot:

PS C:\WINDOWS\system32> Get-AadrmConfiguration

BPOSId

RightsManagementServiceId
LicensingIntranetDistributionPointUrl
LicensingExtranetDistributionPointUrl

CertificationIntranetDistributionPointurl :
CertificationExtranetDistributionPointurl :
: https://admin.eu.aadrm.com/admin/admin.svc/Tenants/94ce956b-a527-4b88-9266-3901F927b033

: https://admin.eu.aadrm.com/adminV2/admin.svc/Tenants/94ce956b-a527-4b88-9266-3901f927b833

AdminConnectionUrl
AdminV2ConnectionuUrl
OnPremiseDomainName

Keys
CurrentLicensorCertificateGuid
Templates

FunctionalState
SuperUsersEnabled

SuperUsers

AdminRoleMembers
KeyRolloverCount
ProvisioningDate
IPCv3ServiceFunctionalState
DevicePlatformState
FciEnabledForConnectorAuthorization
DocumentTrackingFeatureState

: 77@9ca2b-3be8-4d92-89d7-dcle274b4de
. 94ce956b-a527-4b88-9266-3901927b033
: https://94ce956b-a527-4b88-9266-3901927b033 | rms . eu. aadrm. com/_wmcs/licensing
: https://94ce956b-a527-4b88-9266-3901927b033. rms . eu. aadrm. com/_wmcs/licensing

https://94ce956b-a527-4b88-9266-3901f927b@33.rms . eu.aadrm. com/_wmcs/certification
https://94ce956b-a527-4b88-9266-3901f927b@33.rms . eu.aadrm. com/_wmcs/certification

: {a4fd8ag9b-e573-48fb-afda-814f8ed31laec}

4fd8adb-e573-48fb-afda-814f8ed31aec
©26be843-becf-425f-a776-27d4c1b8fd54, 68ab2d7@-f65e-4b83-b3fb-8ed3e7f06ee7}
nabled

: Disabled
: {}
: {}

: e
: 10/31/2018 2:51:23 PM
nabled
Windows -> True, WindowsStore -> True, WindowsPhone -> True, Mac -> True...}

Azure RMS actual configuration overview

Next, we will take a deeper look into the BYOK deployment model.
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Bring your own key

If you use Azure Key Vault to store key, which indicates that you use the
BYOK deployment, you can import keys from your on-premises HSM or generate
keys inside the Azure Key Vault that are stored in an HSM. Keys never leave the

HSM boundaries.
At the time of writing, Microsoft provides a public preview using
dedicated HSMs. You can find more information at https://bit.

1ly/2KFnJT7.

You should use the BYOK deployment model if you need to fulfill additional
compliance requirements, such as data residency or specific cryptographic
regulations. The following diagram shows the architecture of the deployment:

Microsoft Cloud Services

£ & c»—ﬁ«c—-—

Azure Information Protection
Rights Management Services

Azure Information
Protection Client

pyok Azure Key Vault

Bring your own key model

The following key facts are related to BYOK:

¢ Azure Information Protection doesn't have visibility over the private key;
there is a clear separation of duties with the usage of Azure Key Vault

¢ Cryptographic operations are done completely within Azure Key Vault
¢ The tenant private key is stored in Azure Key Vault

With the configuration part, we'll take a closer look at HSMs and the Azure Key
Vault. We'll configure our Azure-Key-Vault-based key and change to the BYOK

deployment.
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What is an HSM?

HSMs are physical devices that provide a hardened, tamper-resistant environment to
manage and securely store digital keys used in Azure RMS and other applications.
HSMs provide organizations with the ability to securely manage their private keys
on-premises. The following diagram, provided by Thales, shows the BYOK-
integration scenario:

Your key stays protected by Thales HSMs.
Microsoft cannot see or leak your key

Azure Key Vault service k

Bring-Your-Own-Key (BYOK) to the Azure
@ Key Vault service using HSM-to-HSM
transfer

A service integrated with Azure Key Vault service
can use your key (in accordance to the access policy
that you've defined for this service)

Microsoft can replicate your key for scale /
disaster recovery

Microsoft provides you near-realtime log
of how your key is used

I

(-......-.......-. .

You generate your keys. You keep master
@ key and control key lifecycle per your

compliance requirements

On Your Premises

Thales HSM integration
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The following table provides a summary of the benefits of implementing a
Thales HSM in the Azure RMS deployment:

HSMs provide a tamper-resistant environment for the storage of private keys.
All Thales HSMs are certified to meet the highest security standards.

HSMs are FIPS 140-2 Level 3 Standard, which is the most widely accepted
Compliance benchmark for hardware security in both enterprise and government
environments.

Secure key storage

Using a Thales HSM for key storage allows the Azure RMS environment to be

Extensibili . . S
tensibility extensible to on-premises for future migrations.

You can also use Gemalto HSMs for this scenario. You can find an example
at https://bit.ly/2GW3t1d.

What is the Azure Key Vault?

Azure Key Vault can be best described as a Key Management Service that is based on
FIPS 140-2 validated HSMs, which also provides secrets and certificate-management
services. Azure Key Vault is used for Azure RMS BYOK deployments. The service
itself provides the following capabilities:

¢ Centralized secret management

e Compliance through Software/Hardware HSM protection

¢ Read/Write management over REST API/SDK/PowerShell and CLI
¢ Access and usage monitoring

¢ Automated distribution, logging inspection, and deployments

¢ Throttling and Versioning

e SLA 99.9% and 6 persistent copies (3 copies same region/3 additional copies
secondary region)

For Azure RMS and BYOK, you need to use the P1 Premium option to import your
keys from on-premises or create keys directly in Azure Key Vault. The term BYOK is
used both times. For production environments, we recommend using an on-premises
HSM, and you can work through the following source to configure your
environment: https://bit.ly/2wmadYl.
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For demonstration purposes, we are using keys that were generated in Azure Key
Vault, because we don't think you want to invest many thousands of dollars into your
personal HSM.

Perform the following steps to test the BYOK deployment in your demo environment:

1. Openhttps://portal.azure.com as a global administrator, choose Key
Vaults, and click Create key vault:

Key vaults X

NOVITDEMOS provided by inovit GmbH
4 Add == Editcolumns Q) Refresh

Subscriptions: 1 of 2 selected - Don't see a subscription? Open Directory + Subscription settings

MPN - JOCHEN NICKEL ~ All resource groups v All locations v All tags v No grouping ~

0 items

NAME TYPE RESOURCE GROUP LOCATION SUBSCRIPTION

No key vaults to display

Try changing your filters if you donit see what

Create key vault

Key Vault creation

yourre looking fo

2. Fill in the following information:
o Use the Premium Pricing Tier

¢ Use the Location near your service to avoid network-latency
issues

¢ Leave the access policy and the Virtual Network Access defaults
for now:
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3. Generate the key using the Generate/Import option:

Create key vault O
* Name @
| BYOKINOVITDEMOS \/l
* Subscription
MPN - JOCHEN NICKEL v
* Resource Group
mpnjnirgrp v
Create new
* Location
West Europe v
Pricing tier
; >
Premium
Access policies
T >
1 principal selected
Virtual Network Access 5

All networks can access.

m Automation options

Key Vault properties

O Search (Ctrl+/)

Overview
H Activity log
zm Access control (IAM)
’ Tags

K Diagnose and solve problems

Settings

Keys

BYOKINOVITDEMOS - Keys
K It

+ Generate/Import C) Refresh
P

NAME

There are no keys available.

T Restore Backup

STATUS

EXPIRATION DATE

Key creation process
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4. Use the following options:
¢ Key Type RSA-HSM with a key size of 2048 bit
¢ Copy the Key Identifier to a notepad for later:

76eb498b0ddada2ea2dd6ae94827efcc < O X
Key Version

H Save X Discarc

Properties

Key Type RSA-HSM

RSA Key Size 2048

Created 1/3/2019, 11:30:30 AM

Updated 1/3/2019, 11:30:30 AM

Key |dentifier
https://byokinovitdemos.vault.azure.net/keys/BYOK-HSM-Key1/76eb498b0ddada2ea2ddb... E

Settings

Set activation date? @

Set expiration date? @

Enabled? Yes

Tags

0 tags

Permitted operations
v | Encrypt V| Sign v | Wrap Key

+'| Decrypt V| Verify V| Unwrap Key

Key properties
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5. Add the Microsoft Rights Management Services principal to your access

policy:
Add access policy X Principal o X
Add a new access policy Select a principa

Configure from template {optional)

hd Select @

Microsoft Rights v
* Select principal S
Microsoft Rights Management S...

Microsoft Rights Management Services
Key permissions

0 selected v

Secret permissions

0 selected ~

Certificate permissions

0 selected v

Authorized application @ a
None selected

Service Principal assignment
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6. Assign the following minimal permissions:
¢ Key Management Operations: Get and List

¢ Cryptographic Operations: Decrypt and Sign:

Key permissions

4 selected ~

| Key Management Operations ad
I V| Get I
+| List

Update

Create

Import

Delete

Recover

Backup
] Restore
I Cryptographic Operations
v/ | Decrypt

Encrypt

Unwrap Key

Wrap Key

Verify
+/ | Sign

Permission assignment

7. Optionally, you can limit the access to your vault by using a new feature
set—a firewall in front:
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Firewalls and virtual networks

H Save

Allow access from
( . Al networks

elected networks | Trusted Microsoft services include:

Configure network access control for your key vault. Azure Virtual Machines deployment service

Azure Resource Manager template deployment service
Virtual networks: Azure Disk Encryption volume encryption service
Azure Backup
Exchange Online

Secure your key vault with virtual networks.  + Add exi

SharePoint Online
Azure Information Protection
Azure App Service: Web Apps
No virtual networks are selected. Azure SQL

Azure Storage

Azure Data Lake Storage

VIRTUAL NETWORK SUB| SUBSCRIPTION

Exception:
Allow trusted Microsoft services to bypass this firewall? @
:,: Yes :_:’No

O i setting is related to firewall only. In order to access this key vault, the trusted service must also be given explicit permissions in the Access policies section.

Key Vault firewall options

8. Configure the Azure RMS service to use our freshly-created key:

# Connecting to Azure RMS with global administrator rights
Connect-AadrmService

# Configure Azure RMS to use the key from our key vault
Use—-AadrmKeyVaultKey -KeyVaultKeyUrl "<Your Key Identifier
from the notepad>" -FriendlyName FirstBYOKKey -Verbose

The output of the preceding command will look as follows:

PS C:\WINDOWS\system32> Use-AadrmKeyVaultKey
tBYOKKey
WARNING: This operation tells the Rights Management service to use the specified key in Key Vault.

Confirm

Are you sure you want to perform this action?

Performing the operation "Use-AadrmKeyVaultKey” on target "current organization”.

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): y
The Rights Management service successfully added the key.

Change key usage to the newly created one

Set the key to the Active state:

# View the new key with the "Archived state"
Get-AadrmKeys

# Next we set the key to the "Active" state
Set-AAdrmKeyProperties —-KeyIdentifier "<Your Key
Identifier>" -Active S$true
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The output of the preceding command will look as follows:

PS C:\WINDOWS\system32> Set-AadrmKeyProperties a9cfc5ea-00e4-4749-b768-625d421bf9a2
WARNING: This operation sets the selected key as the active key, and archives the currently active key.

Confirm

Are you sure you want to perform this action?

Performing the operation "Set-AadrmKeyProperties" on target "current organization".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "Y"):
The Rights Management service successfully added the key.

Activating the key
9. Your Azure Key Vault stored key is in use:

PS C:\WINDOWS\system32> Get-AadrmKeys

KeyIdentifier : a4fd8ad9b-e573-48fb-afda-814f8ed3laec
CreationTime : 10/31/2018 2:51:23 PM

Status : Archived

KeyType : Microsoft-managed

FriendlyName : INOVITDEMOS by inovit GmbH
Publickey :

KeyVaultKeyurl :

KeyIdentifier : a9cfcSea-@@ed-4749-b768-625d421bf9a2
CreationTime 1 1/3/2019 10:30:58 AM
Status { Active

KeyType : Customer-managed (BYOK)

FriendlyName : FirstBYOKKey

PublicKey : £Fz0m] 262GSzbQFvOttKXyeZ1ucNudF5iIQuXd9B_3fN-mXtgt7S39MXSRC_x21ncgTVGXVjZ11My3g5yI-Y7onanCdsogiV3ZoA-FPt1bT-wT8mVZ8FIrAgl6COHCXHLQWhFTX08sa7md7i0B2G
5120YZ39WA0MaTPRVOGX3hCMEPCrgoWOXEPSt \WkBKGBF bNC7AVPFNQHCMMKqI5342AS8UcUz 25 FX10pOSA1 g5 MZRICPXZ9ZHb362ZgChCKOX Gay SONUUTUK1VAGSpqI TYehrPVz82c10
IFFhArIDI1rrnSygNenE720i JEhix8uE2rUgww

KeyVaultKeyUrl : https://byokinovitdemos.vault.azure.ne (SM-Key1/76eb498beddada2ea2ddsaegas27efcc

Actual used keys overview

10. You can change back to the Microsoft-managed key with the following
command:

# Next we set the Microsoft-managed key to the "Active"
state

Set-AAdrmKeyProperties —-KeyIdentifier "<Your Microsoft-
managed Key Identifier>" —-Active $true

Now that we know about HSMs, Azure Key Vault, and how to configure a BYOK
deployment, we'll jump into the HYOK deployment model in the next section.

Hold your own key

HYOK uses an isolated on-premises AD RMS instance that provides the RMS
templates based on the second different private key that's driven by an AIP label. This
deployment model should be chosen for high security and compliance requirements.
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Most of the time, this us used for data that can't be stored on a public cloud. This
sensitive data needs to be stored and protected on-premises. Keep in mind that
HYOK-protected data is typically between 3 to 5% of an organization's protected
data. The following diagram shows the deployment model:

Microsoft Cloud Services Private Key 2

a- o

Azure Key Vault BYOK

Azure Information Protection
Rights Management Services

®

Azure Information
!a SECRET (HYOK) Protection Client

Private Key 1 q HYOK

Active Directory
Rights Management Services
Protection Only

Microsoft On-Premises Services

Hold your own key model

The following limitations/benefits are available by design:

¢ External sharing configuration isn't available through the Azure
Information Protection service

¢ External sharing is only possible in a controlled manner with known and
named partners

e Office 365 services cannot provide indexing or search capabilities;
Exchange Online transport rules and Office 365 DLP can't decrypt the
content and inspect it
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e Sharing and the access logs aren't disclosed to anyone

¢ Data remains encrypted always, inaccessible even to Microsoft services

To use the on-premises AD RMS infrastructure in your AIP labels, you need to choose
the HYOK (AD RMS) option in the protection options. You can choose between two

options:

e Set AD RMS template details (template GUID and licensing URL)

¢ Set user-defined permissions (Preview)

The following screenshot shows the template-based approach:

Protection

INOVITDEMOS provided by inovit GmbH - Azure Information Protection

Protection settings @

0K D S

This protection option is not suitable for most scenarios.
Make sure that you understand its limitations and when to use it.

Select the protection action type @
(@) Set AD RMS template details
'::._.::' Set user-defined permissions {Preview)

Type the template GUID

‘ 777712dd-d20d-4fe1-97b3-0a34e9574926

Type the licensing URL of the AD RMS cluster

‘ https://rms.inovitdemos.ch/_wmcs/licensing/license.asmx

HYOK template configuration in a label

To configure the HYOK deployment in your demo environment, we'll need to add an
additional virtual machine to your existing domain to install and configure AD RMS.
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Keep in mind that the following configuration is just for proof-of-
concept or demo purposes:

e For production environments, we recommend that you
use a SQL Server for AD RMS

Use the identity federation option to support external
sharing if needed

Use a dedicated administrative account

Publish the service endpoints through a firewall or
reverse proxy

With the following steps, we start the configuration of a local AD RMS infrastructure:

1. Create a Windows Server 2016/2019 Server virtual machine like the
following;:

“* Connect P Start Q' Restart M Stop = Capture [ Delete Q) Refresh

o Advisor (1 of 2): Enable virtual machine backup to protect your data from corruption and accidental deletion =

Resource group (change)
inovitdemaosrgrp

Status
Running

Location
West Europe

Subscription {change)
AZURESPONSOR12000

Subscription ID
e05b2a8d-afc1-46d6-a55d-806b40f3c73c

Tags (change)
Click here to add tags

Computer name

INODEMOSRMS01

Operating system

Windows

Size

Standard DS1 v2 (1 vcpus, 3.5 GB memory)

Public IP address
40.118.94.102

Virtual network/subnet
inovitdemosrgrp-vnet/default

DNS name
inodemosrms01.westeurope.cloudapp.azure.com

VM creation to hold the AD RMS service

2. Create a CNAME entry in your public DNS configuration—in our example,
this is it's rms.inovitdemos.ch CNAME
inodemosrms0l.westeurope.cloudapp.azure.com.
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3. Open the virtual machine directly for HTTPS (PoC/Demo):

N INBOUND PORT RULES @
Settings

) @ Network security group INODEMOSRMSO01-nsg (attached to network interface: inodemosrms01994) Add inbound port rule
2 Networking Impacts 0 subnets, 1 network interfaces

£ Disks PRIORITY NAME PORT PROTOCOL SOURCE DESTINATION ACTION

& Size

300 HTTPS 443 TP Any Any Allow |
Security

- 320 RDP 3389 TP Any Any Allow
Extensions

Firewall configuration to accept HTTPS traffic on the VM

4. You need a public SSL certificate at least with the RMS cluster URL
included:

e We use a wildcard certificate—* . inovitdemos.ch

Be sure that you join your virtual machine to your domain and
install the certificate into the local machine store! For demo
purposes, you can also run with an HTTP configuration.

5. Prepare the Active Directory objects as a domain administrator on the
domain controller for the configuration.

6. Create the RMS cluster service account:

New—ADUser —-Name "svcrmscluster" -SamAccountName
svermscluster -UserPrincipalName
svermscluster@inovitdemos.ch -path
"OU=Users, OU=AIP, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" —-AccountPassword (ConvertTo-
SecureString "MIA@mel976ch" —-AsPlainText -Force) -
EmailAddress "svcrmscluster@inovitdemos.ch" -Enabled $True

7. Create the RMS superusers group and apply an email address to recover
protected data:

New-ADGroup —-Name "AIP RMS Super Users" —-SamAccountName
"AIP RMS Super Users" —-GroupCategory Security —-GroupScope
Global -DisplayName "AIP RMS Super Users" -Path
"OU=Groups, OU=AIP, OU=Managed Service
Objects,DC=inovitdemos,DC=ch" -Description "AIP RMS Super
Users"
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8.

10.

11.

Create a test group such as Executives, for the RMS template and
configure an email address—fill in the group with the users you want to
test:

New-ADGroup -Name "Executives" -SamAccountName
"Executives" —-GroupCategory Security -GroupScope Global -
DisplayName "Executives" -Path "OU=Groups, OU=Managed
Business Objects,DC=inovitdemos,DC=ch" -Description
"Executives"

Create an internal DNS entry for your RMS endpoints:

Add-DnsServerResourceRecord —-ZoneName "inovitdemos.ch" -A

—Name "rms" -IPv4Address "10.0.0.11"

Log in as a domain administrator to the new server that's hosting the AD
RMS server.

Open the server manager and add the Active Directory Rights
Management Services:
e Click Add Features:

Select server roles

d Features Wizard — (]

DESTINATION SERVER
INODEMOSRMS0 1 inovitdemos.ch

fi= Add Roles and Features Wizard X

Select one or more roles to install on the selected server.

Add features that are required for Active Directory

Roles
Rights Management Services?
Active Directory Certificate Services
Active Directory Domain Services You cannot install Active Directory Rights Management Services

Active Directory Federation Services unless the following role services or features are also installed.
Active Directory Lightweight Directory Services
A 2 4 NET Framewark 4.7 Features
Device Health Attestation 4 WCF Services
DHCP Server HTTP Activation
DNS Server ASPNET 4.7
Fax Server 4 Remote Server Administration Tools

I M| File and Storage Services (1 of 12 installed) 4 Role Administration Tools

Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services

[Tools] Active Directory Rights Management Services Tc
4 Web Server (IIS)
4 Management Tools
4 IS 6 Management Compatibility
IIS & Metabase Compatibility

Include management tools (if applicable)

nsta Cancel

AD RMS role installation
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12. Leave all the defaults as is and click Next:

= Add Roles and Features Wizard

Select role services

Before You Begin

Installation Type Role services
Server Selection —T .

e Active Directory Rights Management Serve
Server Roles [] Identity Federation Support

Raole Services

Confirmation

- O X

DESTINATIOM SERVER
INCDEMOSRMS01 inovitdemos.ch

Select the role services to install for Active Directory Rights Management Services

Description

Active Directory Rights Management
Services (AD RMS) helps you protect
information from unauthorized use.
AD RMS establishes the identity of
users and provides authorized users
with licenses for protected
information.

< Previous | | MNext =

Install Cancel

Role service installation
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13. Configure AD RMS by clicking Next on the welcome screen.

14. Create the RMS cluster ("cluster” is a specific term in AD RMS that
indicates that you can have more than one RMS server—it doesn't mean a
Windows Server cluster):

[z ADRMS Coenfiguration: INODEMOSEMS0.inovitdemaos.ch = O x
AD RMS C| TARGET SERVER
uster INODEMOSRMS0Linovitdemos.ch

Create or Join an AD RMS Cluster

AD RMS supports two types of clusters: a root cluster for certification and licensing and a
licensing-only cluster. To deploy AD RMS, you must first set up a root cluster in the forest. You
can then set up one or more licensing-only clusters in the same forest, depending on your needs,

Configuration Database

(@) Create a new AD RMS root cluster

Join an existing AD RMS cluster

More about AD RMS clusters

< Previous | | Mext » nsta Cancel

RMS cluster creation process
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15. Choose the database deployment—for production environments, use a
dedicated SQL server:

[ AD RMS Configuration: INODEMOSRMSO1.inovitdemos.ch — O X

TARGET SERVER

C o mlflg uration Da_‘a b dse INODEMOSREMS01.inovitdemos.ch

AD RMS Select Configuration Database Server

AL RM5 Cluster

Configuration Database Your AD RMS cluster uses a database to store configuration and policy information. The database
can be hosted either by Windows Internal Database or on a separate SQL database server
(recommended). If you choose Windows Internal Database, you cannot add more AD RMS
servers to this cluster. You can specify the SQL database server by selecting it from a list, or you
can type its name or CNAME alias (recommended).

() Specify a database server and a database instance.

Server:

Database Instance:

@) Use Windows Internal Database on this server

More about the AD RMS configuration database

< Previous | | Next = Install Cancel

Database configuration for the AD RMS cluster

16. Configure the service account we created previously, that
is, svermscluster@inovitdemos. ch:
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i

Service Account

AD RMS Specify Service Account

AD RMS Cluster

TARGET SERVER
INODEMOSRMS0inovitdemos.ch

Configuration D3 wiidows ey

Type User Account Name and Password

Type the name and password of a standard domain user account.

For example, user@example.contoso.com, or domain\user name.

svermscluster@inovitdemos.ch

Domain: inovitdemos.ch

More choices

oK

icate with other
ith no additional

nista Cancel

Service account usage for AD RMS

17. Configure the following options, as follows:
¢ Cryptographic Mode: Mode 2

¢ Cluster Key Storage: Use AD RMS

¢ Cluster Key Password: Choose your cluster key word like

455A#aasdd+!

e Cluster Web Site: Use the default website
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18. Configure the cluster address:

[z AD RMS Configuration: INODEMQSRMS01.inovitdemos.ch — O x

Cluster Address

AD RMS

AD RMS Cluster
Configuration Database
Service Account
Cryptographic Mode
Cluster Key Storage
Cluster Key Password

Cluster web site

Cluster Address

Server Certificate

TARGET SERVER
INODEMOSRMS0Linovitdemos.ch

Specify Cluster Address

A cluster address makes it possible for AD RMS clients to communicate with this cluster over the
netwaork, We recommend that you configure AD RMS to use the Secure Sockets Layer (S51)
protocol to encrypt network traffic between AD RMS clients and this cluster. You must use an
SSL-encrypted connection if you intend to federate this cluster.

Connection Type:

® Use an SSL-encrypted connection (https://)
() Use an unencrypted connection (http://)

Fully-Qualified Domain Name: Port:

https:// | rms.inovitdemos.ch 443

o You cannot change this address or port number after AD BMS is installed and configured.

More about the cluster web site

< Previous | | Mext = Install Cancel

AD RMS Cluster address configuration

If you don't want to use HTTPS, change to HTTP for PoC/Demo
purposes.

19. Choose your certificate if you configured HTTPS in the previous step.
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20. Give your Licensor Certificate a name. We recommend using the
organization name, such as INOVITDEMOS.

21. Don't register the SCP. If you're already on an existing infrastructure, you
must change the option to not use an SCP.

22. We've almost finished the configuration of our AD RMS instance. We need
to log out and log in again to complete the configuration:

Fﬁ'. AD RMS Configuration: INODEMOSREMS0.inovitdemas.ch — O X
R | TARGET SERVER
esu tS INODEMOSRMS0Linovitdemas.ch

Installation Results

The following rcles, role services, or features were installed successfully:

o Active Directory Rights Management Services

I * Before you can administer AD RMS on this server, you must log off and leg on again. I

* You have selected to register a Service Connection Point (SCP) at a later time. You will
need to register the SCP before clients can access the AD RMS cluster.

The following role services were installed:

Active Directory Rights Management Server

Troubleshooting AD RMS setup

revious Mext = Close Cance

AD RMS Installation result overview
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23. Configure the last options by opening the AD RMS management console.
24. Open Properties and configure the Extranet URLs, like the Intranet URLs:

inodemosrms01 (Local) Properties

ot

Server Cerificate Provey Settings
General Cluster URLs

Logging SCP
AD RMS Servers

The following URLs are used by AD RMS clients to connect to the cluster
for licensing and cerification.

Intranet LURLs

Cerification:

https://ms inovitdemos .ch/_wmecs/cedification /certi

Extranet URLs

Connection points used by extranet clients for services provided by
the clusters.

Licensing: httpf  ~ f_wmcsﬂicensing
Cerification: hitp://  ~ |\msinovitdemos ch| | /_wmcs/certification

Cancel Aoply Help

Configuring AD RMS Extranet URLs
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25. Configure the AD RMS Super User Group:

Super Users >

Super User Group

Specify the super user group name in the format group @domain.com. The
group that you specify must be an Active Directory Domain Services
distribution group that has an e-mail name that exacthy matches the group
name.

Super user group:

aipmssuperusers@inovitdemos .ch |I Browse...

Cancel Foply Help

Providing the AD RMS Super User group
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26. Open the registry editor to set the GICURL REG_SZ entry—http or

https rms cluster name
/_wmcs/certification/certification.asmx:

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\DRMS

[ Computer
HKEY_CLASSES ROOT
HKEY_CURRENT_USER

~ | HKEY_LOCAL_MACHINE
| BCDE000C00D
HARDWARE
SAM
SECURITY
v || SOFTWARE
Aquarius
Classes
Clients

DefaultUserEnvironment

~ || Mame Type Data

ab] (Default) REG_SZ (value not set)

25| AdminLocalConnectionPoint REG_SZ hitps:/frms.inovitdemos.ch

] ConfigStatus REG_DWORD (x0000003 (3)
onfigurationStatusAdRmsRoleSenvice REG_DWORD (x00000002 (2)
msAuditorGroup REG_BINARY 010500 00 00 00 0005 15 00 00 00 2d cf b3 b2 fc 14 0 1c ee 48 Db bb eb 030000
msEnterpriseAdminGroup REG_BINARY 01050000 00 00 0005 15 00 00 00 2d cf b3 b2 fc 14 ) 1 e 48 Ob b e9 03 00,00
msServiceGroup REG_BINARY 010500 00 00 00 0005 15 00 00 00 2d cf b3 b2 fc 14 0 1 ee 43 Ob bb €3 03 00,00
msTemplateAdminGroup REG_BINARY 01050000 00 00 0005 15 00 00 00 2d cf b3 b2 fc 14 0 1 ee 43 Ob bb ea 03 00,00

%4 StsFederationStatus REG_DWORD (00000001 (1)

GICURL | REG_SZ hitps://1 h/_wmesd 2 asm

Setting the HYOK registry keys

27. Configure the RMS Template for HYOK:

1. Add Template Identffica. ..

Create Distributed Rights Policy Template ? >

Add Template Identification Information

Rights policy templates can support clients with different languages.
Configure this template’s identfication information for each language
supparted on your client computers.

Template identification
Language Name Description
English (United 5... HYOK HYOK

Edit Remove

HYOK RMS template settings
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28. Define some example rights and the group you created previously to test
its functionality:

Create Distributed Rights Policy Template

? x
gg Add User Rights

1. Add Template Identifica...

Specify which users and groups have rights to work with content protected

using this template. Some rights are not used in commaon RMS-enabled
applications.

Users and rights

2. Add User Rights

executives @inovitdemos ch

Add...
Remove...

Rights for executives @inovitdemos.ch:
Full Control A
Wiew
Edit
Save
Export (Save as)

Create Custom Right ...

Grant owner (author) full control right with no expiration
Rights request LIRL: |

< Previous Mext > Cancel

Assignment of the executive's group

29. Finish the configuration and open a PowerShell to gather the related
information so that you can configure the Azure Information Protection
label.
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30. Run the following commands to get the RMS template GUID:

Import-Module AdRmsAdmin

New-PSDrive —Name AdrmsCluster -PSProvider AdRmsAdmin -
Root https://localhost

Get-ChildItem -Path AdRmsCluster:\RightsPolicyTemplate

31. Loginto https://portal.azure.com to configure a new sub-label to test
the HYOK configuration—add a new sub-label under Highly

Confidential:
Policy: Global O
NOVITDEMOS provided by inovit GmbH - Azure Information Protection
=2 Columns 4 Export
LABEL DISPLAY NAME POLICY MARKING PROTECTION
M Personal Global
B rublic Global
. General Global
» B confidential Global
'. Highly Confidential Global
Recipients Only Global
All Employees Global
Anyone (not protected) Global
Add or remove labels

AIP Global Policy overview
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32. Configure the label so:

Protection O X

INOVITDEMOS provided by inovit GmbH - Azure Information Protection

Protection settings @

‘ Azure (cloud key) Bg{eLGANETRY)

A This pratection option is not suitable for most scenarios.
Make sure that you understand its limitations and when to use it.

Select the protection action type @
(@) Set AD RMS template details
-Z:' ) Set user-defined permissions (Preview)

Type the template GUID
‘ 777712dd-d20d-4fe1-97b3-0a34e9574926 »f‘

Type the licensing URL of the AD RMS cluster

‘ https://rms.inovitdemos.ch/_wmcs/licensing/license.asmx \/‘

Configuring the HYOK label
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33. Enable the new sub-label for the global policy, which the test users will be

able to choose:

Policy: Add or remove labels

Select labels available in this policy

'S L
A~ earch 1o fult T15.

ler

o

LABEL DISPLAY NAME

v Personal

v Public

v General

<

Confidential

Recipients Only

All Employees

Anyone (not protected)

Highly Confidential

Recipients Only

All Employees

Anyone (not protected)

SIS IS IS S]] I8 ] IS ] 1S

HYOK

POLICY

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

Global

Adding the label to the global policy

34. Open one of the Azure-Information-Protection-enabled internal domain-
joined test clients from chapter 13, Identifying and Detecting Sensitive Data.
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35. Create a new document and choose the HYOK label. Save the document

and you should get the following message the first time you use the new
label:

Active Directory Rights Management Services >

To create and consume content with restricted access, this application must connect
to one of the following URL(S)

https: ffrms.inovitdemas. ch/_wmcsflicensing
http:/frmz.inovitdemos. ch/_wmcs licensing

to verify your credentials and download content policies and permissions.

Selecting the ched: box below will save your credentials to enable the automatic
download of rights information for protected content.

Don't show this message again when connecting to this AD RMS service,
Privacy Statement

Cancel

First-time use message for the local RMS template

36. The document should be protected with the HYOK RMS template
permissions:

File Home Insert Design Layout References
Lﬁ:l HYOK HYOK View Permission...

D sensitivity: W Highly Confidential \ HYOK

HYOK protected document

You've successfully implemented an HYOK deployment in your test environment.

Now that we've had a complete walk-through for all three deployment methods, we'll
take a closer look at the Azure RMS functionality itself.
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How Azure RMS works under the hood

It's quite important to how RMS works it delivers the data protection service of the
complete Azure Information Protection solution. First of all, the protected data will
never be transferred to the Azure Information Protection or Rights Management
service itself. Basically, the data is encrypted at the application level and includes a
policy that defines who is authorized and which usage rights are applied for these
users. Keep in mind that group memberships are cached for three hours. So, if you
change permissions, remember this to avoid misinterpreted results. To get a better
understanding of the three typical flows, let's explore the flows in this section. But
first, we'll look at the algorithms and key lengths used by Azure RMS.

Algorithms and key lengths

Azure RMS uses the following cryptographic controls in the different usage scenarios.
The following table gives you the needed information if you get asked in a project or
workshop:

Cryptographic controls Azure RMS usage
Documentation protection
Used by:

 Azure Information Protection client
* Rights Management sharing application

Algorithm: AES Key length: 128/256 bits

Key protection

* Migration from AD RMS running Cryptographic Mode 1

* Migration with AD RMS and Exchange Online usage

* Archived keys (on-premises) before the migration

* BYOK supports 1024/2048 bits - recommended: 2,048 bits

SHA-256 Certificate-signing

Algorithm: RSA
Key length: 2,048 bits/*1,024 bits

Now that we have a clear picture of the cryptographic controls, we can go further into
the first use flow, or user environment-initialization.

User environment-initialization flow

The user environment-initialization is also called the bootstrapping process. The
process starts when the Azure Information Protection client is installed on the client
and a user opens an Office application, for example. It runs if a user consumes
protected content or protects a newly-created document.
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Keep in mind that if the user moves to another machine or another user uses the same
machine, the process always runs the first time it's used.

During this process, many things happen in the background, and if the user is
provided by Single-Sign-On in a federated environment, they don't recognize the
steps overall. After a successful authentication to the RMS service, the three main
certificates will be received:

e The Security Processor Certificate (SPC)
e The Client Licensor Certificate (CLC)

e The Rights Account Certificate (RAC), formerly known as Group Identity
Certificate (GIC)

These are all valid for 31 days and authenticate the user to the Azure Active
Directory.

Also, the Rights Management templates from the organization will be received.

The following diagram shows the main components during this process:

Restrict Access ¥ Unrestricted Access » ThisPC » Windows(C) » Users » jochen.nickel » AppData » Local > Microsoft » MSIPC » Templates
E}- Grant people access while removing  *

i i i - Restricted A
their ability to edit, copy, or print. Bestricte

Narme Date medified Type Size

TMPV2-{DsgpWh+ dT09fPSB2K;€iS5680sEs= |- 3UG...
| TMPV2-{DsqpWhedTOSPSBaK;eiS5680sEs=}-mk.

- Authe_n.tlcatlon—b I_j Security Licensor Certificate (SPC)
ertificat 9
Azure
Azure Rights Management
Information Protection Service
Client
> ThisPC > Windows(C:) » Users » jochennickel > AppData > Local » Microsoft » MSIPC
- ) . rj Security Processor Certificate (SPC)
Name Date modif Size 9

Logs

Templates

UnManagedTemplates
CERT-Machine.drm
CERT-Machine-2048.drm
CLC-{NmYzeeeH2ZeQRykixHupq YEho...
GIC-(G15vRyrTT7Cv;eVYfSgTPIQA=]. 2
JELC-{NmYzxecH2ZeQRykDxHupqYehbo...  1/3/2019 1

55 Client Licensor Certificate (CLC)

e Rights Account Certificate (RAC)
: Q_| ©0ld Name: Group Identity Certificate (GIC)

Main components and actors on the bootstrapping process
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Many other things happen during this process. If you need more details about the
bootstrap process, you can find them at https://bit.ly/2FbcxNt and https://bit.
ly/2RxtcRR.

Here are some other helpful sources:

e AIP Client Admin Guide: https://bit.1ly/2Txpoxr

e The Evolution of AD RMS to Azure Information Protection Part 6 by
Matt Felton: nttps://bit.1y/2AwGR1Q

¢ Logging and analyzing usage: https://bit.ly/2RAJI3WE

Next, we'll look into the content-protection flow.

Content-protection flow

The next is the content-protection flow, which is that happens if a user protects a
document or email. The RMS client creates a random content key and encrypts the
document using an AES symmetric-encryption algorithm. The flow is shown in full in
the following diagram. Let's highlight just a few points:

¢ The main attribute to identify users or groups is the ProxyAddresses
attribute; always keep old email addresses to be able to use older protected
content

e If the ProxyAddresses are empty, UserPrincipalName will be used
instead

e The RMS client uses the organization's key to encrypt the policy and the
content key

¢ The RMS client signs the policy with the user's certificate

¢ The protection level stays always with the content
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In the following diagram, you can see the content-protection flow:
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Content-protection flow

Next, we will jump into the content-consumption flow.

Content-consumption flow

Content consumption happens if a user tries to open an RMS-protected document or
email. The process always starts by requesting access to the Azure Rights
Management service. Let's highlight the most important points:

¢ The authenticated user sends the document policy and the user's
certificates to the Azure Rights Management service

¢ The policy will be decrypted and evaluated by the service
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¢ The service builds the rights for every user identification through
the ProxyAddresses or UserPrincipalName attribute

¢ The content key gets extracted from the decrypted policy; the key will be
encrypted with the user's public key

¢ The encrypted use license contains the re-encrypted content key
¢ The RMS client decrypts the encrypted use license with its own private key

e The RMS client decrypts the documents body and the rights list will be
enforced by the application

The following view shows the content-consumption flow:
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Content-consumption flow

With this flow, we've finished our journey through the Azure RMS flows. Well done!
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Summary

In this chapter, you received all the necessary information to map your requirements
to the correct key-deployment model. We looked at the pros and cons of using
HYOK. With the provided configuration examples, we gathered practical experience,
which you can now share or use in your next project or workshop. We learned about
the main Azure RMS flows, which are helpful in understanding how Azure RMS
works under the hood. You can use this knowledge to support deployments or
troubleshoot common issues because many errors happen on the environment-
initialization (bootstrapping) process or in the deployment.

In the next chapter, we'll finish configuring the example Azure Information
Protection solution, and then you'll be fully prepared for your journey with this nice
technology.
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Configuring Azure Information
Protection Solutions

After working through the theory and the detection and identification of sensitive
information, we will work through some practical tips from our projects to help you
to attain a better understanding of the technology and the associated processes.
Always attempt to start projects with classification and without protection to avoid
data loss and bad project marketing, because business processes don't work when
users can't access the information they regularly use. In addition, always align
training to your end users. This chapter will extend your lab environment and
provide you with the important PowerShell cmdlets to administer your solution.
Finally, we will configure Azure Information Protection (AIP) through some
practical examples.

The chapter is divided into the following sections:

¢ Preparing to configure and manage AIP
e Azure RMS management with PowerShell
e Configuring AIP

Yeah! Let's start with the preparation tasks.
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Preparing to configure and manage AIP

To configure and manage our AIP solution, we need to prepare the administrative
Windows 10 workstation with the necessary tools. We need to have the following
PowerShell modules installed on the workstation:

e Azure AD Preview: Install-Module —-Name AzureADPreview
e Azure RMS: Install-Module -Name AADRM

Additionally, we install the AIP client on the machine from the following
source: https://bit.ly/2ccgSul.

For our use cases and the lab challenge, we need to create the required email-enabled
groups. We choose to use Office 365 dynamic groups. You can use the following
PowerShell cmdlets to create the required groups.

The first bunch of groups is required and the second one is optional:

# Connect to Azure AD and provide global administrator credentials
Connect-AzureAD

New—-AzureADMSGroup -Description "Finance and Accounting Department
Users" -DisplayName "Finance and Accounting" -MailEnabled $true -
SecurityEnabled $true -MailNickname "financeandaccounting" -GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Accounting"")" -MembershipRuleProcessingState "On"

New—-AzureADMSGroup -Description "Sales Department Users" -DisplayName
"Sales" -MailEnabled $true -SecurityEnabled $true -MailNickname
"sales" —-GroupTypes "DynamicMembership","Unified" -MembershipRule

" (user.department -eq ""Sales"") -or (user.department -eq ""Sales
Engagement Management"")" -MembershipRuleProcessingState "On"

New—-AzureADMSGroup -Description "Project Management Department Users"
-DisplayName "Project Management" -MailEnabled $true -SecurityEnabled
$true -MailNickname "projectmanagement" -GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Project Management"")" -MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Senior Management Department Users" -
DisplayName "Senior Management" -MailEnabled $true —-SecurityEnabled
$true -MailNickname "seniormanagement" -GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Senior Management"")" —-MembershipRuleProcessingState "On"

New—-AzureADMSGroup -Description "Sales Department Users" -DisplayName
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"Sales" -MailEnabled $true -SecurityEnabled $true -MailNickname
"sales" —-GroupTypes "DynamicMembership", "Unified" -MembershipRule
" (user.department -eq ""Sales"") -or (user.department -eq ""Sales
Engagement Management"")" -MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Strategy Consulting Department Users"
-DisplayName "Strategy Consulting" -MailEnabled $true -SecurityEnabled
$true -MailNickname "strategyconsulting" -GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Strategy Consulting"")" -MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Human Resources Department Users" -
DisplayName "Human Resources" -MailEnabled $true -SecurityEnabled
$true -MailNickname "humanresources" —-GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Human Resources"")" —-MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Executives Department Users" -
DisplayName "Executives" -MailEnabled $true —-SecurityEnabled $true -
MailNickname "executives" -GroupTypes '"DynamicMembership", "Unified" -
MembershipRule " (user.department -contains ""Executive"")" -
MembershipRuleProcessingState "On"

The following bunch of groups is optional:

New-AzureADMSGroup -Description "Project Management Department Users"
-DisplayName "Project Management" -MailEnabled $true -SecurityEnabled
$true -MailNickname "projectmanagement" -GroupTypes
"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Project Management"")" —-MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Operations Department Users" -
DisplayName "Operations" -MailEnabled $true -SecurityEnabled $true -
MailNickname "operations" -GroupTypes '"DynamicMembership", "Unified" -
MembershipRule " (user.department —-eq ""Operations"") -or
(user.department —-eq ""Engineering Operations"")" -
MembershipRuleProcessingState "On"

New—-AzureADMSGroup -Description "Marketing Department Users" -
DisplayName "Marketing" -MailEnabled $true —-SecurityEnabled $true -
MailNickname "marketing" —-GroupTypes "DynamicMembership", "Unified" -
MembershipRule " (user.department —-contains ""Marketing"")"
MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Engineering Department Users" -
DisplayName "Engineering" -MailEnabled $true -SecurityEnabled $true -
MailNickname "engineering" -GroupTypes '"DynamicMembership", "Unified" -
MembershipRule " (user.department —-contains ""Engineering"")" -
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MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Contractors" -DisplayName
"Contractor" -MailEnabled $true -SecurityEnabled $true -MailNickname
"contractor" -GroupTypes "DynamicMembership","Unified" -MembershipRule
" (user.department -contains ""1099 Contractor"")" -
MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Content Management Consulting
Department Users" -DisplayName "Content Management Consulting" -
MailEnabled $true -SecurityEnabled $true -MailNickname
"contentmanagementconsulting" -GroupTypes

"DynamicMembership", "Unified" —-MembershipRule " (user.department -eq ""
Content Management Consulting"")" -MembershipRuleProcessingState "On"

New-AzureADMSGroup -Description "Customer Relationship Management
Department Users" -DisplayName "Customer Relationship Management" -
MailEnabled $true -SecurityEnabled $true -MailNickname
"customerrelationshipmanagement" -GroupTypes

"DynamicMembership", "Unified" -MembershipRule " (user.department -
contains ""Customer Relationship Management"")" -
MembershipRuleProcessingState "On"

Furthermore, we need to set the correct mail suffix of the Office 365 groups. You can
use the following commands to set the addresses:

# Set your preferred PowerShell execution policy
Set-ExecutionPolicy Unrestricted

# Provide global administrator rights

$UserCredential = Get-Credential

$Session = New-PSSession —-ConfigurationName Microsoft.Exchange -
ConnectionUri https://outlook.office365.com/powershell-liveid/ -
Credential $UserCredential —-Authentication Basic -AllowRedirection
Import-PSSession $Session

# Set the correct suffix

set-UnifiedGroup -Identity Sales -PrimarySmtpAddress
"sales@inovitdemos.ch"

set-UnifiedGroup -Identity Marketing -PrimarySmtpAddress
"marketing@inovitdemos.ch"

set-UnifiedGroup -Identity "Strategy Consulting" -PrimarySmtpAddress
"strategyconsulting@inovitdemos.ch"

set-UnifiedGroup -Identity "Project Management" -PrimarySmtpAddress
"projectmanagement@inovitdemos.ch"

set-UnifiedGroup -Identity Operations -PrimarySmtpAddress
"operations@inovitdemos.ch"

set-UnifiedGroup -Identity "Human Resources" -PrimarySmtpAddress
"humanresources@inovitdemos.ch"

set-UnifiedGroup -Identity Executives -PrimarySmtpAddress
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"executives@inovitdemos.ch"

set-UnifiedGroup —-Identity Engineering -PrimarySmtpAddress
"engineering@inovitdemos.ch"

set-UnifiedGroup —-Identity Contractor -PrimarySmtpAddress
"contractor@inovitdemos.ch"

set-UnifiedGroup -Identity "Finance and Accounting" -
PrimarySmtpAddress "financeandaccounting@inovitdemos.ch"
set-UnifiedGroup —-Identity "Customer Relationship Management" -
PrimarySmtpAddress "customerrelationshipmanagement@inovitdemos.ch"
set-UnifiedGroup —-Identity "Content Management Consulting" -
PrimarySmtpAddress "contentmanagementconsulting@inovitdemos.ch"
set-UnifiedGroup —-Identity "Senior Management" -PrimarySmtpAddress
"seniormanagement@inovitdemos.ch"

Be aware that this is a list of users that are fully equipped with a Microsoft 365 E5
license:

Name Department Job Title Manager

Dan Jump Executive CEO

Adam Barr Operations General Manager of Professional Services |Dan Jump
Karim Manar Accounting Controller Diane Tibbot
Dan Park Sales Vice President NA Sales Adam Barr
Christa Geller Executive CVP of Online Jeff Hay

Alan Brewer Sales Regional Sales Manager Jack Creasey
Aaron Painter Strategy Consulting Strategy Consulting Manager Christine Koch
Amy Alberts Human Resources HR Manager Garth Fort
Scott Bishop Project Management Senior Project Manager Alan Steiner
Don Hall Strategy Consulting Strategy Consultant Ellen Adams
Chase Carpenter |Accounting Accountant Karim Manar
Lars Hansson Accounting Accounting Manager Karim Manar
David Wright Sales Salesperson David Simpson
Greg Winston Senior Management President of Management Jeff Hay

Ye Xu Sales Engagement Management |Salesperson Arthur Yasinski
lan Tien Human Resources HR Specialist Amy Alberts
Brian Cox Operations Procurement Manager Keith Dishmo

We have prepared our workstation and created the related use cases resources. Next,
we will discuss the most important PowerShell cmdlets to configure and manage the
Azure RMS service.

Azure RMS management with PowerShell

In the following section, we will discuss and use the most important PowerShell
commands to configure and manage Azure RMS. You will get a good overview of the
features and how to start the configuration.
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Azure RMS super users

We will start with the connection to the Azure RMS service and the management of
the super users feature. This feature is disabled by default. To use its functionality, we
need to enable the feature and assign a mail-enabled group to it. We highly
recommend adding the AIP Scanner account permanently to the group, and all the
other required users as and when required. It doesn't matter when the user is added
to decrypt information from the past.

The Azure RMS super users feature provides the following functionality in
Azure RMS:

o Full control over all rights-protected content that is managed by rights
management

¢ Full owner rights to super users for all user licenses that are issued by
the subscriber's organization

e Decryption of any rights-protected content file and removal of rights-
protection from it for content previously protected within that organization

Typical use cases for the super user feature are:

Read-protected information from an employee that leaves the organization

Replacement of a currently assigned protection policy

Usage of search operations in Exchange Online (eDiscovery)

Support for security solutions that need to inspect protected information
With the following steps, you can configure the super users feature:

1. Connect to the Azure RMS service with global administrator rights, as
follows:

Connect-AadrmService

2. Get all super user commands, as follows:
Get—-Command "*SuperUser*"

3. Check the super user feature, as follows:
Get-AadrmSuperUserFeature

4. Enable the super user feature, as follows:

Enable-AadrmSuperUserFeature

[602]



Configuring Azure Information Protection Solutions Chapter 15

5. Get all super users, as follows:

Get-AadrmSuperUser
Get-AadrmSuperUserGroup

6. Next, we create a Mail-enabled security group in the Exchange Online
administrative center.

7. Navigate to Recipients | Groups and create a new Mail-enabled security
group, as follows:

Q

<+ New Office 365 group - & LS m P

DISPLAY NAME Distribution list

Mail-enabled security group
Content Management Consult - -

Dynamic distnbution list

Contractor

Custorner Relationship Management Office 365

Mail-enabled security group creation

8. After we create the group, we will also use Access reviews to review the
membership quarterly of the group, because the group is very powerful
and shouldn't be filled with old users.

9. Open the Azure portal at https://portal.azure.com and navigate to the
Azure AD blade.

10. Choose Organizational relationships | Access reviews.
11. Click Onboard and Create for the actual Azure AD.

12. Use the Default Program and under Manage | Controls.
13. Click New access review, as follows:

Dashboard » INOVITDEMOS provided by inovit GmbH > Organizational relationships > Access reviews - Programs > Default Program - Controls

Default Program - Controls

« = Mew access review

O Overview XY
| Type @
Manage 4 selected
® controls pei
CONTROL NAME TYPE OWNER

Access review creation
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14. Choose the following settings for the review and assign your personal test
account as a reviewer:

Create an access review 1
* Review name Azure RMS Super Users Review v |
Description @

* Start date 2019-01-19

Frequency Cuarterly ~ |
Duration (in days) @ MmmmmmiminC) 25

* End date 2019-02-18
Users
Users to review Members of a group hd
Scope ") Guest users only
Everyone

* Group >

Azure RMS Super Users
Reviewers
Reviewers Selected users ~ |
* Select reviewers )

Jochen Mickel

Access review properties
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15. Next, we will assign the group as super users group.Set a super user group,
as follows:

Set-AadrmSuperUserGroup —-GroupEmailAddress
"azurermssuperusers@inovitdemos.ch"

Now, we are safe if the organization starts encrypting information. All the protected
content can be unprotected and recovered by the users in the super user group.

To administer the Azure RMS service, we can delegate administrative rights with the
following cmdlets:

Get—-AadrmRoleBasedAdministrator
Add-AadrmRoleBasedAdministrator

If you use a group for this delegation, the group does not need to be
mail-enabled.

On the other hand, you should assign the administration for AIP in the Azure AD
Privileged Identity Management (PIM) blade, as follows:

Information Protection Administrator - Description

@

Manoge Summary

Members | Name: Information Protection administrator

RIEERIET Description: Users with this role have user rights only on the Azure Information Protection service. They are not granted user rights on Identity Protection Center, Privileged Identity
Management, Monitor Office 363 Service Health, or Office 365 Security & Compliance Center, They can configure labels for the Azure Information Protection policy, manage

Troubleshooting + Support | pretection templates, and activate protection.

K Troubleshoot | Related articles:  Assigning administrator roles in Azure Active Directory

Information Protection Administrator - description on Azure AD

In the next section, we will discuss onboarding controls.

Onboarding controls

It's recommended to do a planned roll out of AIP, including the RMS protection
functionality in an organization. For this reason, Microsoft has implemented the
onboarding controls feature. You can check the default configuration with the
following command:

Get—-AadrmOnboardingControlPolicy
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Open an elevated PowerShell after you have established a connection to the Azure
RMS service with the following command:

Connect-AadrmService
The feature is disabled by default.
To enable onboarding controls, you can use the following command:
Set-AadrmOnboardingControlPolicy

With onboarding controls, you can enable a group-based rollout. To be that the users
and associated computers are already prepared to use AIP. To prepare your users,
you can use the following source: https://bit.ly/2CvBEF7.

Azure RMS templates

Azure RMS templates are basically used over labels in AIP. If an organization doesn't
use AIP for classification and labeling information, they can still use the basic Azure
RMS service to protect content. Azure RMS templates can be created over the AIP
blade under a label or by PowerShell. The actual Azure RMS usage rights are
documented at https://bit.ly/2HkDK2F. To manage Azure RMS templates, we can
use the following procedures:

1. Get all template commands, as follows:

Get-Command —-Module AADRM Template

2. Get all templates, as follows:

Get-AadrmTemplate

The output of the preceding command is as follows:

PS C:\> Get-AadrmTemplate

TemplateId : ©26be843-becf-425f-a776-27d4c1b8fd54
Name : Confidential - All Employees
Description : Confidential data that requires protection, which allows all employees full permissions. Data owners can

track and revoke content.

TemplateId : 68ab2d70-f65e-4b83-b3fb-8ed3e7f06ee7

Name : Highly Confidential - All Employees

Description : Highly confidential data that allows all employees view, edit, and reply permissions to this content.
Data owners can track and revoke content.

Get all actual RMS templates
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3. Remove templates, as follows:

Remove—-AadrmTemplate —-TemplateId "template ID"

4. Create a new template, as follows:

Snames = @{}

Snames[1033] = "Template Name"

Sdescriptions = Q{}

Sdescriptions[1033] = "Template description"

$Srl = New-AadrmRightsDefinition -DomainName "yourdomainl.com"

-Rights "VIEW", "EXPORT"

$Sr2 = New-AadrmRightsDefinition -EmailAddress "Email address
of group or user" -Rights "OWNER"

Add-AadrmTemplate -Names S$names -Descriptions $Descriptions -
LicenseValidityDuration 7 -RightsDefinitions $rl, $r2 -Status
Published

In the next section, we will provide some important information about the Azure
RMS logging features.

Azure RMS logging

In this section, we will verify the default enabled Azure RMS logging. Perform
the following steps to analyze the usage of the Azure RMS service:

1. Get the actual Azure RMS configuration, as follows:

Get—-AadrmConfiguration
2. Get all the log commands, as follows:
Get-Command "*Log*" -Module AADRM

Create an AIP log directory and set the variables, as follows:

New-Item -ItemType directory -Path C:\AIPLogs\User
New-Item -ItemType directory -Path C:\AIPLogs\Admin
$UserLogs = "C:\AIPLogs\User"

$AdminLogs = "C:\AIPLogs\Admin"

3. Get the user logs, as follows:

Get-AadrmUserlog -Path $Userlogs -FromDate (Get-
Date) .AddDays (—45)
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4. Get the admin logs, as follows:
Get-AadrmAdminLog -Path $AdminlLogs\admin.log
5. Get the status from the document tracking feature, as follows:

Get-AadrmDocumentTrackingFeature

The next section will take you through an introduction to the AIP PowerShell
capabilities.

AIP client PowerShell

With the AIP client installed, you can gather information about your configuration
and do classification and protection activities. You can use the following command
with the AIP cmdlets:

Get-Command -Module AzureInformationProtection

With the following cmdlet, you get the actual available RMS templates on a client:
Get-RMSTemplate

You can get the actual state of a file with the following cmdlet:

Get-AIPFileStatus .\Q3_Product_Strategy.docx
Product_Strategy.docx

Q3_Product_Strategy.

cd-c58F-4162-bl13-8aajed8eddst

Confid

-8849-1ef7ccls

7-dcle274bddeée

ddclb8+d54

AIP file status information

You can set a label with the following cmdlet:

Set-AIPFilelLabel -Labelld de82bccd-c50£f-4162-bl113-8aa%e98ed45f -Path
.\Testfile.docx

[ 608 ]



Configuring Azure Information Protection Solutions Chapter 15

After this administrative introduction section, we will follow up with different use
cases to configure and use AIP.

Configuring AIP

Configuring and managing AIP should always start with the global approach for all
users. The most important task to do before you start touching the technology is to
work on a clear classification schema and the associated policies. Doing the
configuration is the smallest part in a classification and information project. You
should consider the default labels based on your classification schema, and start
without encryption and a lot of automatic classification rules. Start with the global
users that understand and work with the new technology. Keep in mind to use a step-
by-step approach and work through the specific requirements in the most sensitive
departments, such as human resources, legal, or finance. Don't overwhelm your users
and don't teach them to lie to your concept and classification system.

Here are some additional tips for data classification:

¢ Gather the support of the management and employees who will use the
system

Tagging and categorizing everything is nearly impossible

Use an effective metadata strategy

Use data cleansing technology to remove redundant or obsolete data
e Provide availability
¢ Consider the confidentiality and security of the data to be classified

Microsoft has carried out some intensive research and usability testing on the labels
used to apply your classification to the data. Try to start with the default labels of
AIP, for example:

|o Sensitivity: Not set Personal Public General Confidential Highly Confidential ~

AIP default label set

You can also customize every label in AIP to fulfill your needs.
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Creating the classification schema

The first step in configuring a AIP solution is to start with the creation of the
classification schema. Let's create our classification schema for our demo organization
in the following steps:

1. Open the AIP blade at https://portal.azure.com.

From chapter 14, Understanding Encryption Key Management
Strategies, we have an enabled HYOK label. We will remove this
label for now, because we don't want to include the on-premises
part in our solution.

2. The default schema should look like the following:

LABEL DISPLAY NAME POLICY MARKING PROTECTION
B Personal Global
B public Global
B General Global
~[ Confidential Global
Recipients Only Global v v
All Employees Global v
Anyone (not protected) Global v
~H Highly Confidential Global
Recipients Only Global
All Employees Global v
Anyone (not protected) Global v
+ Add a new label

Default classification/label schema of AIP

A good starting point is that you start labeling your information with a
default label and disable the encryption functionality for the Confidential
and Highly Confidential labels.

3. You find the configuration under Policy | Global.
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4. Use General as default label and ensure that all the information is required
to be classified for your global users, for example:

Select the default label

General ~

All documents and emails must have a label (applied automatically or by users)

On

o
H

Users must provide justification to set a lower classification label, remove a label, or remove protection

H

Off n

For email messages with attachments, apply a label that matches the highest classification of those attachments

H

Automatic | Recommended

Display the Information Protection bar in Office apps

On

(=]
H

Add the Do Mot Forward button to the Outlook ribbon

i

Make the custom permissions option available for users

H

Off n

Provide a custom URL for the Azure Information Protection client "Tell me more"” web page (optional; otherwise keep blank)

| https://www.inovit.ch/cybersecurity v

Default label activation and other global settings
We highly recommend that you provide your users with an

additional source for more information about data classification. In
our projects, we use a very often used website for the users.

5. Set the labels that have protection enabled to Not configured, as follows:

Set permissions for documents and emails containing this label

MNot configured E{s{Zad | Remove Protection

Protection disabled option

6. Test the result on one of the test clients, as Don Hall.
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7. A new document or email gets automatically classified as General, as
follows:

| Q) sensitvity: W General 4 Persona Public General Confidential  + | Highly Confidential ~

Default labeling result

Business data under General label is not intended for public consumption.
However, this can be shared with external partners as required. Examples
include a company's internal telephone directory, organizational charts,
internal standards, and most internal communications.

Creating sub-labels and scoped policies

Now that we have provided the first set to our users, we can start to provide a basic
configuration for our sensitive departments. We can do that with scoped policies to
provide the changes only to specific department users. Scoped policies require AIP P2
licenses.

With the following steps, we will create the required sub-labels:

1. Under Classifications | Labels. Create a new sub-label under the
Confidential label, as follows:

~[@ Confidential Global | Add a sub-label i

Recipients Only Global v v Delete this label
All Employees Global Move up

Move down
Anyone (not protected) Global

Adding a sub-label

e Name: Finance and Accounting

o Description: Finance and Accounting sensitive data that
is not intended for consumption outside the department

¢ Add the following conditions: credit card number and
International Banking Account Name (IBAN)

¢ Leave Recommended to apply the label

2. Next, we will configure the custom policy for the Finance and Accounting
department.
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3. Under Classifications | Policies. Create one policy for Finance and
Accounting.

4. Assign the Finance and Accounting group to the policy.
5. Click Add or remove labels.
6. Add the Finance and Accounting label.

AIP is currently limited to providing only one sub-level label.

7. Leave the other settings as their defaults, as follows:

* Policy name

| Finance and Accounting J|

Policy description

| Finance and Accounting J|

&M Select which users or groups get this policy. Groups must be email-enabled. @ 3
Finance and Accounting

LABEL DISPLAY NAME POLICY MARKING PROTECTION
. Personal Global
W rpublic Global
B General Global
~ [ confidential Global
Recipients Only Global
All Employees Global
Anyone (not protected) Global v
Finance and Accounting Finance and Acce
] | Highly Confidential Global

Add or remove labels

Configure settings to display and apply on Information Protection end users

Scoping for Finance and Accounting users
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8. Login as Karim Manar from the Finance and Accounting group on the
second test client, and open Word.

9. You should see the new label, as follows:

Personal Public General Confidential ~ | Highly Confidential ~
All Employees

Anyone (not protected)

I Finance and Accounting I

Finance and Accounting label result

All other users will receive the default label set.

10. The next feature we already activated is the recommendation of the label if
the specific condition matches.

11. Login as Karim Manar.

12. Open Word and create a document with the content My AMEX card
number is 344047014854133.

13. Save the document and the recommendation for the label appears as
follows:

o Itis recommended to label this file as Confidential \ Finance and Accounting I Change now | Dismiss

o Sensitivity: [ll General /#

My AMEX card number is 344947814554133.

AIP label recommendation feature example
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Remember, we start without encrypting the information to teach
your users and to avoid problems with the end user experience and
use of encrypted information. We also want to gather more
information about the rules to have a clear identifier before starting
automatic encryption.

With this option, you can also define a specific default label for each policy. This is a
very helpful feature to support the usability of a specific department user, because the
Finance and Accounting department handles mostly Confidential content. Define
the default label, as follows:

Select the default label

| Confidential \ Finance and Accounting ~

Scoping the default label on custom policies

Create more sub-labels for the following departments to get an idea of how you can
design your labels. In a real project, test and monitor the use of labels and leave it at a
minimum, for example:

¢ Strategy Consulting
¢ Senior Management
¢ Human Resources

¢ Executives

If you are using more policies, the last policy wins in a conflicting
setting.

[615]



Configuring Azure Information Protection Solutions Chapter 15
The next screenshot shows the classification schema:
LABEL DISPLAY NAME POLICY MARKING PROTECTIOMN
- Personal Global
W public Global
. General Global
~[ Confidential Global

Finance and Accounting
Strategy Consulting
Senior Management
Human Resources
Executives

Recipients Only

All Employees

Anyone (not protected)

» B Highly Confidential

Finance and Accounting

Strategy Consulting

Senior Management

Human Resources

Executives

Global

Global

Global v

Global

Modified classification schema

You can use the same strategy for sensitive projects for other departments. Always
think, discuss the real requirement for a new label, and assign it to the associated user
group. It's very important to have an explicit usage and a proper handling for the
user to provide a successful solution.
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Using visual markings

The next option we can add is the marking option, to make the classification also
visible in the content of the mail or document as a header, footer, or watermark. By
default, the marking option is applied under the Confidential and Highly
Confidential labels.

With the next steps in this section we will reach and view the following result:

e View the default behavior for the Confidential label
e Open Word as Don Hall and apply the Confidential | All Employees label
¢ You will notice the footer contains Classified as Confidential

If you work with templates that already use the header/footer section, you need to
test the templates to ensure that the classification doesn't crash your template design.
By default, no watermark will be applied.

Use the following source to customize the visual markings: https:/
/bit.ly/2Cu8BnU.

A typical example could be Classified as ${Item.Label} from ${User.Name}
at ${Event.DateTime}.

If you are using the new AutoSave option, we recommend enabling the continuous
classification feature in the Advanced settings with the following strings NAME:
RunPolicyInBackground, VALUE: True, for example:

POLICY DESCRIPTION

Global Default policy for all users in the tenant | Export

......................................

Finance and Accounting Finance and Accounting Advanced settings

Strategy Consulting Strategy Consulting

AIP policy advanced settings
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You will find additional features in this area, as follows:

Advanced settings O x
Configure advanced client setfings for this policy

NAME VALUE

RunPaolicylnBackground True

DisableDMNF true

EnableAudit true

EnableBarHiding true

EnableCustomPermissions false

HideBarByDefault false

LogMatchedContent true

Configured advanced settings in the policy

Next, we will explore the automatic classification feature.

Configuring automatic classification and
protection

AIP also provides automatic classification. The feature requires the Azure
Information Protection P2 licensing. The feature is included in the EMS E5 and
Microsoft 365 E5 plan.

Start with clear rules and identifiers with automatic classification. For example, if a
company uses an identifier in the document, such as Approved for public
consumption, you can build an easy condition like we do in the following steps:

1. Edit the Highly Confidential | All Employees label and add the following
condition:
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Condition: Password

INOVITDEMOS provided by inovit GmbH - Azure Informaticn Protection

Hsave ¥ Discard @ Delete

Choose the type of condition @
Information Types EETEGLY

* Mame

Pazzword

* Match exact phrase or pattern @
Pass@word1

Match as a reqular expression
o
Match with case sensitivity
on
* Minimum number of occurrences

1

|

X

Keyword definition for automatic classification

2. Change Select how this label is applied: automatically or recommended

to user to Automatic, as follows:

Select how this label is applied: automatically or recommended to user
LI GGG Tl Recommended

Add policy tip describing to users the reason for applying this label

This file was automatically labeled as Highly Confidential % All Employees

Activating automatic classification
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3. Test the configuration with Don Hall.
4. Create anew Word document with My password is Pass@wordl in the
document.

5. The document will be classified automatically as Highly Confidential | All
Employees.

We can also use Cloud App Security to automatically classify and protect content by
following these steps:

1. Open https://portal.cloudappsecurity.comas a global administrator.
2. Click Create policies in the Get started section.

3. Use the following template for our example (be sure that you put some
Personal Identifiable Information PII files from the code package to your
test user OneDrive):

File containing Pll detected in the cloud (built-in DLP engine)

Alert when a file containing personally identifiable information (PIl) is detected by our built-in data loss prevention (DLP) engine in a sanctioned clo...

Cloud App Security PII scan result

4. Use the following settings in your new policy:

Create file policy (2]

Policy template

File containing Pll detected in the cloud (built-in DLP engine) v

Policy name

File containing Pl detected in the cloud (built-in DLP engine)

Description

Alert when a file containing personally identifiable information (Pll) is detected by our built-in data loss prevention (DLP)
engine in a sanctioned cloud app.

Policy creation in Cloud App Security to catch PII information
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5. Choose Microsoft OneDrive for Business and choose the Confidential-All
Employees label, as follows:

Governance

~ & Microsoft OneDrive for Business - 1 selected

[ Send policy-match digest to file owner
CC additional users =
[ Make private
[ Remove external users
[ Inherit parent permissions
Put in user quarantine

Put in admin quarantine Configure a guarantine folder to enable this option

[] Remove a collaborator+

Apply classification label=
Select an Azure Information Protection classification label to apply to matching files:

v

Confidential-All Employees
= LGDE Wi B SppIed 10 any sUpported e,

Remove classification label

Cloud App Security automatic classification option

6. You will notice that if you click another app such as Dropbox or Salesforce
the options are not available.
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7. Next, move back to the dashboard and you will receive alerts with a match
to our freshly created file policy, as follows:

8 Open alerts

File containing Pll detected in the cloud (built-in DLP engine)

File containing Pll detected in the cloud (built-in DLP engine)

Rule results after scanning

8. Click on the OneDrive alert and view the result; the file contains the PII
information and it's classified:

App Collaborators Policies Last modified

%& Microsoft OneDrive for Business a 1 policy match Jan 20, 2019

URL:  https://181031inovitdemaos-my.sharepoint.com/personal/don_hall inovitdemos ch/Documents/Human Resources/create samples.xlsx?d=... [

Created: Jan 17, 2019 Policies: File containing Pll detected in the cloud (built-in DLP engine
Modified: Jan 20, 2019 Classification labels] CONFIDENTIAL-ALL EMPLOYEES
File size: ~19 KB Scan status: 1 completed

Automatically classified document

Another option to automatically classify and protect sensitive information can be
found in Office 365 by using the following steps:

1. Navigate to the Office 365 portal at https://portal.office.comand sign
in as a global administrator.

2. You will notice the following Recommendation to protect sensitive
information. This is because the system has already detected some files you
uploaded from the code package to OneDrive:
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Recommended based on sensitive info detected in your org

Protect sensitive info

Some sensitive info types aren't currently monitored and could be Protected files with sensitive info
shared accidentally, We recommend creating a data loss

prevention (DLP) policy to detect when items containing this

sensitive info are shared with people outside your org. Unprotected files with sensitive info

M EU Debit Card Number 2 more

DLP options in Office 365

3. Click View recommendation and the system will give you the following
option to create a policy to protect the information:

Protect sensitive info

Help prevent leaks of sensitive info by creating a DLP policy that detects when items containing this
sensitive info are shared with people outside your org. You'll get detailed activity reports, and you can set
up optional notifications to stay informed of potential leaks.

More about DLP Policies

Which sensitive info types do you want to detect?
Applies to iterns in Sharepoint, OneDrive, Exchange and Teams

EU Debit Card Number
U5,/ UK. Passport Number

Credit Card Number

What happens when the selected info types are shared outside your org? (optional)

In addition to detailed activity reports, you can get optional notifications. Edit this policy later to add more
protection like automatically restricting who can access shared content.

Show a policy tip to anyone who is about to share these protected info types
About policies

Send me email when 5 or mare instances of these sensitive info types are shared
Add athers to the email

Scanning for sensitive information, such as credit card details
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4. Click Create a policy at the bottom of the message.

5. You will find the newly created policy under https://bit.1ly/2FMYBJS,
and it will be called Default Data Loss Protection Policy:

=+ Create a policy O Refresh ‘ Search

D Name Order ™~

D Default Data Loss Protection Policy 0

Policy creation wizard to use the rules

6. Edit the policy and view the settings, as follows:

“~ Rule for Low volume of sensitive content detected 0 1
& Edit rule H [l Delete rule
Conditions

Detect content that's shared
with people outside my organization

Sensitive info types
EU Debit Card Number
.S, / UK. Passport Number
Credit Card Number

Actions

Motify users with email and policy tips

Policy summary
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7. Edit the rule under Location; remove SharePoint sites and OneDrive
accounts:

Status Location Include Exclude

m E Exchange email All None

Choose distribution groups Exclude distribution groups

@ E) SharePoint sites

@ & OneDrive accounts

Location definition for the policy

8. Edit the rule under Actions; choose Encrypt messages:

“ Actions

Use actions to protect content when the conditions are met.

Restrict access or encrypt the content

O Block people from sharing and restrict access to shared content

@ Encrypt email messages (applies only to content in Exchange)

Messages containing the sensitive info you specified will be encrypted with your chosen protection setting from Azure Information Protection.

Encrypt ges with this pr ion setting

Encrypt &

Enable encryption if sensitive content is detected
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9. Let's test the policy with Don Hall on one of our test clients.

10. Open Outlook and send a message to Ye Xu and your private mail account
with the following content.

11. You can create a credit card number on the following source (https://bit.
1ly/2KeZHR1):
e Card Type: MasterCard

Card Number: 5131493203693245
Expiration Date: 06/2027
CVV: 225

The following screenshot shows the mail with the sensitive content:

Ta... Ye ¥u: jochen.nickel@gmail.com

i

Send

Subject |Card|nformation|

Card Type: MasterCard
Card Number: 5131493203693245
Expiration Date: 06/2027

CWVV: 225

Test mail with sensitive content

12. Open your private mail account:

Don Hall card Information - Don Hall (Don.Hall@inovitdemos.ch) has sent you a protected message

Private mail account expected result
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13.

Click Read the message:

Card Information © 1nbox x

Don Hall <Don Hall@inovitdemos.ch=
to Ye, me ~

] Office 365

Don Hall (Don.Hall@inovitdemos.ch) has sent you a protected message.

Read the message

Learn about messages protected by Office 365

Microsoft respects your privacy. To learn maore, please read our Privacy Statement.
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052

Read the encrypted message dialog
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14. You will get two options to access the protected content:

Don.Hall@inovitdemos.ch has sent you a protected message

Sign in to view the message

1 Sign in with Google

2 Or, sign in with a one-time passcode

Need Help?

Terms of Use Privacy & Cookies

Sign in or one-time passcode authentication option

15. Choose the one-time passcode option to see the passcode behavior.
16. You will receive a mail with the passcode:

] Office 365

Here is your one-time passcode

72212160

Received verification code
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17. Enter the passcode and click Continue:

We sent a one-time passcode to jochen.nickel@gmail.com.

Please check your email, enter the one-time passcode and click continue.

The one-time passcode will expire in 15 minutes.

One-time passcode (72212160
This is a private computer. Keep me signed in for 12 hours.

@ Continue

Code verification

18. And you can read the mail:

Card Information

Don Hall <Don.Hall@inovitdemos.ch>
Today, 11:28 AM

Ye Xu <YeXu@inovitdemos.ch>; jochen.nickel@gmail.com ¥

Encrypt: This message is encrypted. Recipients can't remove encryption.
Card Type: MasterCard

Card Number: 5131493203693245

Expiration Date: 06/2027

CVV: 225

Message in plaintext

After working through a few automatic options, we will start using the justification

option.
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Using justification

The justification feature is a good option to change a recommended label or modify
an existing label to address the sensitivity of a modified document. You can enable
this feature under the policy settings:

Users must provide justification to set a lower classification label, remove a label, or remove protection

Off On

Justification enabled

To test the functionality, open a document and downgrade it to the personal label:

a Microsoft Azure Information Protection X
To set a lower classification label, you must provide an explanation:

() The previous label no longer applies

(®) Other, as explained

Providing a justification

After a while, you will be able to see the following modification in the activity logs:

2019-01-19 10:53:16 don.hall@inovitdemos.ch & test.docx Downgrade label Public MNe

Log information for the justification

We recommend using the activity logs to provide information on your classification
life cycle. You particularly need this information to improve your automatic rules.
Maybe your conditions are no longer valid or not clear and data gets recommended
for the wrong classification label.
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Configuring protection options

Once your classification labels are appropriate and the users have been trained with

the new methods, we can increase the protection options to achieve a more protected
state.

For email messages, we can use the option to increase the mail classification based on
the highest attachment classification. We highly recommend using this as a
recommended option and only if you have a crystal clear use case for the automatic
option. With the following steps, you can configure this use case:

1. You can find the option in the policy configuration:

For email messages with attachments, apply a label that matches the highest classification of those attachments

Off Recommended

Add policy tip describing to users the reasons for applying this label

| It is recommended to label this email as §{Attachment.Label}

Recommended classification option

2. Log in as Don Hall to a test client and create two Word documents, one
classified as Public and the other as Confidential.

3. Next, create a test email with the two attachments and send it to Ye Xu, as

follows:
o It is recommended to label this email as Confidential \ All Employees Change now Dismiss
o Sensitivity: [l General / Personal Public
To.. Ye Xu;
% Clon
Send

Subject Actual Project Information

m'— Confidential. docx m'— Public.docx

Attached 22 KB T 15 KB

HiYe

See the attached documents.

Regards

Dod

Recommendation in action
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The following two options are useful for using custom protection:

Add the Do Mot Forward button to the Qutlook ribbon
on

Make the customn permissions option available for users

B o

Additional protection features for Office users

We will test the options with Don Hall in the following steps:

1. Log in as Don Hall and create a new Word document.
2. Click the Protect icon and use the Custom Permissions:

a
AsBbCcDe| AaBbCeDe AaBbC( AaBbCcl AQB aasbeer acsbecn Agsbcene AcsbecD: AaBbCede
Protect

TMormal | TNo Spac.. Heading1 Heading 2 Title Subtitle  Subtle Em... Emphasis  IntenseE.. Strong
F Personal Styles
Public sonal Public General Caonfidentia = | Highly Confidential -
~  General
Confidential 3

Highly Confidential »

" Show Bar

B Custom Permissions
ovides a powerful way to help you prove your point. When you click Online Video, you can

i the embed code for the video you want to add. You can also type a keyword to search online for

@ Help and Feedback o that best fits your document. To make your document look professionally produced, Word
provides header, footer, cover page, and text box designs that complement each other. For example,
you can add a matching cover page, header, and sidebar. Click Insert and then choose the elements you
want from the different galleries. Themes and styles also help keep your document coordinated. When
you click Design and choose a new Theme, the pictures, charts, and SmartArt graphics change to match
your new theme.

Track and Revoke

Custom permissions dialog
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3. Assign co-author permissions to Ye Xu and one external user, as follows:

a8

Protect with custom permissions

Select permissions Co-Author - View, Edit, Copy, Print ~

Select users, groups, or organizations yexu@inovitdemos.ch; |
Jochen.nickel@inovit.ch

Expire access

Apply Cancel

Using the custom permission options, including external accounts

4. Send the mail with the document attached to the two recipients.
5. Open the mail and the attachment on the external user's computer:

Home  Insert  Design  Layout  References  Mailings  Review  View  Developer  Help  FoxitPDF | (2 Tell mewhat you want to do

o PROTECTED VIEW  Be careful—email attachments can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing

@) FESTRICTED ACCESS Permission is currently restricted, Only specified users can access this content, View Permission...

Video-provides-a-powerful-way-to-help-you-prove-your-point.-When-you-click-Online-Video,you-can-
paste-in-the-embed-code-for-the-video-you-want-to-add.-You-can-also-type-a-keyword-to-search-online-for-
the-video-that-bestfits-your-document.-To-make-your-document-look-professionally-produced,-Word-
provides-header,-footer,-cover-page,-and-text-box-designs-that-complement-each-other.-For-example,-
you-can-add-a-matching-cover-page,-header,-and-sidebar.-Click-Insert-and-then-choose-the-elements-you-
wantfrom-the-different-galleries..-Themes-and-styles-also-help-keep-your-document-coordinated.-When-
you-click-Design-and-choose-a-new-Theme,-the-pictures,-charts,-and-SmartArt-graphics-change-to-match-
your-new-theme.q

External users, view of the protected information
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Be aware that the behavior of Azure RMS protected content is slightly different and
depends on the configuration and RMS enablement of the recipient. If the other user
also uses Office 365, there should be a transparent usage for the recipient without
login prompt. When the user is not using any Microsoft cloud service and no Azure
AD, the recipient will be automatically processed to create an ad hoc Azure AD

account in order to use the Azure RMS functionality. Prepare your external recipients
and include them in the training you do for your internal users:

If you want to regulate all Azure RMS protected content, you should
build a label for the process and hide the button.

1. Use the Do Not Forward button in Outlook to encrypt the message:

Permission granted by: Don.Hall@inovitdemos.ch

To... ||

File Message Insert Options Format Text Review Help @ Tell me what you want to do
i = =-»| B 8|0 = [
W) == B B 0B ¥ | A8
Paste B "l A = = = | 7= 5= | Address Check | Attach Attach Signature | Protect Do Mot
= = — U= = Book Names File~ Itern ~ = ~  Forward
Clipboard ] Basic Text Mames Include Protection
o Sensitivity: [l General # Personal Public General

:E) Do Mot Forward - Recipients can read this message, but cannot forward, print, or copy content. The conversation owner has full permission to their messag

i

Send

Subject

Do Not Forward button in Outlook (not in other Office products)

Provide a fully explained Business to Business and Business to
Customer protection scenario.

2. You can provide this functionality inside your labels.

3. We can create a custom label called Partners under Confidential and
assign it to the global policy, as follows:
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Sub-label x Protection o x

INOVITDEMOS provided by inovit GmbH - Azure INOVITDEMOS provided by inovit GmiH - Azure Information Protection

Hsave 3 piscard @ Delete this label
A Protection settings @

Specify how this label is displayed in the Information Protection client on user
devices LR GG TG HYOK (AD RMS)
Enabled Select the protection action type @

et permissions

E o

* Label display name

et user-defined permissions (Preview)

In Outlock apply Do Mot Forward

‘ Partners v
In Word, Excel, PawerPoint and File Explorer prompt user for custom permissions

* Description

Protected Partner communication. v

Set permissions for documents and emails containing this label

Protection
Azure (cloud key) o >

Using the custom protection options in a label

4. Use a custom footer with the following text "classified as partner
confidential".

5. Log in as Don Hall to a test client.
6. Create a Word document and test the new functionality, as follows:

a Microsoft Azure Information Protection X

Sensitivity Confidential \, Partners

Select permissions Viewer - View Only e

Select users, groups, or organizations Jjochen.nickel@inovit.ch mJ

Expire access
Apply Cancel

Testing the custom permission option in Word
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7. Create a new mail in Outlook and test the new functionality, as follows:

File Message Insert Options Format Text Review Help @ Tell me what you want to do

Q'D Calibri @oc |11 ~| & A7 [IZ 1= | A p\% @E Df a e b e

l_L'| | High Importance

Paste = — — | = 5= | Address Check | Attach Attach Signature  Protect Do Not
. BT U £-A. === =3
v <¥ Format Painter - - - — | — Book MNames | Filev Item~ v ~  Forward -l Low Importance
Clipboard ] Basic Text [F} MNames Include Protection Tags IF

o Sensitivity: Confidential \ Partners #

® Do Mot Forward - Recipients can read this message, but cannot forward, print, or copy content, The conversation owner has full permission to their message and all replies.
Permission granted by: Don.Hall@inovitdemos.ch

To... jochen.nickel@inovit.ch;

B e

Send

Subject Test

Testing the Do Not Forward button in Outlook

Keep in mind that online Office components can't use protected
information.

Actually, Microsoft supports many different applications and file formats to classify
and protect; you can see the applications in the following screenshot:

Adobe Portable dr‘.\‘ ‘ & 3
Document Format -* [ : ik A | M
/Nl IMGs i (aife
Y L — & 14 o h
Adobe Photoshop ~ [-esd] jfif ifi] | [pna W)
\ Autodesk Design i
= Review 2013 s
n vsdx (vsdm) VSsX vsd
Digital Negative dng Microsoft Visio
dw vst
2 O"" Microsoft Project  [mep] | (mpt
I ,,/, Microsoft XPS  [xps) | [oxps Xl it doc dot
—|
S Microsoft Office 97,
Office 2010, Office 2003: N ™
2| Microsoft Publisher 2] | (eet) | (pes) | [pot]
L2 L il sl ¥

Document types supported by Azure RMS
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Microsoft also provides a universal solution over the integration that we can use to
classify and protect sensitive data. The following steps show the procedure:

1. Log on as Don Hall and open your OneDrive folder, as follows:

OneDrive - INOVITDEMOS provided by inovit GmbH  »

MName " Status Date modified Type Size

Attachments @ 1/17/201912:21 PM  File folder
o Compliance and Audit @ 1/17/201912:21 PM  File folder
. Courseware &) 1/17/201912:22 PM  File folder
# Customers @ 1/17/201912:22 PM  File folder
»* Executives ] 117720019 12:22 PM  File folder
Expenses @ 1/17/2019 12:22 PM  File folder
" Finance © 117720191222 PM - File folder
T Human Resources ) T7T97 2079 T1:00 P File folder
Mail Backup = 1/17/2019 1233 PM  File folder
MNotes = 1/17/201912:21 PM  File folder
Perzonal Information @ 1/17/201912:21 PM  File folder
Projects @ 1/18/20199:58 AM  File folder
Purchasing @ 11772019 12:21 PM  File folder
Research and Development @ 1/17/201912:21 PM  File folder
Sales Infermation @ 1/17/201912:21 PM  File folder

@< Partner @ /20/201911:49 AM  Microsoft Word D... T1KB

Using the desktop classification option

2. Right-click on the Finance folder and choose Classify and protect.
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3. Use the Confidential | All Employees label to basically classify the
documents, as follows:

Classify and protect - Azure Information Protection = m}
Multiple files selected [:\'1 View Permission [ Track and Revoke () Help and Feedback
o Sensitivity:

Personal Public General I Confidential - Highly Confidential ~

Strategy Consulting

Recipients Only

D Protect with custom permissions All Employees |

Anyone (not protected)

Partners

Choosing the All Employees label to classify the information

4. Later, if you have your complete process in place, you can provide a
specific label and protect the information.

5. You will be able to see a report of all actions:

Al 5 fe File Name
o Sensitivity: [l General # Personal
A B C
1 |File Name Status Comment
2 |C:\Users\donh\OneDrive - INOVITDEMOS provided by inovit GmbH\Finance\Financial Report.xls Success
3

Specific label reporting

With this option, you can classify and protect several different files, based on the
automatic rules or your manually chosen label.
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Activating unified labeling

With the strategy of Microsoft to build a complete Information Protection solution,
Office 365 and AIP labels will be merged together. With this option, you will have full
integration with the most important services.

In the following steps, we will activate the unified labeling functionality:

1. You can activate unified labeling by opening https://bit.ly/2RHzZ2%7
with global administrator credentials.
2. Click the Activate button and Publish your labels, as follows:

Dashboard * Azure Information Protection - Unified labeling (Preview)

Azure Information Protection - Unified labeling (Preview)

« I8 publish

Unified labeling status

General

Unified labeling (Preview): Activated.

L& Quick start

Unified labeling activation

3. Navigate to https://protection.office.com/ and click on Classifications
and Labels to review the migrated labels.

Next, we will let you run through a lab challenge to discover more AIP capabilities.

Lab challenge

Build up a complete classification schema with several processes using the actually
created groups and test all the different functionalities. Try to implement the
following processes:

Partner and customer processes

Sensitive project content management

Internal collaboration processes between departments

Email protection for external users
e Protecting your SharePoint/OneDrive sharing of information/data

Prevent data leakage in other platforms, such as Dropbox and Salesforce

Good luck!
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Summary

Working through this chapter enabled you to start to optimize your Information
Protection solutions inside your organization or with your customers. We provided a
starting lab environment to test all the required functionality and processes of AIP.
With the key PowerShell cmdlets, you should be up and running, and ready to start
your configuration tasks. Furthermore, with the overview of typical configuration
tasks, we provided you a few examples of the experiences we learned during our
many projects.

In the last chapter of the book, we will work through an AIP-enabled example
application to give you more insights into the AIP technology.
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Azure Information Protection
Development

This chapter is a good starting point for anyone who wants to dive deeper into the
Azure Information Protection technology to get more information for troubleshooting
or supporting a solution. This chapter will also help you write an application to help
your customers to fulfill your organization's needs. Using the development resources
of Azure Information Protection will give you more in-depth knowledge about this
technology.

In this chapter, we'll provide you with an overview of the different development
resources to help you start your journey into the different Azure Information
Protection development options. We'll offer you the starters to prepare your
development environment and give you some examples so you can start analyzing
this excellent service. You'll get information about the Microsoft Information
Protection SDK, the use of PowerShell, and the other SDKs that are available to help
you begin your journey.

This chapter is organized into the following sections:

e Microsoft Information Protection solutions

Understanding the Microsoft Information Protection SDK
e Preparing your Azure AD environment for tests

Using MIP binaries to explore functionality
¢ Using PowerShell with Azure Information Protection
¢ Overview of the RMS 2.1 and 4.2 SDKs

Lets look at the technical requirements you need to start developing on our lab
environment.
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Technical requirements

In this chapter, you can use the YD1APPO01 server, on which Visual Studio 2017 is
already installed in chapter 7, Deploying Solutions on Azure AD and ADFS.
Additionally, you need to install the Information Protection SDK 2.1 from https://
bit.ly/2980zMn to run any development. Also, download the examples from https:/
/bit.ly/2CBVVOE, https://bit.ly/2RHCIj0,and https://bit.ly/2HtYKE] to the

server in your Visual Studio project directory, such as
C:\Users\cloudadmin.INOVITDEMOS\Documents\Visual Studio

2017\Projects>, which you can use to experiment with the framework.

In the next section, we'll dive into the Microsoft Information Protection solutions to
get the knowledge about all the related technologies.

Microsoft Information Protection
solutions

Azure Information Protection itself is built to classify, label, and protect files in Office
365 and many other applications. The following list shows the different solution
components and their relation to Azure Information Protection:

e Microsoft Cloud App Security: For protecting cloud applications with
direct integration of Azure Information Protection.

e Conditional Access: To control access to sensitive information where no
direct integration into Azure Information Protection is required.

e SharePoint: To deliver RMS-protected libraries and groups to provide
access control.

e Office 365 Message encryption: To send encrypted emails inside or
outside your organization with a direct integration into Azure Information
Protection.

e Office 365 Data Loss Prevention: Is built to prevent data loss over
Exchange and SharePoint Online, including OneDrive for Business with a
direct integration into Azure Information Protection.

¢ Office 365 Advanced Data Governance: Provides the retention and
deletion policies for sensitive information with a direct integration into
Azure Information Protection.
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e Azure Security Center Information Protection: Assigns classification of
structured data, such as Azure SQL or SQL servers, including other Azure
repositories with no direct integration into Azure Information Protection.

¢ Windows Information Protection: Is built to separate the private and
business context on a mobile phone or PC.

e Office Apps: Used to protect sensitive information in Excel, PowerPoint,
Word, and Outlook with an indirect integration into Azure Information
Protection.

e Adobe PDFs: Azure Information Protection delivers the native support to
label and protect Adobe PDF's.

Overall, Microsoft provides Microsoft SDKs to help developers to work on solutions
for traditional on-premises infrastructure, cloud platforms, and modern applications
on mobile devices. Lets understand more about it.

Understanding the Microsoft Information
Protection SDK

The Microsoft Information Protection SDK extends labeling and protection
functionality so you can provide a consistent experience in cross-platform scenarios,
and it provides a comprehensive set of capabilities. With the SDK, you can extend the
classification, labeling, and protection to any other app and service. In general,
Microsoft Information Protection solutions are compatible with traditional Active
Directory RMS infrastructures. You experienced this with the Hold Your Own Key
(HYOK) functionality.

The Microsoft Information Protection SDK is available on the following:

e macOS, Linux, and Windows
¢ A preview for Android, IOS, and other platforms

The SDK supports user and service applications, including support for multi-
tenancy. User applications include common authoring tools, such as Office and
Adobe. Labeling structured data is also supported. Service applications mostly run in
the background, such as DLP, cloud access security brokers (CASBs), and
eDiscovery features. These applications authenticate using OAuth.
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In detail, the APIs provide the following capabilities:

API Functionality Use cases

¢ Accepts plaintext content and returns a
publishing license

Protection|* Allows ciphertext and publishing licenses
 Returns plaintext

* Rights enforcement if needed

* Encryption of any data

* No key exchange management required

* For example, security software that needs to
inspect data in transit

» Computes actions that policy should take * CAD and CAM applications for classifying
. * Submission enablement for events in the audit |parts or components
POhCy pipeline * DLP platforms for reading labels and
* Application of label metadata if needed monitoring your services or networks
* Support for well-known file types
i ¢ Allows read, write, or delete labels e Word, Excel, PowerPoint, or others
File  Enables protection removal * Scanners that need to label files

* Applies metadata provided by the API

In the next section, we'll provide a sample app, MipSdk-FileApi-Cpp-Sample-
Basic, from Microsoft and help you to start using the SDK and explore the different
functionalities.

Preparing your Azure AD environment for
tests

In this section, we'll adjust our Azure AD environment to run code from the
Microsoft Information Protection SDK against our Azure Information Protection
infrastructure. As usual, it starts with the creation of an Azure AD app:

1. Log in with global administrator credentials to the Azure portal at https:/

/portal.azure.com.

2. Navigate to the Azure AD blade.
Click App registrations to create a new application.

W

4. Click New Applications registration.
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5. Use the following settings:

Create O X

* Mame @
| MipSdk-5ample-Apps v

Application type @

Mative W
* Redirect URI @
mipsdk-auth-sample://authorize v‘

Example app properties

6. Click the Settings button on the registered application:

MipSdk-Sample-Apps

Legistered app

L Settings # Manifest [ Delete

Display name Application 1D

Mipsdk-Sample-&pps f2808158-d40c-4588-8b7d-17460668639C
Chject ID

Application type
baca7b2f-ache-498f-87b0-a501dBalgb4de

Mative
Managed application in local directory

Home page
- MipSdk-Sample-Apps

3

App Settings option

7. Click the Required permissions section for API access.
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8

. Click Add:

MipSdk-Sample-Apps =

£ settings ¢ Manifest

Display name
MipSdk-sample-Apps

Application type
Native

Home page

Application ID
12808156-040c-4588-8b7d-17460668639¢

Object ID
ba6a7b2f-ache-498f-87b0-a501dsa13bde

Managed application in local directory
MipSdk-Sample-Apps

Settings
o

0

GENERAL

Properties

= Redirect URIs

s Owners

APl ACCESS

s

. Required permissions

TROUBLESHOOTING + SUPPORT.

X Troubleshoot

New support request

Required permissions

apl

Windows Azure Active Directory

APPLICATION PERMI... DELEGATED PERMISS,

0 1

10

Required permissions configuration

. Click Select an API. If needed, use the search field to find Microsoft Rights

Management Services.

. Select the Microsoft Rights Management Services API:

Select an API

Office 365 Exchange Online
Microsoft Graph

Office 365 SharePeint Online
Skype for Business Online
Office 365 Yammer
Dynamics CRM Online

Power Bl Service

Windows Azure Active Directory

Microseft Rights Management Services

Microsoft Intune AP|

Azure Key Vault

Choosing the Microsoft RMS API
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11. Under the Select permissions section, use the Create and access protected
content for users permission under the DELEGATED PERMISSIONS
options.

12. Click Select and Done:

Add API access x Enable Access |

Select an API
1 ) i ) DELEGATED PERMISSIONS REQUIRES ADMIN
Microsoft Information Protecti..
+  Read all unified policies a user has access to. 2 Ne
2 Select permissions >
0 role, 1 scope

Permission scoping

13. Click the Add button.
14. Click the Select an API option to choose the correct APL
15. Search the Microsoft Information Protection Sync Service and select the

service:
Add API access X Select an API
| Micrasoft Information Protection Sync Servical
1 Select an API >

Microsoft Information Protection Sync Service

2 5

Select the Microsoft Information Protection Sync Service APT

16. Under the Select permissions option, select Read all unified policies a
user has access to. under DELEGATED PERMISSIONS.
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17. Click Select and then press Done:

‘I Select an API
. . +| DELEGATED PERMISSIONS REQUIRES ADMIN
Microsoft Rights Management ...

2 Select permissions >

Orole, 1scope

Delegated permission configuration

18. In the Required permissions blade, click the Grant permissions button
and confirm the dialog:

Required permissions O X

+ Add { & Grant permissions

APPLICATION PERMI... DELEGATED PERMISS..

API

Windows Azure Active Directory 1] 1
Microsoft Rights Management Services 1] 1
Microsoft Information Protection Sync Service 0 1

Permission granting procedure

19. Copy the application ID in line 57 of the main. cpp file, and your test user
into line 64, to configure the application:

mip::ApplicationInfo appInfo{|"f2808158-d48c-4588-8b7d-17460668639c"|, "MipSdkFileApiCppSampleBasic” }:

Action action = Action(appInfo, "don.hall@inovitdemos.ch™,"K

Modification of the example app
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Now that we have prepared our Azure AD environment, you can start exploring the
code samples.

Open the MipSdk-FileApi-Cpp-Sample-Basic.vcxproj file with Visual Studio
and start with the following steps:

1. Copy the label ID to the clipboard or Notepad.
2. Paste the label into the input prompt.

3. The application asks for the path to a file. Enter the path to your specific
Office document.

4. The application will display the name of the currently applied label.
5. Open the file in a viewer that supports the labeling or protection feature.

Next, we will explore the functionality of the Microsoft Information Protection (MIP)
binaries to see the broad functionality that you can include in the development of
your solution.

Using MIP binaries to explore
functionality

With the Microsoft Information protection binary from the SDK, we can explore the
new functionalities of Microsoft's unified Information Protection solution. The
binaries deliver all the examples needed to start using the different functions like
gathering the actual status of a file, classifying and protecting a file, and bulk
decrypting files. In the following section, we will focus on the file_example.exe binary
which delivers all this basic functionality. This example will give you ideas for
developing own applications that use the SDK and the Information protection
functions.
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We downloaded the MIP binaries to explore features. You can use the following steps
to get more insight into features:

1. Open PowerShell and navigate to the sample files.

2. Execute the .\file_sample.exe binary to view the functionality you can
test:

PS C:\Python27> .\file_sample.exe
Microsoft Information Protection File SDK Sample Version: 1.8.54
Usage:

file_sample [OPTION...] <Extra args>

-f, --file File path Path to the file to work on.

-g, --getfilestatus Show the labels and protection that applies on
the file.

-s, --setlabel arg Set a label with <labelId>. If downgrading
label - will apply <justification message>, if
needed and specified.

-d, --delete Delete the current label from the file with
<justification message>, if needed and specified.

-p, --protect arg Protect with custom permissions protection to
comma-separated user list.<rights> as
permissions to those users

--rights arg Comma-separated list of rights to users
--templateid arg Protect using Template ID
--listlabels Show all available labels with their ID

values.

--unprotect Remove protection from the given file.

--standard The label will be standard label adn will
override standard label only.

--privileged The label will be privileged label and will
override any label.

--auto The label will be standard label and will

Application command-line options

With this binary, you can start with the following commands:
¢ Get a list of labels:

./file_sample —--username jenny.green@leano.ch —--password
"YOURPASSWORD " —--file "PATH" —--listlabels
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e Set a label:

./file_sample —--username jenny.green@leano.ch —--password
"YOURPASSWORD" —--file "PATH" --setlabel <GUID>

e Read a label:

./file_sample —--username jenny.green@leano.ch —--password
"YOURPASSWORD" —--file "PATH" —--getfilestatus

After working with the MIP file_sample.exe example, we will introduce you the
several capabilities of PowerShell to administer and develop your own solution. The
functionality is similar to the binaries, but maybe easier to understand for an
administrator or PowerShell experienced person.

Using PowerShell with Azure Information
Protection

PowerShell provides you managing capabilities for Azure Information Protection. In
special, to handle custom classification and protection solutions you need to be able
to use PowerShell to solve your challenges like, labeling and protecting files on a file
share or single computer. With the following cmdlets you have the basic toolset to do
the most administrative tasks with PowerShell. We used the cmdlets for example for
providing a monitoring solution of a single folder and labeling and encrypting the
files in the folder based on keywords. With the following commands, you can start to
explore more about Azure Information Protection's capabilities and technology:

e Tmport-Module AzureInformationProtection

® Get-AIPFileStatus: Used to identify all files with a specific label

e Set-AIPFileClassification: Used to inspect file contents and
automatically label unlabeled files

e Set-AIPFileLabel: Used to apply a specified label

e Set-AIPAuthentication: Used to label files non-interactively
(scripting/scheduler)

Next, we will see some useful PowerShell cmdlets to administrator Azure RMS.
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Useful Azure RMS cmdlets

In the following section, we will provide a service principal that is needed for using
the scripts to administrate Azure RMS. The following commands are needed to create
a new service principal:

$ServicePrincipalName="RMSPowerShell"

Connect—-AadrmService

$bposTenantID= (Get-AadrmConfiguration) .BPOSId
Disconnect—-AadrmService

Connect-MsolService

New-MsolServicePrincipal -DisplayName $ServicePrincipalName

The following output is expected:

PS C:\> $Ser ePrincipalName

PS C:\> Connect-AadrmService

A connection to the Microsoft Azure AD Rights Management (AADRM) service was opened.
PS C:\> $b enantID=(Get-AadrmConfiguration).BPOSId

PS C:\> Disconnect-AadrmService

Connection to the AADRM service closed.

PS C:\> Connect-MsolService

PS C:\> New-MsolServicePrincipal $ServicePrincipalName

The following symmetric key was created as one was not supplied et

DisplayName : RMSPowersShell

ServicePrincipalNames : {701; c€936b98dadf4}
ObjectId : e5dfe a2bbf7e41ef
AppPrincipalld : 7017z 936bo8dadf4
TrustedForDelegation : False

AccountEnabled : True

Addresses : {}

KeyType : Symmetric

KeyId 1 4c867324-412c-4115-91c6-e62a8458a72d
StartDate 1 1/22/2019 18:31:47 PM

EndDate 1 1/22/2020 10:31:47 PM

Usage : Verify

Creation result of the new service principal
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Copy the generated symmetric key value:

$symmetricKey="<value from the display of the New-MsolServicePrincipal
command>"
$appPrincipalID=(Get-MsolServicePrincipal | Where { $_.DisplayName -
eq $ServicePrincipalName }) .AppPrincipalId
Set-RMSServerAuthentication -Key $symmetricKey —-AppPrincipalIld
SappPrincipalID -BposTenantId $bposTenantID

The following output is expected:

$symmetri /
$appPrincipalID=(Get-MsolServicePrincipal | L\Iher'e {¢ DisplayName $ServicePrincipalName }).AppPrincipalld

Set-RMSServerAuthentication $symmetri D $bposTenantID

Key information

Now, you can start doing the following commands using the service principal
account:

Enumerate all RMSTemplate:

Get-RMSTemplate

Protect a file:

Protect-RMSFile -File C:\Test.docx -InPlace -Templateld
<yourtemplateid>

Get the status of a file:

Get-RMSFileStatus -File C:\Testl.docx

e Unprotect a file:

Unprotect-RMSFile C:\test.docx -InPlace

Now that we've started using PowerShell to work with Azure Information Protection
and Azure Rights Management Service, we'll give you some useful information about
the other SDKs that are available to develop against the services and increase your
knowledge.
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Overview of the RMS 2.1 and 4.2 SDKs

Two active generations of RMS SDKs are available to developers and used for the
following developments:

¢ Microsoft Rights Management SDK 4.2 for Android, iOS/macOS, Windows
devices, and Linux
e Microsoft Rights Management SDK 2.1 for Windows Desktop Client

e AD RMS SDK is superseded
The following improvements were included with the 4.2 version:

e Hybrid support AD RMS and Azure RMS (AD RMS' mobile device
extension is needed to make AD RMS available on mobile devices and
provides the required authentication methods)

e Access protected content offline
e Bring your authentication library
¢ Bring your user interface
Redesigned API

You can use the following example design to develop your application:

Azure Information Protection

Request Authentication
Authenticate

Request Templates
Return Templates

Brings document to encrypt

Selects template

Creates ad-hoc policy AP Apply template .
syt Encrypted File

Provide File Location

Unencrypted File

Example of design for an application with the feature specification
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The example above demonstrates how a user can encrypt a document. For this task,
he needs to select an Azure RMS template or use an Azure RMS AdHoc-Protection. In
order to get the template information from Azure Information Protection, the user
needs to be authenticated. Post successful authentication, the user can request
templates and services, and return them. If all the previous steps are successful, the
required template can be applied and the document will be encrypted. Furthermore, a
functionality to unencrypt the document must be included in your design and
development to store sensitive information which is not encrypted. Both encryption
and unencryption are important to have full solution.

If we take a look at the Azure IP Test application you downloaded at the beginning of
the chapter, in the Technical requirements section, you can start to build such an
application with the help of this sample, because it provides many main functions of
the SDK.

Otherwise, Microsoft provides other examples that help you start to gather more
knowledge. A perfect way to start is through simple interaction with text files, which
you can do with the IpcNoteapp application. This app shows you how you can
protect a simple text file. My favorite way is to start directly with a specific use case,
such as the protection of data in Azure Blob storage. If you think like me, start with
IpcAzureApp, because this automatically introduces you to IpcManagedAPI, which
provides you with many helper classes. Otherwise, if you want to explore more about
the DLP functionality, you can use IpcDlpaApp, which interacts with the File API to
protect or unprotect data. You can monitor directories on your filesystem and apply
protection policies with RMSFileWatcher. If you also want to see such functionality
in a simple PowerShell script, you can use the following example:

1. Set the folder that you want monitor, including the subfolders:

$watcher = New-Object System.IO.FileSystemWatcher
$w.Path = "C:\Users\jochen.nickel\Desktop\Monitored"

Sw.Filter = "* *"
Sw.IncludeSubdirectories = $true
$w.EnableRaisingEvents = $true

2. Define the actions for when an event is detected:

Saction = {

$fname = $Event.SourceEventArgs.Name

if ($fname -like "*.tmp" -or $fname -like "*~$*"){}
else {

$path = $Event.SourceEventArgs.FullPath

SchangeType = $Event.SourceEventArgs.ChangeType
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$logline = "$(Get-Date), $changeType, S$path"
#write-host $logline

Add-content "C:\Users\jochen.nickel\Desktop\log.txt" -
value $logline

}

}

$actionl = {

$fname = $Event.SourceEventArgs.Name

if ($fname -like "*.tmp" -—-or $fname -like "*~$*" —or
$fname -like "*.TMP" ) {}

else {

$path = $Event.SourceEventArgs.FullPath

$changeType = $Event.SourceEventArgs.ChangeType
$logline = "$(Get-Date), $changeType, S$path"
write-host $logline

Add-content "C:\Users\jochen.nickel\Desktop\log.txt" -
value $logline

Set-AIPFilelLabel $path -Labelld
'6523069d-6£4a-4486-8dc3-71de23457c71"

$logline = "$ (Get-Date), APPLIED: Set-AIPFileLabel $path
—-LabelId '6523069d-6f4a-4486-8dc3-71de23457c71"'"
write-host $logline

Add-content "C:\Users\jochen.nickel\Desktop\log.txt" -
value $logline

}

}

3. Decide which events should be monitored:

$created = Register-ObjectEvent $w "Created" -Action
$action
$changed
$action
$deleted
$action
$renamed = Register-ObjectEvent $w "Renamed" -Action
$action

while ($true) {sleep 2}

Register-ObjectEvent $w "Changed" -Action

Register-ObjectEvent $w "Deleted" -Action

To extend your knowledge, with the inclusion of the Azure Active Directory
Authentication Library (ADAL), you can encrypt files with the FormFileEncrypt
application. If you need to support HYOK scenarios, I recommend you work through
DualSererTestApp. With your lab infrastructure, you're able to run every scenario.

For more information, check out the Microsoft developer reference (Azure
Information Protection Developer's Guide): https://bit.1ly/2HIDI0Q2.
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Summary

In this final chapter, we first introduced you to the several PowerShell scripts and the
related code of the SDK to gather more information about the whole Microsoft
Information Protection solution framework, or to start developing your extensions or
applications. It was never the intention to turn you into a developer in one

chapter, but using these resources is a good source of knowledge for troubleshooting
or administering such a solution. You should now be able to describe which SDKs are
available and what they can be used for. Furthermore, you have enough code samples
to start working. We wanted to provide you with a functional and ready work
environment to help you get started easily.

Hopefully, the information in this book will help you with your current organization
or project. I want to thank you very much sticking around till the end of this book. If
you have any questions, don't hesitate to ask me under my blog jochennickel.ch or
info@inovit.ch.
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